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Abstract: Machine learning has brought about a revolutionary transformation in healthcare.
It has traditionally been employed to create predictive models through training on locally
available data. However, privacy concerns can sometimes impede the collection and
integration of data from diverse sources. Conversely, a lack of sufficient data may hinder
the construction of accurate models, thereby limiting the ability to produce meaningful
outcomes. Especially in the field of healthcare, collecting datasets centrally is challenging
due to privacy concerns. Indeed, federated learning (FL) emerges as a sophisticated
distributed machine learning approach that comes to the rescue in such scenarios. It allows
multiple devices hosted at different institutions, like hospitals, to collaboratively train a
global model without sharing raw data. In addition, each device retains its data securely
on locally, addressing the challenges of time-consuming annotation and privacy concerns.
In this paper, we conducted a comprehensive literature review aimed at identifying the
most advanced federated learning applications in cancer research and clinical oncology
analysis. Our main goal was to present a comprehensive overview of the development of
federated learning in the field of oncology. Additionally, we discuss the challenges and
future research directions.

Keywords: federated learning; health systems; cancer; clinical oncology; image analysis

1. Introduction

Data have played an essential role in our daily lives in recent decades. The collected
data across various sectors are increasing due to rapid technological advancements. As they
are growing extremely fast, there are fundamental needs to extract valuable information [1].
With our greater understanding of the data, productivity and usability could be enhanced
within each sector across the globe. Consequently, Machine Learning (ML) algorithms
were developed to grasp hidden patterns and critical points from the captured data [2,3].
As a subset of Artificial Intelligence, ML is a data analysis method that enables model
deployments for different data types. Various kinds of ML have been developed, but there
are two main techniques, supervised and unsupervised learning, which attempt to predict
or identify the unseen parts of the collected data.
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ML has been deployed into various sectors, including finance [4], agriculture [5],
and transportation [6]. Healthcare is also one of the most relevant areas of ML, given the
large amount of collected data in this domain [7]. ML techniques can be applied using
critical data collected from hospitals or Internet of Things (IoT) devices. Wearable IoT
devices are one of the primary sources for collecting data from users to be processed by ML
algorithms [8]. Moreover, Electronic Medical Records (EMR) are another data source for
analysis [9]. Medical institutions are the central source for maintaining the data, whether
structured or unstructured. ML models yield more accurate results with structured data.
However, most EMR datasets are unstructured and require preprocessing before being fed
into the ML models [10]. Medical imaging is one critical type of data within healthcare,
which can assist in detecting various types of diseases, especially cancer [11]. ML has been
widely developed across cancer institutions to assist physicians by giving a second opinion
on each patient. It has been applied effectively to various cancers, such as breast, lung, and
prostate cancer, delivering significant improvements [12,13].

While ML has significantly advanced cancer detection and treatment, a major con-
cern remains: data privacy. The use of patient data in ML models raises ethical and legal
challenges regarding confidentiality and security. To address privacy concerns, federated
learning (FL), a decentralized data analysis method introduced by McMahan et al. in
2015 [14], allows institutions to train models locally without sharing data centrally. The
central concept of this type of learning is that it trains the model remotely in a decentral-
ized /distributed format. The backbone of this technique is to avoid sharing the collected
data from medical institutions with the central model. Instead, each institution will train
its own local model, and all the local models will be shared with a global model at each
iteration. In this case, data privacy across medical institutions will be preserved better than
in ML models. Consequently, FL has been deployed within healthcare, especially for cancer
diagnosis and prediction.

Contributions of This Paper

This paper aims to provide a comprehensive analysis of FL in cancer detection and
oncology by reviewing the latest advancements, identifying challenges, and outlining
future research directions. The key contributions of this study are as follows:

1. Comprehensive Literature Review: We present a systematic review of FL applications
in oncology, summarizing key methodologies, datasets, and advancements in cancer
detection using FL.

2. Benchmark Datasets and Challenges: We provide an in-depth discussion of publicly
available cancer datasets commonly used in FL research, explicitly outlining their
challenges, such as data distribution issues and privacy concerns.

3. Critical Analysis of FL Challenges: We discuss key challenges associated with FL
in medical applications, including data heterogeneity, privacy risks, communication
bottlenecks, and regulatory constraints.

4. Future Research Directions: We propose a research direction for advancing FL in
oncology, emphasizing improvements in privacy-preserving techniques, model opti-
mization, and federated architectures tailored to medical applications.

The remainder of this paper is structured as follows: Section 2 reviews publicly
available cancer datasets and highlights their challenges in FL applications. Section 3
discusses the foundations of FL in healthcare, including aggregation techniques, privacy,
and personalization strategies. Section 4 provides an overview of ML in clinical decisions.
Section 5 explores current applications of FL in oncology, reviewing recent studies. Section 6
provides a comparative analysis of FL approaches in oncology. Section 7 presents key
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challenges and limitations of FL in healthcare. Section 8 provides some future research
directions. Section 9 presents the concluding remarks.

2. Benchmark Datasets

In this section, we provide a description of datasets that have been widely used to
conduct experiments, analyze data, and compare state-of-the-art techniques for cancer
detection and classification in FL.

2.1. BRATS 2018 Dataset

BRATS 2018 (https:/ /www.kaggle.com/datasets/sanglequang /brats2018/data (ac-
cessed on 24 March 2025)) is a dataset that is collected from 19 institutions and widely
used in healthcare. It provides multimodal 3D brain MRI scans, and all ground-truth
brain tumor segmentations have been verified by neuroradiologist experts. The dataset
includes three tumor sub-structures: the enhanced tumor, the peritumoral edema, and
the necrotic and non-enhancing tumor core. The total sets are 476, including 285 training
and 191 testing sets [15]. In [16], the authors proposed an FL system for brain tumor seg-
mentation on the BRATS 2018 dataset. The results show that the proposed FL achieved
comparable segmentation while protecting patient privacy. A significant challenge for
federated learning in this case is the non-IID nature of the data, where the data distributions
differ between institutions, which can impair model performance. FL systems must also
handle the heterogeneity in the image quality, which can affect segmentation results.

2.2. HAM10000 Dataset

HAM10000 (https:/ /dataverse.harvard.edu/dataset.xhtml?persistentld=d0i:10.7910/
DVN/DBWS86T (accessed on 24 March 2025)) (Human Against Machine with 10,000 training
images) [17] is a collection of dermatoscopic images of pigmented skin lesions collected
from multiple sources. It provides 10,015 dermatoscopic images of common pigmented
skin lesions. The dataset includes 7 different types of skin cancer: Nevus, Melanoma,
Pigmented Bowen’s, Basal Cell Carcinoma, Pigmented Benign Keratoses, Vascular, and
Dermatofibroma. Zhang et al. [18] proposed an FL scheme for skin cancer detection in an
Internet of Things-based healthcare system. The results show that, compared with existing
schemes, the proposed scheme detects skin cancer types with an accuracy of more than
76.9%. However, a major challenge when applying federated learning to this dataset is the
privacy concern, particularly with image-based datasets, where sensitive patient data are
involved. In federated learning, ensuring data privacy while enabling collaboration across
institutions with diverse datasets is crucial.

2.3. WBCD Dataset

Wisconsin Breast Cancer dataset (https://archive.ics.uci.edu/ml/datasets/breast+
cancer+wisconsin+(diagnostic) (accessed on 24 March 2025)) consists of 699 records taken
from Fine Needle Aspirates (FNA) of human breast tissue. The database contains nine
attributes for each record. In addition, it contains 16 instances with missing values, with the
remaining 683 samples being used for analysis. There are, therefore, 444 benign samples in
the dataset (65.0%) and 239 malignant samples (35.0%) [19]. In [20], the authors proposed
an FL scheme for cancer detection using the WBCD dataset. According to the results of
the experiments, the proposed method is able to detect cancer problems with a high level
of accuracy of 93.83%. This dataset poses challenges for federated learning primarily due
to missing data (16 instances have missing values) and the imbalance between benign
and malignant samples. In a federated setting, data missingness could cause issues when
aggregating local models, leading to potential biases in the final model. Additionally, the
class imbalance could impact model performance.
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2.4. BreakHis Dataset

Breast Cancer Histopathological Image database (BreakHis) (https://web.inf.ufpr.br/
vri/databases/breast-cancer-histopathological-database-breakhis/ (accessed on 24 March
2025)) contains 9109 microscopic images of breast tumor tissue collected from 82 patients
using different magnifying factors (40x, 100x, 200, and 400x). This dataset consists of
2480 benign and 5429 malignant samples (700 by 460 pixels, RGB, 8 bits depth in each
channel, PNG format) [21]. Li et al. [22] proposed an FL framework based on aggregating
model parameters for efficient medical image diagnosis. They used the BreakHis dataset
in the proposed FL model for breast cancer detection. The experimental results show that
the proposed model is an effective way to solve data silos and protect data privacy in
the knowledge fusion process in the intelligent medical field. This dataset presents the
challenge of multimodal data and varying image quality due to different magnification
factors used across the samples. The diversity in image acquisition procedures can lead to
non-1ID data distribution, which can reduce the performance of federated learning models
that rely on IID assumptions.

2.5. DDSM Dataset

Regarding Digital Database Screening, the mammography dataset contains
2620 scanned film mammographies. Since it provides a large collection of mammograms
in digital format, it is an invaluable resource for digital mammography research [23]. The
database contains normal, benign, and malignant cases, along with pathology data that
has been verified. Based on the FL framework, the paper in [24] used the Fed Avg-CNN
in a federated prediction model to develop breast cancer classification using mammog-
raphy data. The accuracy of the Digital Database for Screening Mammography (DDSM)
dataset reaches more than 98%. The result demonstrates that Fed Avg-CNN leads to much
higher classification performance and ensures customer privacy and personal security in
Al healthcare applications. One of the primary challenges in applying federated learning
to this dataset is communication efficiency. The large size of mammography data can lead
to high communication overhead during model updates.

3. Federated Learning in Healthcare

FL attempts to deploy an ML model across multiple clients or medical institutions.
Briefly, FL aims to train medical data using ML models in two individual processes,
including training on sites and model inference. Training on sites includes only exchanging
data to build a local model. Once the local models are trained with the accessible data,
they will be aggregated as one global model to be deployed for model inference. Since
the training is local and performed at medical institutions or devices, data privacy is
protected, and confidential information will not be revealed to the global model. This
approach is called the client-server model, where the server is responsible for aggregating
the weights of the local models that the institutions or devices send [14]. After building
a global model, it sends the initial global model to the institutions or devices. This could
be a repetitive procedure until the desired outcome is achieved. In addition to its privacy-
preserving benefits, this approach helps reduce communication costs by leaving the actual
data at the institutions. Moreover, these communications between the server and clients
could be encrypted using other techniques, such as homomorphic encryption, to prevent
data leakage [25,26]. Another FL architecture could be peer-to-peer, where institutions
communicate directly, like a collaborative learning system. Although this system provides
a higher level of security compared to the client-server method, it could increase the
computation costs for encrypting the information in the network. FL could be divided
into three different categories, including vertical federated learning (VFL), horizontal
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federated learning (HFL), and Transfer Federated Learning (TFL), based on the types of
data partitioning across clients. As every set of data could consist of features and samples,
they may have various settings based on the strategy of collection by the data owners. HFL
involves the methodology, when the data owners, as local clients participating in the FL
training, could have features that overlap but with different samples. This method is also
known as sample-partitioned FL [25]. Another method, VFL, refers to the case when local
clients, e.g., medical devices or institutions, could have samples overlapping with different
features. VFL is also known as feature-partitioned FL. Federated Transfer Learning is the
third model with no overlapping between features and samples.

An example of HFL in the medical context could be when the medical oncology
departments in two hospitals maintain data on their patients. At the same time, those
collected data have main similarities in the data features based on the cancer types. In
this case, both hospitals could collaboratively share their findings to fight cancer. This
involves ML modeling and training at each site based on the FL setting. In the VFL, an
example could be when a hospital collaborates with an Information Technology company
that is responsible for tracking data from medical devices. In this case, they both maintain
a different set of features but the same samples, including users’ information. This is
the area for cooperation to create an efficient VFL setting that benefits both institutions.
The third approach, called Transfer Learning, enables the effective building of machine
learning models when data are heterogeneous and could be hard to partition with vertical
or horizontal learning. Transfer Learning can be divided into three methods: instance,
feature, and model transfer. This approach could be effectively helpful when dealing with
image datasets facing high heterogeneity [27]. To better understand the impact of federated
learning in oncology, it is essential to explore its foundational principles, particularly
the evolution of FL frameworks and aggregation techniques that play a crucial role in
mitigating the challenges discussed above.

3.1. Federated Learning Foundations and Aggregation Techniques

Federated learning (FL) was first introduced by McMahan et al. (2017) in their seminal
work on Federated Averaging (FedAvg), a decentralized learning approach that enables
model training across multiple devices while keeping raw data localized [14]. FedAvg
aggregates model updates from distributed clients and averages them to update the global
model. While FedAvg has been widely adopted due to its simplicity and efficiency, it
suffers from challenges such as convergence issues in heterogeneous data environments,
slow training speeds, and high communication costs. These limitations have led to the de-
velopment of various optimization and aggregation techniques to enhance FL performance,
particularly in healthcare settings.

To address the drawbacks of FedAvg, researchers have proposed alternative aggre-
gation strategies tailored for non-IID data and resource-constrained environments. For
example, FedProx [28] introduces a proximal term in the local objective function to miti-
gate client drift and stabilize training in heterogeneous datasets. SCAFFOLD [29] further
refines aggregation by using variance reduction techniques to correct local updates, thereby
improving convergence. Additionally, FedNova [30] normalizes client updates to balance
differences in local training epochs, while FedOpt [31] leverages adaptive optimization
techniques, such as Adam and Yogi, to improve FL efficiency. These advancements have
significantly improved FL’s robustness in real-world applications, particularly in medical
imaging and oncology.
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3.2. Recent Advances in FL for Privacy and Personalization

Beyond aggregation improvements, privacy-preserving enhancements have also been
a focus in FL research. Google’s work on differential privacy in FL [32] ensures individual
client data remains protected while contributing to model training. Techniques such as
Secure Aggregation (Bonawitz et al., 2017) and Homomorphic Encryption have further
strengthened FL's applicability in privacy-sensitive domains, including healthcare [33].
Moreover, recent studies have explored personalized FL, allowing clients to fine-tune global
models to their specific data distributions, which is particularly relevant for oncology
applications where patient data varies significantly across institutions [34].

3.3. Comparative Summary of FL Aggregation Techniques

To provide a structured comparison of different FL aggregation methods, Table 1
summarizes key attributes, advantages, and limitations of the most relevant approaches in
FL for healthcare applications.

Table 1. Comparative summary of FL aggregation techniques.

Aggregation Method

Key Features Strengths Limitations

Averaging model updates

FedAvg [14] from clients Simple, widely used Struggles with non-IID data
Adds proximal term to local Stabilizes training in Slightly increased
FedProx [28] trainin h .
g eterogeneous data computational cost
SCAFFOLD [29] Variance re.ductlo'n to correct Improves convergence speed Requires addltlona'l storage
client drift for control variates
FedNova [30] Normalizes updates to Works well with variable Higher complexity in
balance training epochs local updates aggregation
& €p P 88Ies

FedOpt [31]

Adaptive optimizatio for FL

Faster convergence, better ~ Requires tuning of optimizer
performance parameters

4. Machine Learning in Cancer

In the past few years, cancer has continued to be one of the leading causes of death
across the globe. According to the World Health Organization, around 10 million people
died due to various cancer types worldwide, proving the critical need for early diagnosis
and prognosis of cancers [35]. However, research has been growing on this matter for
decades and is still ongoing. The application of ML has helped advance the findings toward
better clinical decisions for patients dealing with cancer [36]. This includes identifying
the types of cancer and assessing their stages, which are critical for planning appropriate
treatments. Also, ML has an improved prognosis when defining the appropriate treatments
after the diagnosis. Some of the main ML techniques that have been effectively deployed
to fight against cancer are Artificial Neural Networks (ANN), Support Vector Machines
(SVM), Bayesian Networks (BN), and Decision Trees (DT) [12].

Although these techniques have improved our knowledge of cancer detection and
progression, their actual clinical application is still limited and is an ongoing process among
scientists. A major reason is the confidential data collected from patients across each
medical institution. One of ML scientists’ restrictions on accessing data are the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) law, which limits data
accessibility to protect patients” privacy [37]. Consequently, real-time ML applications
could be nearly impossible since accessibility is not privileged to scientists. In the next
section, FL will be considered as it has different settings and data partitioning techniques.
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5. Federated Learning Applications in Cancer

The literature review of the existing FL applications in cancer studies demonstrates
that scientists attempt to validate various FL settings with ML-centralized approaches.
Dealing with current challenges and performance in cancer research has been the main
goal for deploying these techniques, as they utilize various cancer datasets to conduct the
research. Since FL is a novel research area, one primary approach among scientists has been
setting up new environments and validating them with a specific dataset to demonstrate
their performance.

5.1. Breast Cancer

Breast cancer occurs when the cells of the breast are damaged and is considered to
be the most common form of cancer among women in the world after skin cancer. Breast
cancer can affect both men and women, but it is significantly more common in women as
compared to men due to breast density [38]. Several FL approaches are applied to breast
cancer datasets for training and testing features that distinguish malignant from benign
objects. In the following, we will review some of them.

As the research mentioned in [39,40], breast density plays an important role in esti-
mating the patient’s risk of developing breast cancer, which means women with a high
breast density have a higher risk of breast cancer compared to those with a lower breast
density. Researchers have recently been attracted to the idea of detecting and classifying
breast cancer using deep learning approaches and advancements in medical image analysis.
However, it is well known that all of the models have to be constructed on the basis of large
amounts of data to become more robust and accurate. Also, due to the data privacy and
ethical concerns associated with data sharing in healthcare, centralized data becomes more
challenging for deep learning models.

In [41], the authors investigate whether Al models can be trained without centralizing
data that differs substantially from multiple resources. They proposed real-world imple-
mentations of an FL-based model for breast density classification. Finally, the experimental
results indicate that the models trained using FL outperform those trained on a local dataset
alone by an average of 6.3%. In addition to that, the presented FL-based model also shows a
45.8% relative improvement in the models’ generalizability tested on the experimental data.
Although the proposed model achieves similar or better performance compared to models
trained on local datasets, it does not account for the effects of different data domains, nor
do the authors apply techniques to harmonize non-IID data or explore domain adaptation
with the FL model. In addition, they also do not take into account the issues of data size
heterogeneity and data imbalance in their work.

Despite the fact that FL is proposed to train ML models using diverse datasets from
various sources to enhance privacy by avoiding data collection and improve model accuracy
through access to broader data. However, the main idea of FL is to share the trained
parameters, which are obtained in the local steps and then integrated into one common
model, which can cause privacy breaches. To enhance FL's security, Differential Privacy
was introduced to provide strong privacy protections. DP seeks to share certain data from
a dataset while safeguarding the privacy of individuals within it. During the process of
training FL models, Differential Privacy Stochastic Gradient Descent is the most commonly
used mechanism.

In [42], the authors proposed differentially private FL methods for Cancer Prediction
to secure the privacy and sensitivity of data during the process of training ML models in the
area of FL. The proposed model is called DP-SGD with Cyclic Federated Learning. Since in
DP-SGD, it is not easy to maintain privacy with duplicate samples, the authors propose
that they will not modify the training datasets to ensure the accuracy of the evaluation of
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privacy. In their algorithm, the initial client sets the model parameters randomly. During
each federated round, this client updates the model using its local dataset for a fixed
number of steps before transferring the refined parameters to the next client. Similarly,
the second client trains the model on its own local dataset for an equivalent number of
steps. After that, the second client will send the new parameters back to the first client.
After performing several federated rounds, they will obtain the final aggregated ML model
and preserve the sensitivity and privacy of datasets. The experimental results show that
the proposed DP model obtains better performance than the logistic regression model.
However, implementing training protocols to prevent the leakage of sensitive data has
affected the allocation of the privacy budget.

In addition to differential privacy, federated learning (FL) employs various techniques
to safeguard intermediate data during transfer, such as homomorphic encryption, which
balances security with practical usability. However, the complex computations and large
data operands introduce considerable computational overhead to FL systems. Achieving
both high accuracy and robust security efficiently remains a central challenge in FL. In [43],
the authors present a hardware-accelerated solution by developing an FPGA-based frame-
work for homomorphic encryption to enhance the efficiency of the FL training phase. Their
approach implements the Paillier homomorphic cryptosystem using high-level synthesis
to ensure flexibility and portability, with targeted optimizations for modular multiplication
to improve processing speed, resource efficiency, and clock frequency. Evaluated on the
Breast Cancer Wisconsin Dataset, their framework achieves near-optimal execution cycles,
surpassing existing designs in DSP efficiency and reducing encryption time by up to 71%
across various FL model training processes.

Although federated learning (FL) enables collaborative model training across large,
distributed datasets, its reliance on unstable network connections poses challenges. Sev-
eral FL methods employ (k,n)-threshold secret sharing schemes, assuming semi-honest
clients, to support secure multiparty computation for exchanging local model updates,
addressing random client dropouts at the expense of increased data volume. However,
these approaches remain susceptible to malicious clients. To address this, in [44], pro-
posed a blockchain-based, privacy-preserving FL framework that ensures reliability and
accountability. By leveraging the decentralized trust and immutability of blockchain,
this framework tracks the provenance of model updates. Integrating blockchain into the
privacy-preserving FL (PPFL) process mitigates random client dropouts by asynchronously
recording local updates on the blockchain. Additionally, the global ledger’s immutability
and provenance features enable the detection and exclusion of malicious client updates. The
framework was evaluated using the Breast Cancer Dataset from the UCI Machine Learning
Repository. Experimental results demonstrate that this blockchain-based PPFL approach
supports fully decentralized model training, enhancing transparency and verifiability while
safeguarding data privacy.

Also, FL helps break data islands and achieve privacy protection. In addition, FL
allows models to be trained locally and send encrypted information to the global server, and
the local clients can update the parameters by themselves using GD, SGD, and Mini-Batch
SGD methods. However, these approaches are all first-order accuracy, which also will bring
various problems. In [45], the authors proposed Vertical FL. They presented this method
for applying the quasi-Newton method, which included DFP and BFGS, in the logistic
regression algorithm of Vertical FL, which is capable of managing heterogeneous federated
environments to ensure privacy security. After the evaluation on the Breast Cancer dataset,
the results demonstrate that the BDFL model can achieve better performance with less
communication time than existing traditional methods.
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Recent studies suggest that the sequence and frequency of local model updates signif-
icantly affect the performance of the global model in federated learning (FL). So, in [46],
the authors introduce a memory-aware curriculum learning strategy tailored for federated
breast cancer classification, which strategically orders training samples by prioritizing
those forgotten after the global model’s aggregation. Their methodology addresses three
key challenges: system and statistical heterogeneity, privacy preservation, and distributed
optimization, as illustrated in Figure 1.

Send local updates with (3) send back model updates Data storage
privacy protection ==

@ Memory-aware CL

Computing server

Secure aggregation at 1) Local models update
global server DL model

Global model

Curriculum data
scheduling at local site

W =wy + € WN = wy + €x Q

B w

Local model 1 Local model N

Figure 1. Memory-Aware Curriculum-Based Federated Learning Framework with privacy preserva-
tion [46]. (1) Local models transmit their weights after applying Gaussian noise to enhance privacy
(indicated by dashed blue arrows). (2) The central server aggregates the weights from the local
models to produce a global model. (3) The averaged global model is distributed to each participating
site (denoted by purple arrows). (4) Local models are updated with the global model’s parameters. A
curriculum-based data scheduler reorders training samples, prioritizing those forgotten following
the global model’s deployment to improve learning efficiency.

As we discussed before, FL will help in training ML models from different datasets
to protect privacy. Given that various system vendors generate images with markedly
different intensity distributions, the authors propose an Unsupervised Domain Adaptation
(UDA) approach to address the challenges posed by non-independent and identically
distributed (non-1ID) data. For the second challenge, they leverage Differential Privacy,
which helps perturb the parameters of each local model by purposefully adding noise
before uploading them to the aggregation server. To our best knowledge, FL. comprises
individual models that train on different datasets in various locations and a central server
that integrates these updated models into a common model. Typically, local models transmit
their updates to the central server a fixed number of times per epoch.

To mitigate the impact of varying local update frequencies, the authors introduce an
innovative curriculum learning strategy that establishes a purposeful sequence for training
samples. One data scheduler is embedded in this approach to establish prioritization for
the training samples. Through the data scheduler, greater priority is given to training
samples that are overlooked following the global model’s deployment on the central server.
Finally, the experimental findings demonstrate that the data scheduler, by strategically
sequencing training samples, enhances the performance of federated learning (FL) and
improves domain alignment across domain pairs.
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In contrast to [41], which presents a federated learning (FL) framework for breast
density classification without addressing domain misalignment, their approach tackles the
more complex challenge of breast cancer classification.

On the basis of the discussion above, FL is an advanced method that is used to train
machine learning models over distributed resources limited by data privacy and ethical
concerns. However, the multi-centric data heterogeneity in the healthcare domain is always
challenging for FL. In [47], the authors propose one creative FL strategy, denoted as SiloBN,
which introduces the local-statistic batch normalization layers, leading to collaboratively
trained models. Evaluations on real-world multi-center datasets demonstrate that the pro-
posed framework achieves comparable or superior intra-center generalization performance
compared to existing federated learning (FL) models. Additionally, it not only achieves
strong performance and stability, but crucially, it also protects data privacy by not sharing
local activation statistics.

Federated learning (FL) is classified into three types: horizontal FL, vertical FL, and
federated transfer learning. Current vertical FL approaches face challenges, including
constrained neural network architectures, slow convergence, and limited capability to
utilize data with non-matching identifiers. In [48], the authors introduce a novel self-taught
federated learning (STFL) framework to address these issues, leveraging unsupervised
feature extraction for distributed supervised deep learning tasks. Privacy is maintained by
transmitting only latent variables to other parties for model training while keeping activa-
tion data, weights, and biases stored locally. They evaluate STFL with multiple datasets,
including the Breast Cancer Wisconsin Diagnostic Dataset, and the experimental results
show that their FL model could help reduce the required training speed and simultaneously
maintain one similar level of performance with existing methods. However, the STFL still
has problems that need to be improved, such as how to balance privacy protection and
learning efficiency.

Computational pathology has been achieving more accurate results with the excep-
tional performance of ML approaches. Using more diverse data could potentially enhance
both the results and accuracy of these models. Moreover, the analysis of whole slide images
(WSIs) for pathology purposes essentially faces a heterogeneity issue. Also, using various
institutions to adopt a centralized approach could help deploy a better model. However,
data centralization endangers the security and privacy of data being transmitted among the
institutions [49]. Other disadvantages of these WSIs could be the high cost of transmission
and the need for large data storage [50]. In [51], the authors have proposed the application
of federated learning to solve the current challenges in the use of WSIs for histopathologic
diagnosis [51]. They conducted the first FL approach on computational pathology, where
large amounts of WSIs are utilized from multiple institutions. Two main classification
problems, including binary and multi-class, are addressed using histopathology breast
cancer and kidney real datasets.

Discussion: As we discussed above, many studies have applied federated learning
(FL) in breast cancer detection. For instance, Ref. [41] was the first to explore training Al
models without centralizing data from multiple breast cancer sources. However, this study
did not address issues such as data protection and privacy. Compared to this study, in [42],
the authors indicated that the Stochastic Gradient Descent method could help bound the
sensitivity of batch-gradient calculation. So, they added the SGD in the DP approach
together with one cyclic FL strategy to better preserve the sensitivity and privacy of data.
As we know, as the methods of updating parameters, SGD is mainly used for first-order
accuracy. In [45], they proposed to use quasi-Newton methods, DFP and BFGS, which are
higher-order accuracy methods to improve the communication efficiency and non-iid data
in FL. As shown in Table 2, we briefly compare these works in the area of breast cancer.
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Table 2. Comparison of current strategies of federated learning Strategies on breast cancer detection.

References

Methodology

Datasets

Data-Availability

Roth et al. [41]

Implementing federated learning in
a real-world scenario for
mammography breast density
classification without
centralizing data

BI-RADS

Beguier et al. [42]

Preserve sensitivity and privacy of
data via introducing SGD with
Differential Privacy method to

predict breast cancer.

BC-TCGA

Yang et al. [43]

Reducing the encryption time in the
training phase in federated learning
to overcome overhead

Breast Cancer Wisconsin

Awan et al. [44]

Preserving privacy by integrating
blockchain and FL to provide
transparency and verifiability

Breast Cancer Dataset UCI ML

Song et al. [45]

Handle communication efficiency
and non-iid data with DFP and
BFGS without using SGD, which is
a first-order accuracy method.

Breast Cancer Dataset

Séanches et al. [46]

Privacy-preserving and
memory-aware FL-based model to
control the order of the training
samples prioritizing and preventing
forgotten samples

Full Field Digital Mammography
(FFDM)

Andreux et al. [47]

Privacy-preserving vertical
federated learning for tumorous
histopathology image classification
and decreasing
communication times

Camelyon16 and Camelyon17

Chu et al. [48]

Self-taught FL framework to
accelerate training and handle
non-matching IDs, evaluated on the
Breast Cancer Wisconsin dataset.

Luetal. [51]

Differential privacy-preserving
FL-based model on computational
pathology and preventing the high

cost of transmission

Breast Cancer Wisconsin
(Diagnostic)

5.2. Brain Tumor

A brain tumor refers to an abnormal collection of cells, categorized into four degrees.

Tumors classified as Grade 1 and 2 are generally slow-growing and more benign, while

those falling under Grade 3 and 4 are malignant cancerous tumors that grow rapidly and

present greater challenges for treatment [52]. There are some machine learning techniques

for brain tumor segmentation, such as fuzzy C-means, k-means clustering, and Otsu

threshold methods. However, these methods raise privacy concerns in the healthcare

domain. In the following, we will review federated learning techniques for brain tumor

segmentation, considering health data privacy.

Li et al., in [16], proposed an FL-based method for brain tumor segmentation and

preserved the privacy of data by bringing models to the data owners and only sharing
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the intermediate parameters. The authors investigate the feasibility of safeguarding data
against leakage by employing differential privacy techniques. By evaluating the FL models
on the brain tumor dataset named BraTS, the experimental results show that there must
exist some trade-offs between model performance and data privacy protection. Besides that,
the models trained with FL approaches can achieve comparable performance compared to
models trained with centralized datasets. However, the differences compared to the [42],
the authors do not apply SGD, which could help better protect the training examples
leaking within the DP approach.

Federated learning (FL) facilitates collaborative training of machine learning models
across multiple sources without sharing local data, yet handling non-independent and
identically distributed (non-I1ID) data remains a challenge. In [53], the authors introduce
Federated Disentanglement (FedDis) for unsupervised brain pathology segmentation,
which separates model parameters into shape and appearance components, sharing only
the shape parameters with clients. The core concept of FedDis involves modeling the
distribution of healthy brain anatomy by efficiently compressing and encoding scans from
multiple institutions, followed by reconstructing the data to closely match the original input.
Experimental findings demonstrate that FedDis effectively utilizes scans from diverse sites
and databases while preserving privacy.

In [54], the authors present an initial application of federated learning to facilitate
collaboration across multiple institutions, allowing deep learning models to be trained
without centralizing or exchanging patient data, specifically for brain tumor segmentation
tasks. Their quantitative analysis shows that federated semantic segmentation models
achieve comparable performance to models trained with fully shared datasets on multi-
modal brain imaging. However, in this study, they only apply the FL to the ML models
without considering domain adaption, data imbalance, and non-IID data.

In [55], the authors demonstrate one efficient federated learning model, SU-Net, for
brain tumor segmentation, based on the encoder-decoder infrastructure of U-Net [56]. The
SU-Net architecture incorporates inception modules and dense layers to enhance both the
width and depth of the network. Inception modules enable the extraction of features at
multiple receptive field sizes, contributing to improved classification accuracy. To increase
network depth, dense blocks use short connections via feature map concatenation, which
promotes feature reuse across layers. Additionally, dropout layers are replaced with batch
normalization to further enhance performance. To assess the effectiveness of SU-Net,
experiments were performed on the Low-Grade Glioma Segmentation Dataset (“Brain
MRI Segmentation”). The model was benchmarked against DeepLabv3+, a cutting-edge
segmentation approach, and the conventional U-Net model commonly used in medical
image segmentation. Results demonstrate that SU-Net outperforms the compared methods,
achieving an AUC of 99.7% and DSC of 78.5%.

Discussion: Federated learning has also been explored in brain tumor detection.
Ref. [54] was the first to implement FL for multi-institutional collaboration, training deep
learning models on decentralized datasets. However, it overlooked domain adaptation
and data imbalance issues. Ref. [16] addressed data privacy concerns by incorporating
Differential Privacy to prevent leaks during model training. They explored the use of the
Differential Privacy approach to handle the data privacy leaking and the experimental
results showed that their model performed very well with trade-offs between performance
and privacy protection. In addition, Ref. [53] proposed a completely novel approach named
FedDis, which captures the distribution of healthy anatomical structures by learning to
compress and encode healthy brain scans from multiple institutions, aiming to reconstruct
them as accurately as possible to their original form. As shown in Table 3, we have briefly
compared these studies in the area of brain cancer.
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Table 3. Current framework of federated learning, dataset, and result for brain cancer detection.

References

Framework Datasets Data-Availability

Lietal. [16]

Explore privacy leaking using
Differential Privacy method in FL

BraTs v

Bercea et al. [53]

Explore privacy protection via
separating shape and appearance
parameters, sharing only shape
parameters for privacy.

MSLUB, MSISBI, MSI and GBI v

Sheller et al. [54]

Introducing FL-based deep learning
model for multi-institutional
collaboration without centralized

BraTs v
patient data

Yi et al. [55]

Privacy-preserving FL with
encoder—decoder architecture for Brain MRI Segmentation v
brain tumor segmentation

5.3. Pancreas Cancer

Pancreatic cancer is one of the deadliest forms of cancer, with a high mortality rate
due to its late detection and limited treatment options. Deep learning (DL) methods have
shown significant potential in medical image detection tasks, particularly in automating
segmentation and diagnosis tasks. However, the application of these methods in pancreatic
cancer research faces several barriers, including the challenges of obtaining large central-
ized datasets due to privacy regulations and ethical considerations. Federated learning
is proposed to handle these challenges by enabling collaborative model training across
multiple institutions while preserving data privacy. For example, in [57], the authors
collaboratively generate and evaluate the FL model for pancreatic cancer segmentation,
emphasizing data privacy throughout the process. In their study, the authors employ a
coarse-to-fine network architecture search framework, enhanced with a variational auto-
encoder (VAE) branch attached to the end of the encoder. Experimental findings show
that this federated learning approach significantly boosts model generalization on both the
server and client sides across the two datasets. This study also marked the first applica-
tion of FL in pancreatic cancer segmentation, paving the way for the broader adoption of
privacy-preserving collaborative models in oncology research.

In [58], the author investigates the application of federated learning (FL) in medical
image segmentation, with a focus on segmenting the pancreas and pancreatic tumors from
abdominal CT scans. The study highlights the challenges of data heterogeneity, where
datasets from different institutions may vary significantly in content—for instance, some
datasets include only healthy pancreases, while others contain both healthy and tumor-
labeled data. To address these challenges, the authors propose two novel optimization
methods adapted from multi-task learning: Dynamic Task Prioritization (DTP) and Dy-
namic Weight Averaging (DWA). The authors evaluated their methods using three pancreas
datasets to simulate three heterogeneous clients. Experimental results revealed that FL
global models significantly outperformed standalone models trained locally on each dataset.
Among the proposed methods, DWA demonstrated superior performance, particularly for
smaller datasets like Synapse, and outperformed standard FL algorithms such as FedAvg
and FedProx. DTP also improved segmentation by focusing on harder tasks but required
extensive hyperparameter tuning to achieve optimal results.

Discussion: Ref. [57] used FL with a coarse-to-fine network and variational auto-
encoder (VAE) to improve generalizability across datasets. Ref. [58] introduced Dynamic
Task Prioritization (DTP) and Dynamic Weight Averaging (DWA) to address data hetero-
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geneity and enhance model aggregation, achieving better performance with unequal client
data. Both studies highlight FL’s ability to overcome challenges such as limited anno-
tated data, varying imaging protocols, and the computational cost of centralized training.
However, FL's success relies on careful model configuration and hyperparameter tuning.

5.4. Skin Cancer

As we know;, skin cancer has been regarded as one of the most dangerous cancers all
over the world. The advancement of deep learning has surpassed traditional methods in
image detection tasks, contributing to early diagnosis and ultimately lowering mortality
rates associated with skin cancer. However, due to privacy and ethical issues, it is difficult
to collect large amounts of data from multiple institutions. Federated learning enables the
training of machine learning models in a distributed, privacy-aware fashion but typically
relies on annotated data from clients—an often scarce and costly resource. To address this
challenge, Ref. [59] introduces FedPerl, a semi-supervised federated learning approach that
draws on peer learning concepts from social sciences and integrates ensemble averaging
from committee machines. This strategy forms learning communities where participants
collaboratively generate higher-quality pseudo labels. Moreover, FedPerl incorporates a
peer anonymization (PA) mechanism designed to preserve user privacy, cut down com-
munication overhead, and sustain performance without introducing extra complexity.
Experimental results on four public datasets reveal that FedPerl outperforms baseline
models and existing semi-supervised federated learning (SSFL) techniques by margins
of 15.8% and 1.8%, respectively. The method also demonstrates increased robustness to
noisy clients.

Al-Rakhami et al. [60] propose a federated deep convolutional neural network (DCNN)
architecture for skin cancer diagnosis. This architecture combined convolutional and pool-
ing layers to extract relevant features from skin lesion images, achieving high diagnostic
accuracy while ensuring data privacy. The study emphasized the effectiveness of FL
in developing robust diagnostic models without the need for centralized data storage.
In [61], the authors propose a privacy-preserving approach to skin cancer detection using
asynchronous federated learning integrated with convolutional neural networks (CNNs).
Their strategy enhances communication efficiency by separating CNN layers into shal-
low and deep components, updating the shallow layers more frequently. The approach
demonstrated improved accuracy and communication efficiency in skin cancer diagnosis,
highlighting the potential of FL in resource-constrained healthcare settings.

Discussion: The integration of federated learning into skin cancer detection frame-
works presents a promising result for enhancing diagnostic accuracy while addressing
critical concerns related to data privacy and security. The reviewed studies demonstrate
that FL achieves performance similar to centralized models. However, challenges such as
heterogeneous data distributions and the complexity of asynchronous updates may impact
model performance. Ensuring communication efficiency and robustness across diverse
datasets remains a critical consideration.

5.5. Cancer Study in Histology

To the best of our knowledge, histopathology remains the definitive standard for
diagnosing various cancers, such as breast cancer, brain cancer, and others. However,
Al-assisted histopathology analysis approaches still require improvement in several areas.
For example, datasets from multiple institutions characterized by privacy regulations need
robust, privacy-preserving collaborative training.

Nowadays, even though Al methods have achieved ideal performance in the area of
analysis of histopathology detection, they still heavily rely on domain experts’ prior knowl-
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edge to select reference templates. Since the Generative Adversarial Networks can largely
enable an end-to-end learning-based normalization and then convert normalization into
one style-transfer problem and the FL has been proved that it could help implement robust
data-private collaborative training from multiple data centers, so in [62], they propose a
novel generative adversarial network with one orchestrating generator with FL together to
further preserve data privacy and security. Evaluations confirm that the proposed model
outperforms various color normalization techniques, enhancing histopathology detection
performance. In [63], the authors integrate federated learning (FL) and Generative Adver-
sarial Networks (GANSs) to enhance Al-assisted histopathology analysis while preserving
data privacy. They introduce a federated deep learning approach for tumor detection in
colon histopathology images, demonstrating improved accuracy without compromising
patient confidentiality. Howard et al. [64] developed a generative adversarial network,
HistoXGAN, capable of reconstructing representative histology images from various cancer
types. They evaluated HistoXGAN across 29 cancer subtypes, demonstrating that the
reconstructed images effectively preserve critical information about tumor grade, histo-
logic subtype, and gene expression patterns. This approach facilitates the generation of
high-quality synthetic data, aiding in training robust diagnostic models.

Discussion: The combination of FL and GANSs in histopathology advances Al-assisted
cancer diagnostics by leveraging decentralized learning across institutions and generating
synthetic histopathology images. Ref. [64] facilitated the creation of synthetic images
for training, particularly when annotated data are scarce. While FL's decentralization
improves model robustness, the quality of GAN-generated images must be ensured to
prevent negative impacts on model performance. Future work should focus on enhancing
FL protocols, improving synthetic image fidelity, and integrating these technologies into
clinical workflows.

5.6. Lung Cancer

People tend to have lung nodules, which are usually cancerous. However, such
nodules could be malignant, causing lung cancer. As a result, it is important to efficiently
detect and diagnose them. Basically, these nodules maintain a quite small size, which
could be conflicted with any biological structures with respect to size and shape. Moreover,
lung nodules could be mistakenly identified as tuberculosis. This requires practitioners to
conduct further tests to ensure the object is a lung nodule. In case the nodule is malignant,
this could be very dangerous to the patient due to the delay in detecting lung cancer,
resulting in a decrease in the survival rate of the patient by 67% [65]. Previously, different
traditional ML models have been deployed for detecting these nodules. However, achieving
high accuracy requires large dataset training, which is not compatible with the patients’
privacy. To address this problem, Baheti et al. [66] developed two imaging algorithms
within a federated learning setup to detect lung nodules. FL itself enables training the
data in a decentralized manner, which preserves the privacy of patients. Basically, the first
model was developed using Vnet 3D in order to detect the nodules. The second model was
deployed for its confirmation using Resnet architecture. Overall, a classification of images
was conducted based on being nodular or non-nodular. The models presented acceptable
results with rounded accuracy of 91% and 98% for the first and second models, respectively.

Moreover, one of the main challenges in developing ML models is that the data are
heterogeneous and especially limited in amount. Training at various institutions containing
larger datasets could be a great solution to this particular need. However, training such
data at different institutions could result in a high cost of network usage. With respect to
these challenges and the importance of patient data protection, the authors in [67] proposed
an FL implementation based on single and cyclical weight training. To securely work with
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the data, the authors deployed various security toolkits from Microsoft. Moreover, two
datasets related to the tobacco and radon metrics are utilized for evaluating the FL. models
within those two medical institutions. The chances of lung cancer could be increased
by these metrics. As a result, the model was basically evaluated based on predicting or
diagnosing lung cancer or chronic obstructive pulmonary disease (COPD) [67].

In addition to the lung nodules, tobacco and radon are two other metrics that could
enhance the chance of lung cancer. The authors in [67] proposed an FL implementation
based on two medical institutions. The main approach considered two types of simulated
and real-time environments using the Microsoft Azure cloud-based platform. The FL setup
was based on two ML models, including ANN and Logistic Regression.

Discussion: FL has the potential to revolutionize lung cancer detection, especially for
distinguishing small and similar nodules. Recent research [66,67] has shown that federated
learning (FL) enables model training on distributed datasets while mitigating privacy risks.
Nevertheless, issues such as data heterogeneity, computational overhead, and optimization
challenges persist. Future research could explore adaptive FL strategies and advanced
model designs to improve robustness and generalization.

5.7. Thyroid Cancer

Federated learning (FL) is a decentralized machine learning paradigm that addresses
medical data privacy regulations while enhancing the generalization of deep learning mod-
els. By sharing only model parameters during training, FL reduces systemic privacy risks,
eliminating the need to transfer existing medical datasets. In [68], an ultrasound image
analysis was conducted using federated learning (FL) to classify thyroid nodules as benign
or malignant. The primary objective was to compare FL's performance against conventional
deep learning. A dataset of 8457 ultrasound images from six institutions was utilized for
both FL and conventional deep learning, employing five neural network architectures:
VGG19, ResNet50, ResNext50, SE-ResNet50, and SE-ResNext50. For internal validation,
20% of the images (1075 malignant, 616 benign) were selected via stratified random sam-
pling. External validation was performed using 100 ultrasound images (50 malignant,
50 benign) from a separate institution [68].

Xiang et al. [69] introduce the MAUNet network, a federated learning-based model
incorporating multi-attention guided techniques to improve segmentation accuracy and
generalization. MAUNet employs UNet as its backbone, integrating a Multi-Scale Con-
textual Attention (MSCA) module to address data variations across centers and a Dual
Attention (DA) module to enhance feature extraction through the Sobel operator and hy-
brid dilated convolutions. Experimental results on datasets from 17 hospitals demonstrate
that MAUNet outperforms existing methods in segmentation accuracy, robustness, and
adaptability to noisy and heterogeneous data.

Discussion: FL's application to thyroid cancer diagnosis ensures privacy-preserving
collaboration among institutions. While MAUNet [69] highlighted its success, issues like
noise sensitivity and basic aggregation methods like Fed Avg suggest room for improvement.
Future research should explore adaptive optimization techniques and integrate advanced
attention mechanisms, such as self-attention, to enhance robustness and scalability.

5.8. Cervical Cancer

As FL attempts to enhance data protection, multiple parties should participate in
collaborating with others by only sending parameters of models or encrypted data. Three
main types of FL are Horizontal FL(HFL), Vertical FL (VFL), and Federated Transfer Learn-
ing techniques, which are basically focused on the parties’ and models’ participation. The
authors in [70] deployed HFL and VFL to calculate the collaboration of different parties.
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For HFL, each party participated in performing a part of the training. In addition to that, a
detection method for capturing the instance effectiveness among all the parties was devel-
oped. Moreover, VFL was deployed along with Shapely Values [71] to efficiently consider
the feature importance. Moreover, a credit allocation for each party was achieved toward
deploying a more efficient model. The authors adopted the Support Vector Machine (SVM)
to train and evaluate their algorithm based on a classification task, which is predicting the
possibility of cervical cancer among women. Finally, it is claimed that this model could
be deployed in various domains as an FL tool. Joynab et al. [72] propose CNN-based FL
architecture to demonstrate the effectiveness of integrating federated learning (FL) with
deep learning algorithms. The proposed CNN-based FL architecture significantly outper-
formed classical ML models, highlighting the potential of FL in the classification of cervical
cancer cells. The proposed model achieved test accuracies of 94.36% and 78.43% in IID and
non-IID settings.

Discussion: FL offers an effective solution for enhancing data privacy in cervical
cancer diagnosis. The studies [70,72] demonstrated that FL outperforms traditional ML
methods. However, they also highlighted challenges such as data privacy and optimization.
Future work should investigate techniques like differential privacy and secure multi-party
computation to further strengthen data confidentiality. Incorporating diverse datasets and
pre-trained models could also improve FL's applicability and robustness.

5.9. Prostate Cancer

Deep Learning techniques in the context of healthcare are limited to training large
datasets. This enhances the essential need for distributed learning techniques, which aim to
provide better performance compared to traditional models. Federated learning, one of the
main distributed learning techniques, attempts to transfer the learned weights (not data)
from institution to institution and improves privacy. With respect to the massive amount
of available data among medical institutions, there is a critical need for developing such
models to prevent using or creating pooled datasets. As a result, Sarma et al. deployed a
practical FL to efficiently train data from radiological institutions under a decentralized
model [73]. They have demonstrated the great benefits of FL for securely training data
at three academic institutions. The authors evaluated their model using private and
public datasets containing MRI images from three specific institutions. The research was
conducted to perform a diagnosis of prostate cancer based on whole image segmentation.
In addition to FL, private deep learning models were also deployed to demonstrate the
effectiveness of the FL. model on the private and public datasets [73].

In a related study, Ref. [74] introduced a variation-aware federated learning (VAFL)
framework to reduce client-specific variations by mapping images from all clients into a
unified image space. Initially, a client with the least complex data are chosen to establish the
target image space, and a privacy-preserving generative adversarial network (PPWGAN-
GP) generates a set of synthetic images. A subset of these images, which accurately
represent the raw images’ features while remaining distinct from them, is selected for
sharing across clients. Each client then employs a tailored CycleGAN to transform its
raw images into the target image space defined by the shared synthetic images, thereby
mitigating cross-client variability while preserving privacy. The framework was applied
to the automated classification of clinically significant prostate cancer using decentralized
multi-source apparent diffusion coefficient (ADC) image data. Experimental results show
that the VAFL framework consistently surpasses the performance of existing horizontal
federated learning approaches [74].

Discussion: FL is particularly valuable for diagnosing prostate cancer using decen-
tralized datasets, as demonstrated by [73]. By leveraging private and public datasets,
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FL maintains privacy while training models across multiple institutions. However, the
potential for model inversion attacks remains, and future work should explore privacy-
enhancing techniques to address this vulnerability. Despite this, FL represents a significant
improvement over traditional centralized data-sharing methods.

5.10. Colorectal Cancer

Colorectal cancer ranks as the fourth leading cause of cancer-related mortality. Classi-
fying colorectal cancer poses a significant challenge for pathologists, with colorectal polyps
frequently mistaken for malignant tumors. In [75], the authors propose a federated neural
style transfer (FNST) algorithm based on federated learning to synthesize data to address
the problem of highly imbalanced datasets and complete the task of image classification of
colorectal cancer. They used the publicly available Chaoyang CRC imaging dataset to ob-
tain the result. In the experiment, the performance improvement of synthesized images was
observed by comparing the use of FNST-synthesized images with original image data in
federated learning (FL). Three experimental architectures were introduced: Single Learning
(SL), Centralized Learning (CL), and federated learning (FL). In SL, each participating col-
laborator trains a model solely on its local data without inter-collaborator communication.
In CL, all collaborator data are aggregated on a single system, where a deep learning (DL)
model is trained on the combined dataset, typically yielding the highest performance. The
experimental results show that the performance of the enhanced data model synthesized
using FNST has been improved, and the performance of FNST-synthesized data based on
the FL architecture far surpasses the other two architectures.

In [76], the authors develop a federated learning (FL)-based model for classifying
histopathological images to efficiently detect colorectal cancer while ensuring high pre-
diction accuracy. FL addresses the challenge of maintaining data privacy by leveraging
vast and heterogeneous datasets from multiple healthcare facilities without requiring
data centralization. Recognizing the critical role of large-scale patient data in improv-
ing system accuracy, the experiment utilized an extensive dataset comprising cancerous
and non-cancerous colorectal tissue images. Additionally, FL reduces costs associated
with traditional machine learning (ML) approaches by enabling decentralized training.
They implement various convolutional neural network (CNN) models, including VGG,
InceptionV3, ResNet, and ResNeXt were evaluated for precision. ResNeXt50 achieved
the highest accuracy of 99.53% on centralized data. When integrated with FL, ResNeXt50
maintained robust performance, achieving an accuracy of 96.045% and an F1 score of 0.96,
demonstrating its effectiveness in decentralized and privacy-preserving settings.

Discussion: FL has proven effective in classifying colorectal cancer histopathological
images [75,76]. However, challenges such as computational variability and throughput
limitations persist in real-world deployments. Future improvements, such as incorporating
blockchain technology, could enhance security, data traceability, and scalability, facilitating
broader integration into clinical workflows for more accurate colorectal cancer diagnostics.

6. Comparative Analysis of Federated Learning Approaches in Oncology

Federated learning (FL) has gained traction in oncology research as a privacy-
preserving alternative to centralized machine learning models. Various FL methodologies
have been proposed to address challenges in data heterogeneity, security, and perfor-
mance. Table 4 provides a comparative analysis of different FL. approaches applied to
oncology, highlighting their architecture, privacy-preserving mechanisms, performance,
and challenges.
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Table 4. Comparative analysis of FL approaches in oncology.
FL Approach FL Architecture Pr1vacy-P¥eserv1ng Performance Metrics ~ Challenges Faced
Techniques
. Struggles with
FedAvg [14] Centralized (HFL) None/Basic Secure Accuracy, AUC non-IID data, slow
Aggregation
convergence
FedProx [28] Centralized (HFL) None/Basic Secure Accuracy, Fl-score High comp gtatlon,
Aggregation scalability issues
Differentially Private Decentralized Differential Privacy Accuracy, Privacy Trade-off between
FL [77] (DP) Budget privacy and accuracy
Homomorphic . . .
Encryption (HE) Centralized (HFL) Homomorphlc Accu.racy,1 High computational
FL [78] Encryption (HE) Computational cost cost
. . Privacy-Utility
Blockchain-Based Centralized (HFL) DP, Blockchain Accuracy, Privacy Tradeoff, Blockchain
FL [79] Budget .
Scalability
Classification .
o . Data Heterogeneity,
Transfer Learning in . Homomorphic accuracy, Fl-score, .o
Centralized (HFL) . Personalization,
FL [25] Encryption (HE) and model .
- Computational Costs
generalization
Centralized Statistical
Personalized FL [80]  Federated Multi-task None/SeC.ure Prediction error, hetero'ger}elty,
. Aggregation Convergence speed ~ Communication cost,
Learning S .
ystem heterogeneity
Memory-Aware Centralized/ DP + Curriculum
Curriculum FL [46] Decentralized Learning AUC, PR-AUC non-1ID challenges
Computational
Vertical FL (VFL) [81]  Vertical Partitioning None/Basic Secure AUC, Fl-score comp I?Xﬂ}.f’
Aggregation communication
overhead

In terms of FL architecture, centralized approaches like FedAvg and FedProx are

widely used due to their simplicity and efficiency in aggregating models. However, they
face scalability challenges and struggle with non-IID (Independent and Identically Dis-
tributed) data, which can degrade model performance when data distributions vary across
institutions. Decentralized and hybrid architectures, such as Blockchain-based FL and
Transfer Learning in FL, enhance security and adaptability by reducing reliance on a central
aggregator. However, these methods introduce higher communication and computational
overhead due to increased synchronization and consensus mechanisms.

Regarding privacy-preserving techniques, Differential Privacy (DP) enhances data
protection by adding controlled noise to gradients or model updates during training,
reducing the risk of data leakage. However, this introduces a trade-off between privacy
and model accuracy, as excessive noise can impact learning efficiency. Homomorphic
Encryption (HE) ensures data remains encrypted throughout computations, offering strong
cryptographic security, but its high computational cost limits practicality for real-time FL
applications. Blockchain-based FL strengthens model integrity and tamper resistance by
maintaining immutable logs of updates, yet it demands significant computational resources
and energy, raising concerns about feasibility in resource-constrained environments.

To better illustrate the trade-offs of different FL approaches, Table 5 provides a com-
parative analysis highlighting their advantages and limitations:
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Table 5. FL approaches: advantages and limitations.

FL Approach Advantages Limitations & Drawbacks
Simple, widely adopted, efficient for Struggles with pon—II]? data,- slow
FedAvg convergence, privacy risks without
IID data o .
additional techniques
Addresses non-1ID challenges better Higher computation cost, requires careful
FedProx . .
than FedAvg tuning of the proximal term
. Decreased model accuracy, privacy budget
DP-based FL Strong privacy guarantees needs careful calibration
Strong cryptographic security, enables High computational cost, impractical for
HE-based FL . . -
secure computation real-time applications
Blockchain-based FL Ensures model integrity, decentralized trust High energy consumption, blockchain

scalability limitations

Personalized FL

Handles heterogeneity, better adaptation to Higher computational complexity,

diverse clients communication overhead

Transfer Learning in FL

Enhances model generalization, reduces

Requires effective domain adaptation, may
not work well with highly

data dependency dissimilar datasets

In terms of performance and challenges, FedAvg, despite its widespread adoption,
struggles with non-IID data, leading to slow convergence and suboptimal results in het-
erogeneous medical datasets. Techniques like FedProx help mitigate this by incorporating
regularization terms to stabilize training. Personalized FL addresses client heterogeneity
by tailoring models to individual institutions, improving adaptability but increasing com-
putational complexity. Transfer Learning in FL improves generalization across datasets
by leveraging pre-trained models, but its success depends on effective domain adaptation
methods, such as adversarial training or feature alignment.

The selection of the most suitable FL approach in oncology research depends on the
specific requirements of the application. When privacy is the primary concern, Homomor-
phic Encryption-based FL or DP-based FL may be preferred despite their higher computa-
tional costs. For scalable solutions, FedProx or Personalized FL offers better adaptability to
heterogeneous cancer datasets. If auditability and security are critical, Blockchain-based FL
provides transparency and tamper-resistant model updates across institutions.

Future research should focus on developing hybrid FL models that balance privacy,
computational efficiency, and robustness to non-IID data. Additionally, enhancing model
interpretability through explainable Al techniques and ensuring regulatory compliance
(e.g., HIPAA, GDPR) will be crucial for the broader adoption of FL in clinical oncology.

7. Challenges

There are multiple challenges associated with FL's deployment in a real-world health-
care setting. The main challenges of FL are data heterogeneity, label deficiency, domain
shifts, data privacy, and communication costs. We will describe each of these challenges in
this section.

7.1. Data Heterogeneity

One of the key challenges in the federated learning (FL) environment that limits its
application to real-world scenarios is data heterogeneity. This issue arises when data are
produced by different collaborators or users on diverse devices, scanners, or protocols,
leading to variations in statistical distributions. As a result, these differences can introduce
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a drift in the FL learning process, causing non-independent and identically distributed
(non-iid) data, which can ultimately affect the performance and accuracy of FL models [29].

Several approaches have been proposed to address this challenge in the healthcare
domain. For example, the authors in [82] introduced the HarmoFL model to mitigate both
local and global drifts in FL. when working with heterogeneous medical image data. Their
approach focuses on harmonizing the feature space across local clients and reducing local
update drift. To achieve this, they developed a client weight perturbation strategy, which
helps to converge toward a flat optimum. This, in turn, improves the optimization of the
global model by aggregating local optima effectively.

However, despite the progress made with methods like HarmoFL, challenges persist in
achieving consistent model performance across highly heterogeneous datasets in real-world
healthcare applications. The methods for harmonizing client data remain limited, partic-
ularly when scaling to larger datasets that vary significantly across medical institutions,
devices, or patient populations. Moreover, harmonization techniques such as those used
in HarmoFL may not fully address the complexities introduced by extreme heterogeneity,
including variations in imaging protocols or data missingness.

7.2. Label Deficiency

A decentralized approach like FL suffers from label deficiencies, which result in per-
formance degradation. Especially in real-world medical image datasets, label deficiency is
a prominent problem. Label deficiency can occur when some sites do not have the band-
width or incentives to complete labor-intensive data labeling, so only a small percentage
of available images are labeled. In the healthcare domain, a variety of approaches have
been proposed to address this issue. The problem with many of these methods is that they
assume that the data are centralized, whereas label deficiency is a more significant issue
at the edge than in a centralized system [83]. Traditional centralized approaches may not
effectively address the unique complexities of FL, where clients may have sparse or incom-
plete labels. There have been many strategies proposed for addressing label deficiencies in
federated learning within the healthcare industry. Yan et al. [84] have proposed a robust
training self-supervised FL model to address label deficiency for medical imaging. The
framework facilitates collaborative training of models on decentralized data, employing
masked image modeling as the self-supervised task. Also, it shows significant resilience
to non-IID data distribution among clients. Despite the progress made by methods like
Yan et al.’s, the issue of label deficiency in FL for healthcare remains underexplored. The
challenge lies in the fact that most existing solutions are limited to certain data types or
assume ideal conditions of data availability.

7.3. Non-1ID (Non-Independent and Identically Distributed)

In federated learning (FL), data distributed across different clients are often hetero-
geneous and non-IID (non-independent and identically distributed). This means that the
data distributions can vary significantly from one client to another, which is particularly
evident in applications like oncology, where each medical institution may have distinct
patient populations, diagnostic tools, and disease prevalence. The heterogeneity in data
distribution can negatively affect the performance of the global model, as traditional aggre-
gation techniques in FL typically assume IID data. When the underlying data distributions
differ, the model may struggle to generalize, leading to suboptimal performance and
inaccurate predictions.

Traditional FL algorithms assume IID (independent and identically distributed) data,
where each client contributes equally to the learning process. However, in real-world
medical applications, such an assumption does not hold. For instance, some hospitals may
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specialize in certain types of cancer, while others may primarily treat patients from specific
age groups or geographic regions. Consequently, model drift occurs, where the global
model becomes biased toward institutions with dominant data distributions, leading to
suboptimal performance for underrepresented hospitals.

To address the challenges posed by non-IID data, several recent advancements have
been proposed. One approach is personalized federated learning, which focuses on cus-
tomizing the global model for each client to better handle the unique characteristics of
their local data. This strategy allows for a more tailored model, improving performance
for individual clients without compromising the privacy of their data. Another promis-
ing approach is hierarchical federated learning, where clients are organized into groups
based on similarities in their data. This clustering facilitates more effective aggregation
strategies, as clients within the same group tend to have more similar data distributions.
Finally, domain adaptation techniques aim to adapt the global model to the various data
distributions across clients, ensuring that the model can generalize better across different
domains. These strategies are particularly relevant for healthcare applications, where data
distributions are often diverse due to varying clinical practices and patient demographics.
By incorporating a detailed discussion of these techniques, particularly in the context of
oncology, the challenges associated with non-IID data in FL can be better understood
and addressed, thus improving the robustness and applicability of federated learning in
this field.

Despite these advancements, there is no single solution that fully resolves the chal-
lenges associated with non-IID data in FL for oncology. Balancing personalization, general-
ization, and computational efficiency remains an ongoing research challenge, highlighting
the need for further innovation in this field.

7.4. Domain Shift

It is important to note that medical data are generated by a variety of institutions using
multiple technologies for a variety of patients with complex diseases, which may lead to
differences in the distribution of training and testing data in clinical practice, resulting in the
problem of domain shift when deploying algorithms trained in a single domain [46]. Some
researchers have proposed federated domain adaptation approaches that extend domain
adaptation to federated setting constraints to address domain shifts more effectively [85].
Lu et al. [86] proposed a Fed AP framework to tackle domain shifts. FedAP is a weighted,
personalized federated transfer learning algorithm designed for healthcare applications,
leveraging batch normalization to derive tailored models for individual clients. It captures
client similarities by analyzing batch normalization layer statistics while maintaining
client-specific characteristics through distinct local batch normalization. Evaluations across
five healthcare benchmarks demonstrate that Fed AP outperforms conventional federated
learning (FL) methods in accuracy and convergence speed. This approach presents a
promising solution to domain shift issues in healthcare FL. However, while Fed AP offers
impressive performance, it is crucial to consider whether this approach can be scaled across
a broader range of medical datasets or adapted to more complex medical conditions.

7.5. Data Protection

The privacy of data is one of the most significant concerns in federated learning
applications. Federated learning (FL) represents an initial approach to safeguarding device-
generated data by exchanging model updates, such as gradients, rather than transmitting
raw data stored on individual devices. However, in some circumstances the attacker can
steal sensitive data throughout the training process [32]. One notable threat is gradient
inversion attacks, where attackers exploit shared gradients to reconstruct sensitive data.
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Although these gradients are aggregated and anonymized, sophisticated attacks can still
infer diagnostic information or even patient identities. To mitigate such risks, methods
like differential privacy can be employed, adding noise to gradients to obscure sensitive
information. Another risk is membership inference attacks, in which adversaries attempt
to determine whether a specific patient’s data were included in the training process. This is
particularly concerning in oncology, where patient records contain highly sensitive medical
details. These attacks are made possible by exposing model parameters or gradients and
can be mitigated using differential privacy or federated averaging with noise to reduce the
accuracy of attackers’ inferences.

Additionally, model poisoning attacks present a serious challenge in FL systems. In
these attacks, malicious participants deliberately submit faulty updates to the model, which
can degrade its performance or introduce biases. This occurs when attackers manipulate
gradients during the training process, potentially affecting the global model’s reliability. For
example, if an attacker skews the model toward misdiagnosing certain demographic groups,
it could lead to inequities in cancer detection and treatment. To counter this, techniques like
secure aggregation can be used to aggregate model updates without revealing individual
contributions, preventing direct manipulation. Robust aggregation strategies can also
weigh updates based on trustworthiness, minimizing the impact of poisoned updates.
While federated learning offers enhanced privacy, these potential vulnerabilities underscore
the importance of employing strong privacy-preserving techniques and balancing privacy
with model performance and security.

Privacy-preserving techniques are essential in mitigating the risks associated with
federated learning, particularly when balancing privacy with model performance. Recent
methods such as Homomorphic Encryption (HE) [18] or Differential Privacy (DP) [87] aim
to enhance data privacy in federated learning. Differential Privacy (DP) is a technique
that involves adding noise to gradients or model updates to prevent attackers from infer-
ring sensitive information about individual data points. While DP offers strong privacy
protection, it often comes with a trade-off in model accuracy. The degree of privacy is
governed by the privacy parameter (€), where lower values enhance privacy but may lead
to a larger drop in accuracy. Different noise mechanisms, such as Gaussian or Laplacian
noise, can be applied depending on the dataset and model characteristics. However, the
noise introduced by DP can hinder the model’s ability to capture subtle patterns, especially
in complex, high-dimensional datasets, affecting overall performance.

Homomorphic Encryption (HE), which allows computations on encrypted data with-
out requiring decryption. This ensures that sensitive information remains private during
model training, enabling secure aggregation of model updates in federated learning. How-
ever, while HE provides robust privacy guarantees, it also comes with significant computa-
tional challenges. Fully homomorphic encryption (FHE) is computationally intensive and
may not be practical in resource-constrained environments. On the other hand, partially
homomorphic encryption (PHE), which supports only specific operations, may provide
a middle ground between privacy and efficiency. The main trade-off with HE is the high
computational overhead, which can lead to delays in training and increased communi-
cation costs, particularly in federated learning applications where devices with limited
resources must perform computations in real time. The author in [18] proposed a novel
privacy-preserving federated learning mechanism for skin cancer detection. They applied
a masking scheme based on homomorphic encryption and secure multi-party computation
to protect private medical data against inference attacks in a federated learning system.

Despite these advancements in privacy-preserving techniques, ensuring robust secu-
rity while maintaining model accuracy and efficiency remains a major challenge. Oncology
applications require a delicate balance between privacy protection, computational feasibil-
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ity, and model performance, highlighting the importance of continued research in secure
federated learning frameworks.

It is important to acknowledge that this paper is a review of existing privacy-preserving
techniques in federated learning, with a particular focus on oncology applications. Due to
the nature of this work, we do not provide empirical validation or comparative benchmarks
with traditional machine learning methods. Instead, we offer a comprehensive discussion
of potential attacks, privacy-preserving techniques, and their trade-offs. Evaluating these
techniques against traditional machine learning methods remains an open research area
that warrants further investigation. Future studies should focus on empirical comparisons
to establish clear benchmarks for performance, privacy, and security in federated learn-
ing frameworks.

7.6. Communication Cost

Communication costs are a major concern in federated learning (FL) networks, partic-
ularly due to the high number of connected devices and the necessity of frequent model
updates across decentralized systems [88]. Unlike traditional centralized learning ap-
proaches, where data are transferred to a central server for training, FL requires model
updates to be exchanged between clients and servers while keeping raw data stored locally.
This decentralized approach is essential for preserving privacy but introduces significant
communication overhead. A federated network typically consists of a vast number of
smartphones, medical devices, and Internet of Things (IoT) devices, all of which have
limited computational resources, including bandwidth, energy, and power [89]. As a result,
communication within the network can become a bottleneck, making it challenging to
implement large-scale FL models efficiently. Addressing this issue is critical to ensuring
that FL remains practical for real-world applications, especially in resource-constrained
environments such as healthcare, where timely model updates can directly impact patient
outcomes. To tackle this challenge, researchers have proposed various communication-
efficient FL. methods that aim to optimize the trade-off between model performance and
resource consumption. One such approach is presented in [90], where the authors devel-
oped a privacy-preserving FL framework specifically designed for the Internet of Medical
Things (IoMT) devices. Their method leverages local fog nodes to enhance data privacy
while simultaneously minimizing energy consumption. Evaluations showed that the pro-
posed framework achieved a 41% reduction in energy usage, underscoring the efficacy of
communication-efficient federated learning (FL) approaches for medical applications.

While these advancements are promising, further research is needed to develop
more adaptive and scalable solutions that optimize communication efficiency without
compromising model accuracy.

8. Future Directions

After a critical review of several challenges in the previous sections, future directions
are provided for some of them. There are some possible future work directions that are
worth exploring in order to solve the challenges mentioned previously.

8.1. Solving Medical Data Heterogeneity Issues of FL Systems

To address the challenge of medical data heterogeneity in federated learning, future
research should focus on developing adaptive optimization techniques that can dynami-
cally adjust to the varying data distributions across clients. There are several key directions
to handle the issue, such as asynchronous communication and active device sampling [91].
The asynchronous communication technique parallelizes iterative optimization algorithms,
which allow for parallelization and optimization under non-IID conditions. A well-defined
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research agenda could focus on developing algorithms that dynamically adapt communica-
tion protocols in response to data heterogeneity, thereby minimizing reliance on centralized
coordination [92]. In order to solve heterogeneity issues, the FL active device sampling
or participant selection method is becoming increasingly popular. In this technique, the
devices are chosen to actively participate in each training round to ensure maximum update
aggregation [93]. An experimental comparison of various aggregation strategies tailored
for healthcare data could provide valuable insights into their effectiveness across different
client configurations.

8.2. Privacy Protection Model Based on Device-Specific Restrictions

Additionally, due to the heterogeneity of various devices within the network, their
privacy restrictions have varying characteristics, so it is necessary to define the privacy
restrictions of batch devices in a more detailed manner to ensure a strong level of privacy
protection for specific samples. Therefore, it is an open research issue that future work could
focus on developing privacy protection methods based on device privacy restrictions [94].

Given the varying privacy restrictions across devices in a federated learning network,
future work should focus on the development of device-specific privacy protection frame-
works. This could involve integrating existing privacy-preserving techniques, such as
differential privacy or homomorphic encryption, with new strategies that account for de-
vice capabilities. A potential research direction is to design dynamic privacy models that
adjust the level of privacy protection based on the device’s hardware and data sensitivity.
For example, more powerful devices could provide stronger privacy guarantees without
compromising performance, while devices with limited resources could adapt to a more
lightweight privacy model. This research agenda could include designing algorithms
that provide both fine-grained control over privacy settings and quantifiable performance
trade-offs, ensuring that privacy is maintained without significant loss of model utility.

8.3. Addressing Label Scarcity with Novel Semi-Supervised and Unsupervised
Learning Approaches

The majority of federated learning frameworks focus on a label-sufficiency scenario,
where each client is provided with fully labeled data before they begin learning. In fact,
most of the federated learning research relies heavily on supervised or semi-supervised
methods [95]. However, in real-world scenarios, clients may not have sufficient labels or
lack interaction between users to provide interactive labels due to the lack of expertise
and motivation of the clients to label their own data. Therefore, the label scarcity problem
makes federated learning impractical in many scenarios. The idea of keeping private data
on the device is fantastic; however, taking label deficiencies into consideration is critical
in a realistic situation [96]. A specific research direction could involve the integration of
self-supervised learning techniques into federated learning, allowing clients to leverage
unlabeled data to pre-train models and then fine-tune them with a small set of labeled data.
Additionally, active learning methods could be employed to intelligently select which data
points need labeling, thus reducing the overall need for labeled data. A clear agenda could
include testing these approaches in medical domains, comparing them against traditional
fully supervised FL methods, and quantifying the trade-off between model performance
and labeling effort.

8.4. Managing Domain Shift

Digital Imaging and Communications in Medicine (DICOM) and Picture Archiving
and Communication System (PACS) are standardized frameworks for managing and
storing medical imaging data. However, differences in imaging protocols and equipment
across institutions can introduce variability [97]. Also, different healthcare institutions
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may use different image acquisition processes and hardware, which can affect FL. models’
performance [98]. For instance, stain heterogeneity in cancer image analysis can be an
issue as various institutions use a variety of staining methods. To address this issue,
future research should focus on the development of domain adaptation techniques, such
as adversarial training or deep domain confusion, to enhance the ability of FL. models to
handle the increasing complexity and variability of healthcare data across institutions. A
specific research agenda could involve testing unsupervised domain adaptation algorithms
that adapt a global model trained on one set of data to another institution’s domain without
requiring access to sensitive data. This could be complemented by domain-invariant feature
learning methods that ensure robustness to shifts in medical data characteristics, such as
variations in imaging modalities or staining techniques. Such methods could be tested on
large-scale datasets from different healthcare institutions, with a clear focus on improving
model performance across diverse domains.

It is, therefore, possible to consider histopathological images as a more promising
direction for the future [99].

8.5. Optimizing Communication in Federated Learning Systems

Federated architectures often suffer from high communication overhead due to the
transmission of large model parameters. For instance, communication bottlenecks in FL
networks can arise when numerous clients, such as smartwatches and health gadgets,
are involved in the training process [100]. These bottlenecks occur because devices need
to download models from the server during downlink communication, and FL clients
must upload their model parameters to the central server after training during uplink
communication. Given the inherent communication challenges in FL, especially in medical
applications, future research should focus on developing communication-efficient FL pro-
tocols that reduce both the volume of transmitted data and the number of communication
rounds. A promising research agenda could involve exploring model compression tech-
niques such as federated pruning and quantization, which can significantly reduce model
size while maintaining accuracy. Additionally, investigating multi-level communication
strategies that combine local model updates with aggregated global models could optimize
the trade-off between communication overhead and model accuracy. Furthermore, bench-
marking frameworks could be developed to assess the impact of these communication
strategies on model performance and scalability, particularly in scenarios involving large
numbers of clients or high-dimensional medical data. One potential avenue for research is
optimizing communication bandwidth by reducing the number of uplink communication
rounds [101].

9. Conclusions

The field of federated learning is continuously expanding, and in privacy-preserving
scenarios where direct access to medical data is not possible, FL. has gained prominence
as a decentralized learning approach for medical applications. This study provides a
comprehensive review of contemporary FL methods applied to the diagnosis of various
cancers in the human body. The article comprehensively reviews, analyzes, and categorizes
the methodologies used for different types of cancer diagnoses while also identifying and
discussing existing limitations in these approaches. The review presented nine types of
cancer, which are breast cancer, brain tumor, pancreas cancer, skin cancer, lung cancer,
thyroid cancer, cervical cancer, prostate cancer, and colorectal cancer. We also define some
challenges and future research directions.
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