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ABSTRACT LoRaWAN is a widely adopted protocol for Internet of Things applications with energy
constraints and large coverage area demands. The protocol standardization defines a star-of-stars topology,
where end-devices send their packets directly to a gateway that forwards the messages to the network server,
where they are handled depending on the application. LoORaWAN is at the top of the Long Range (LoRa)
physical layer based on the Chirp Spread Spectrum (CSS) modulation, where signals are spread along the
frequency by the Spreading Factor (SF). The modulation technique gives the LoRaWAN long range coverage
characteristics, that could reach 45 kilometers in theory. Furthermore, the protocol adopts the Industrial,
Medical, and Scientific (ISM) frequency band plans, which impose spectrum occupation limitations, and
the constraints are defined by a device Duty Cycle (DC). The DC imposes a restriction of 0.1% up to 10% in
transmission time, limiting the total amount of messages an end-deceive could send. In order to increase even
more the coverage area, many works proposed the adoption of multihop techniques in LoRaWAN networks.
Proposed solutions are based on routing and relay approaches, both with benefits and limitations. However,
the literature does not explore the DC constraints on the multihop LoRaWAN solutions since packets might
be enqueued. The packet delay increases due to the time spent in the buffer, and the delivery ratio decreases
because packets are dropped when the buffer is full. To understand such impact, we provide a model to
generalize the DC behavior on multihop LoRaWAN networks, focused on the packet delivery ratio and delay
metrics. We evaluate our model analytically and experimentally. First, we conducted a numerical comparison
between the standard network with the multihop Long Range Wide Area Network (LoRaWAN) over duty
cycle constraints. The comparison considers a rural area and the coverage area limited by the 802.11 ah
propagation model. The results elucidated the tradeoff between packet size, number of packets, and delay.
The two-hop solution could decrease the delay compared with direct transmission using high spreading fac-
tors. However, in dense networks, the intermediate device buffer increases the packet delivery delay. It could
reduce the packet delivery ratio because the device must respect the duty cycle to forward packets. On the
other hand, higher spreading factors decrease the payload size and need more packets to transmit the same
message. Then, we compared analytical and experimental results in four relayed scenarios with different
numbers of devices and different intermediate device buffer sizes. The results show the DC significantly
increases the network delay and packet losses. The intermediate device also causes packet prioritization,
making the network unfair. The multihop strategies are relevant for many applications, including coverage
area extension, but the solutions must consider the DC constraints as a limitation to their adoption.

INDEX TERMS LoRaWAN, Internet of Things, multihop, duty cycle.

I. INTRODUCTION
The associate editor coordinating the review of this manuscript and LoRaWAN is a prominent wireless communication protocol
approving it for publication was Kaigui Bian " . in the Internet of Things (IoT) context, designed for
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applications with power constraints and long-range connec-
tivity demands [1], [2]. The protocol works in the sub-GHz
ISM frequency band on a typical star-of-stars topology. The
network consists of end-devices, gateways, and a network
server. Since the protocol uses ISM frequencies, there are
severe duty cycle limitations to access the air interface [3].
Every country or region decides the amount of time each
end-device could access the spectrum. The LoRa Alliance
provides a document standardizing regional parameters [4].
The CSS modulation allows the transmission range to reach
up to, in theory, 45 km. However, many scenarios, such as
urban areas, present poor performance due to signal fading.
Several works propose multihop solutions over LoRaWAN to
increase the coverage area or protocol reliability. These pro-
posals are classified as routing and relay approaches [5], [6].

The Duty Cycle (DC) imposes a limitation on channel
access for every device on the network. The values range
from 0.1% up to 10%. In Europe, for example, it is
common for devices to adopt 1% DC, which means, after
a one-second transmission the device must stay quiet for
99 seconds. The DC impact on the LoRaWAN network
has been studied in the literature. Adelantado et al. [1],
analytically explore the LoRaWAN limits by providing an
overview of throughput and network maximum number
of devices, including DC restrictions. The work considers
the LoRaWAN standardization for network definitions and
regional limitations. Sgrensen et al. [7] explore a model
to understand the latency impact in Class A devices. The
evaluation shows the DC increases the total network latency
and decreases the total number of devices. Benkahla et al.
[8] propose a mechanism of time-sharing, where devices with
available time donate their time to devices with transmission
requirements above the DC restrictions. Deng et al. [9]
proposed an improvement for LoRaWAN based on an
adaptive DC, where end-devices dynamically change their
DC based on metrics, such as energy consumption. The
results show a decrease in the network energy consumption
and an increase in Packet Delivery Ratio (PDR) for a larger
number of devices. The aforementioned works discuss the
DC effects on a standard LoRaWAN network. The works
explore the DC limitations without any concern about uplink
or downlink messages. Most of the works focus their efforts
on the uplink messages since it is the most common traffic in
LoRaWAN networks.

The literature on multihop LoRaWAN includes routing
and relaying proposals, system evaluations [10], and mod-
eling [11]. Most of these proposals do not include the DC
restrictions. The evaluation conducted in [10] and the system
model in [11] include the DC restrictions, but without the
complexity the subject requires. The lack of discussion and
evaluation of the DC over a multihop LoRaWAN network
leads us to evaluate its impact and performance.

In order to understand how the DC impacts the operation
and performance of the multihop LoRaWAN network,
we employ two different techniques: modeling and testbed
evaluation. The model describes the system using queuing
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theory, where the main characteristics are the presence of a
buffer and the number of transmission frequencies available
on the intermediate devices.

We do not consider any specific approach (relaying or
routing) for the multihop network in the proposed model. The
devices between end-devices and the gateway are considered
intermediate devices capable of receiving and forwarding
packets. According to the related literature and LoRaWAN
applications, most traffic originates from the end-device and
goes through the gateway, commonly referred to as uplink
messages. However, the protocol is bidirectional and the
downlink messages, which go from the network server to
the end-devices, have an important role in the network for
device actuation and updates. For example, the Adaptive
Data Rate (ADR) mechanism uses the downlink messages
to set up new configurations on the end-devices. However,
from the intermediate devices perspective, all messages are
incoming messages, and without prior distinction set by
network managers, all packets receive equal treatment.

The objective of our work is to provide a mechanism to
generalize DC behavior on multihop LoRaWAN networks.
Additionally, we intend to understand how the DC impacts
the network over critical metrics such as delay and PDR.
Thus, we are able to evaluate the feasibility of the multihop
approaches.

The theoretical model describes the network behavior for
PDR and delay metrics, providing insight into the feasibility
of multihop solutions. We describe the general intermediate
device DC behavior using a flowchart. Based on the proposed
model, we design a set of practical experiments and software
for analytical evaluation. The experiments and analytical
results show the DC increases the packet delay and the
packet loss. The delay reached values that cause packet aging,
making the packet unnecessary for most applications. The
results also indicate a packet prioritization in the intermediate
device buffer for some scenarios. This behavior happens
in scenarios with regular packet transmission and payload
size. An end-device with higher data transmission could
also monopolize all the intermediate device capabilities
and prevent other end-devices from having their packets
forwarded.

The LoRaWAN multihop networks are relevant for many
applications to increase coverage area, decrease device
energy consumption and delay, and increase packet delivery.
However, the intermediate devices need to implement a
mechanism to avoid unwanted traffic and packet prioritiza-
tion. The adoption of multihop networks must include an
evaluation of DC constraints due to packet aging effects and
increased intermediate device energy consumption caused
by packet concentration.. In dense networks, packet loss
is another concern due to the intermediate device buffer
restrictions.

The remainder of this paper is organized as follows:
Section II presents characteristics of LoORaWAN and related
work. Section III describes the proposed DC model.
Section IV details experiments, presents the results, and
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evaluate their implications. Section V concludes with a
summary of the findings and suggestions for future work.

Il. LoRaWAN

LoRaWAN is a data link layer protocol developed by the
LoRa Alliance designed at IoT applications with low energy
consumption and large coverage area requirements [12].
The network topology is a star-of-stars composed of three
main elements: the end-devices, the gateway, and the
LoRaWAN Network Server. Figure 1 presents the LoORaWAN
architecture with its components.
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FIGURE 1. LoRaWAN architecture.

il

Server

The end-devices are responsible for generating and trans-
mitting new packets. The gateway receives a packet from the
end-devices and forwards it using IP protocol to the Network
Server. The LoRaWAN network server is composed of a
network server, an application server, and a join server. The
network server manages all tasks related to the LoORaWAN
network. The application server connects the data to the
specific applications. The join server handles end-device
validation on the network.. LoORaWAN network implements
three transmission modes called Classes. Class A must be
implemented in all end-devices, and it determines that after
a transmission the device must open two reception windows
to receive possible downlink packets. If the end-device
receives a packet in the first reception window, the second
reception window is not opened. Class B introduces beacon
times to increase the possibility of end-device receiving
downlink messages other than in the two main reception
windows. Class C keeps the radio on after every transmission.
LoRaWAN is a bidirectional protocol, supporting uplink mes-
sages from end-devices to the network server and downlink
messages from the network server to the end-devices. The
downlink messages are often used for end-devices firmware
updates (Firmware Over The Air (FOTA)) or network
actuation. The uplink messages represent most of the network
traffic due to data collection from end-devices. According to
regional parameters documentation, the uplink and downlink
traffic are set up in different channel frequencies, and more
frequencies are available for uplink than downlink packets.

LoRaWAN operates in the ISM frequency band, which
imposes severe limitations von channel occupation for
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devices. The Regional Parameters document defines the DC
restrictions for each country or region [4]. In the literature,
it is common to use European regulation as a reference for
DC restrictions. The DC imposes a time limit to use the air
interface, for example, 1% in Europe. It means a one-second
transmission requires 99 seconds of silence. Other DC values
defined in regional parameters range from 0.1% to 10%.

In aregular network, the DC limits the number of messages
an end-device is allowed to send. One effect is that a
device would not be able to send all necessary data for
an application within a given time period. Additionally,
DC impacts downlink messages, as the network server
is unable to transmit packets to each end-device due to
gateway transmission restrictions [1]. Moreover, any of these
scenarios create a bottleneck in the network in terms of
delay and throughput. However, these challenges could be
addressed by changing the network parameters such as SF,
bandwidth, and payload size.

The effects of DC on a multihop network are very different.
In this context, we use the term intermediate device to refer
to a device in the middle of the communication between the
end-device and the gateway. The intermediate device receives
packets from multiple end-devices and need to forward
them. However, if the number of received packets exceeds
the intermediate device transmission capacity, these packets
would be dropped. An option is to buffer the incoming
packets. However, the buffer size is limited by the hardware
characteristics and the total packet delivery time could reach
high values, potentially causing the application to discard
packets due to aging. Figure 2 depicts the multihop topology.
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FIGURE 2. General multihop topology.
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Despite the fact that LoRaWAN achieves long ranges, there
are scenarios where the protocol presents a poor performance.
In urban areas the presence of many obstacles decrease the
transmission range due to fading and multi-path. In rural or
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wild areas, such as dense forests and mountain reliefs, the
coverage area decreases due to shadow areas and obstacles.
Therefore, several works in the literature introduce multihop
solutions on the LoORaWAN network. The solutions are split
into routing or relaying, all showing the benefits and con-
straints of multihop approach to LoRaWAN [13]. However,
no work includes a detailed evaluation of the duty cycle
effect on the multihop LoRaWAN networks. The modeling
designed in [11] explores the multihop characteristics with
a brief discussion about the DC. The evaluation conducted
by Islam et al. [10] includes the DC effect over three routing
algorithms. The results show a decreasing in PDR with the
increase of DC percentage. However, the authors do not
expand the discussion of the effects of this behavior on
the network and devices. Also, they do not observe the
causes besides the routing algorithm. Most of the solutions
developed for multihop LoRaWAN networks use a routing
technique that requires message exchange between devices.
However, these works do not include the DC limitations or
do not show if the DC is, or not, a problem to the proposed
system. Fedullo et al. [14] address the DC constraints on
regular LoORaWAN and propose a solution using a relay
system and a hybrid medium. Thus, the article does not
explore the solution and the DC for a multihop network.
Shida et al. [15] introduces a synchronization mechanism
for multihop LoRaWAN networks including DC constraints.
Although, authors do not include results and discussion
about the DC effects on the network performance. In 2022,
the LoRa Alliance standardized relay devices, including a
synchronization mechanism between end-devices and relay,
as well as a wake-on-radio packet to wake up the relay for
packet reception [16]. However, the standardization does not
include any reference to duty cycle constraints, leading us to
understand the relay is under the regular DC restrictions.
The proposed multihop solution generally focus on the
uplink messages, as they represents the most common traffic
in the network. A few solutions give an alternative to increase
the evaluation metrics for downlink messages. Qin et al. [17]
developed a new scheme to guarantee and improve the
downlink packet delivery using a ZigBee alternative to
connect the devices. Their approach involves using a separate
channel for downlink packets, eliminating the need for end
devices to open a reception window. The results show a better
performance for networks with high demands for actuation,
however, the solution includes another protocol in the stack
and does not provide any discussion about the Zigbee
performance in the scenarios. Tian et al. [18] developed
a new protocol called LoRaHop that includes uplink and
downlink messages in the solution. The proposed protocol
requires a synchronization scheme, which could make the
solution unfeasible due to the DC restriction, although the
authors do not consider this limitation in their analyses.
The evaluation does not include a specific view of the
downlink messages performance. Authors in [19] adopt the
downlink messages to determine if an end-device is inside of
a gateway range. However, the multihop network is focused
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on the uplink packet performance. Evaluating other works
in the field, including surveys [5], [6], we notice that the
multihop proposals are focused on the uplink messages.
Moreover, evaluations are conducted from the network
perspective, and when conducted at the intermediate device
level, messages are treated without distinction between uplink
or downlink messages.

Our work explores the DC constraints in a multihop
LoRaWAN network and aims to understand the protocol
performance. To achieve this objective, we have designed an
analytical model to describe system behavior and generalize
the solution to both routing and relay networks. This
approach allows the evaluation of the network without
considering any specific solution. We are interested in
understanding limitations in terms of delay and packet losses,
as well as discussing other network aspects such as energy
consumption, throughput, and network size.. The next section
presents the proposed theoretical model, which describes the
DC behavior in a multihop LoORaWAN network.

Ill. THE DUTY CYCLE MODEL

This section presents the proposed model designed to
understand the multihop LoRaWAN network behavior under
the Duty Cycle (DC) limitations. Since the goal is to evaluate
the effects of the DC, we do not specify whether the
intermediate device acts as a relay or a router.

The DC acts differently for regular and multihop
LoRaWAN networks. The standard network is a star-of-
stars topology, with the end-devices sending their packets
to the gateway. In this case, the DC decreases the total
time each end-device access the air interface based on the
relation between payload size and SF. The multihop network
introduces at least one more hop between end-device and
the gateway. This intermediate device also has to comply
with a DC, which introduces additional delay to the overall
packet delivery time and tends to decrease the network
throughput. On the standard LoORaWAN, the packet delay is
the transmission time between end-device and gateway, and
it is equal to the Time on Air (ToA). The DC introduces a
delay D between packets. On the other hand, in a multihop
network, the delay between packets caused by the DC is
added to the total delay time. Furthermore, the intermediate
device buffer size introduces other constraints in the system
because, in dense networks, the buffer could not be enough
to receive all messages, increasing the network packet loss.
Figure 3 depicts the DC behavior in regular and multihop
LoRaWAN networks for uplink packets, focused on the delay.
The figure does not include the downlink traffic to simplify
the system, although the downlink messages are important to
LoRaWAN networks and must be included in the solution.

First, we need to establish some general definitions of
the intermediate device characteristics. Incoming packets
may arrive in different channel frequencies, although we
adopted a perspective where all packets are enqueued in
buffers. Considering this approach all incoming packets could
be regarded as a single flow of messages. The number
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FIGURE 3. Duty Cycle behavior in a standard and multihop network, for
uplink traffic.

of radios increases the total number of incoming packets,
although, from the intermediate device perspective, all the
data must be allocated in a buffer to be later delivered. The
packet transmission needs to follow the regional channel
definitions. Devices perform a frequency hopping across
available frequencies in each channel. For example, in the
United States, the end-device performs the frequency hopping
over eight frequencies available for each channel. The DC
is related to the device, then the transmission frequencies
need to share the available transmission time. For instance,
if the device operates under the US parameters, it has eight
transmission frequencies and a 1% DC, each frequency would
effectively have a DC of 0.125%. Unlike the intermediate
device does not implement any of the regular Classes
available in the LoRaWAN standardization.

The proposed model does distinguish between uplink and
downlink messages. All intermediate device received packets
are incoming messages and are handled according to the
network-established rules. Also, the network manager could
implement separate buffers for uplink and downlink messages
according to the application needs. The implementation of
different buffers opens the possibility of packet prioritization
in the intermediate device. If the hardware adopted for the
intermediate device implementation is robust with multiple
radios like the gateways, it is possible to define specific
frequencies for uplink and downlink messages. The idea is
to follow a frequency plan like to the ones made in the
regional parameters for reception and transmission. Figure 4
depicts three possible situations of downlink and uplink
messages in the intermediate device. First, the intermediate
device shares the buffer between uplink and downlink
messages without distinction when forwarding them. Second,
the intermediate device has separate buffers for uplink and
downlink messages, allowing packet prioritization between
uplink or downlink packets. The third option is a different
buffer for uplink and downlink messages and dedicate
frequencies for them.

Figure 5 describes the proposed DC system model. This
flowchart describes the behavior of end-device, gateways,
or intermediate devices. The packet arrival for the end-device
is the new data collection that needs to be transmitted. In the
gateway, the packet arrival is the packets from the network
server to be sent to the end-devices. The packet arrival in
the intermediate devices refers to the incoming packets that
could be uplink or downlink messages from end-devices and
gateway, respectively. All devices must implement a buffer
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due to the DC transmission constraints. If the network server,
for example, needs to transmit packets for many end-devices,
the gateway will enqueue these packets to comply with the
DC. The model is based on two events: the arrival of a new
packet and the end of the DC. If the DC period finishes, the
intermediate device checks the buffer. If there is at least one
packet in the queue, the intermediate device transmits the
packet and initiates a new DC cycle. We do not specify the
queue discipline because we understand it is an application
decision and does not impact the system model. If the buffer is
empty, the intermediate device waits for another event. When
a packet arrives on the intermediate device, it triggers one of
two events. First, if the end-device is waiting for the end of
DC, the packet will be queued if the buffer has available slots.
If the buffer is full the intermediate device drops the incoming
packet. Second, if the intermediate device is ready to transmit,
it will check the queue to transmit the old packets and put the
new incoming packet in the queue. If the buffer is empty, the
arriving packet is transmitted.

The Duty Cycle (DC) general behavior is described by the
queuing theory with a single arrival queue, a variable buffer
size, and n servers to attend. The buffer size is dependent on
the resources available on the intermediate device hardware.
A constrained device has a small buffer or even no buffer.
In contrast, an intermediate device built with hardware like
a Raspberry Pi, for instance, can offer a more substantial
buffer. In our model, each server is a transmission frequency.
For a better definition, we followed the common channels
specified in the regional parameters document, which defines
the end-device having between and eight transmission
frequencies. With one server, we observe the basic system
behavior, and with 8 frequencies, we approximate the model
to real scenarios.

Based on the definitions, we classify the intermediate
device behavior under the Kendall notation for queuing
theory. The proposed model could be generalized as an
M/M/c/K queue, where the first two “M’s” refer to an
exponential distribution for the arrival and server rate. The
“c” defines the number of servers, and the “K” is related
to the buffer size. We consider all incoming packets to be
managed by a single server, with all packets allocated to the
same queue. The buffer size depends on the intermediate
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device hardware, and then the queue model is defined as
M/M/1/K. The buffer size could be large enough, and the
model simplified to a M/M/1 queue.

A. ARRIVAL AND SERVICE RATE RELATION

The arrival (1) and service (u) rates are defined as the ratio
between the number of packets to the total time (T7yq)-
Both metrics are used to evaluate the system performance
and design a network, as they provide insights of the device
reception and transmission capability.

n
> Packets(i)
i=0
Ao =" (1)
T1otal
The LoRaWAN packet size is strictly related to the
transmission time, defined as ToA and standardized [20]. The
ToA is dependent on the adopted transmission SF and payload

size. Then, we define A and p as

n

|: > (ToA,-,,(i) + ToA;,(i) x (100 — DC))i| x N

A= L= @
T7otal

where ToA;, is the ToA of the incoming packets, DC is the

Duty Cycle (DC), and N is the number of end-devices and,

n

|:z (Tvou,(i) ~+ ToA oy () x (100 — DC))} xf

=== 3
T7otal

where ToA,,; is the ToA of forwarded packets and f is the

number of available transmission frequencies.
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The relation between A and p defined the system utilization
p as

[i (ToAin (i) x (101 — DC))} x N

i=0

IO = — = ”
n [z (ToA (i) x (101 —DC))] x f

j=0

“

Considering a scenario where all packets have the same
size and the transmission and reception use the same SF,
Equation 4 is reduced to

=— 5
0 7 (5)

that shows the number of end-devices N must be equal or
less to the number of available frequencies to the system
works without packet loss. We also understand N as the
sum of devices sending several packets that do not overcome
the transmission capability, i.e. the total incoming packet
request a lower ToA than the available in the intermediate
device.

Equation 4 enables the system block probability estimation
when the intermediate device has a buffer size of K slots.
(1= p) x (p5)
1— pK +1

(6)

Ppiock =

The Ppjocx and p allow us to estimate the packet loss in
the intermediate device for a multihop LoRaWAN network
giving the possibility for a manager to design the network
according to these restrictions. We estimate the individual
PDR for end-devices (uplink) or gateway (downlink) is
equal to the probability of an incoming packet access the
intermediate device, then

Pfree = PDRgevice = 1 — PBiock @)

where Py, is the probability of an incoming packet being
received in the intermediate device. The proposed model
presents the effects of the bottleneck caused by the DC of
an intermediate device in the PDR. We ignore other packet
losses in the system, for example, the ones caused by the
ALOHA protocol or gateway congestion. In a scenario with
one intermediate device with a single transmission frequency
and a single buffer slot (K = 1), with four end-devices
connected, the p ratio is equal to 4, and the Ppj,q is equal
to 0.8. We estimate the PDR jevice 1 limited to 20% due to the
blocking probability being equal to 0.8. In this scenario, with
a single intermediate device, the network PDR is equal to the
individual PDR, since we consider all the incoming packets
are delivered to the gateway for uplink messages, or end-
devices for downlink messages.

B. DELAY

The delay is one the most critical metrics in a multihop
network, and even more in a LoRaWAN network that
naturally introduces large latency due to the CSS modulation.
We previously defined [11] the packet delay (D) for
a multihop LoRaWAN network, and here we present a
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modified version in Equation 8. The uplink or downlink
packet delay for a multihop network is the sum of the
transmission times and the time spent in the buffer of the
intermediate devices. The transmission time is determined
by the ToA, which is related to the payload size and SF.
According to the CSS definitions, a higher SF produces
a higher transmission time [20]. The time spent in the
intermediate device buffer varies according to the buffer size
and the amount of messages the device receives. The time
spent in the buffer is also dependent on the payload size
because intermediate device transmission time is affected
by the DC, which is determined by the packet size. The
same intermediate device, with the same buffer size, produces
different delays for a network with a small or large average
packet size. In dense networks, a large buffer size introduces
a higher delay because the number of incoming messages
overcomes the transmission capabilities of the intermediate
device.

NHops NHops—1
D= ToAi+ > (TB(j)) + Ar ®

i=0 j=0

where Ar is an interval between 0 and ToA, and it is the
time related to the transmission occurring in the intermediate
device while the new incoming packet arrives. The Tp is the
time a packet spent in the buffer, defined as

BP
Tg =D (ToApry(101 — DC)) )

i=1

where B, is the packet position in the buffer. Notice we do
not consider in our definition the time spent processing due
to the fact that the periods on the buffer tend to be higher than
any processing time.

LoRaWAN transmits confirmed and unconfirmed mes-
sages. These type of packets affects the delay by increasing,
or decreasing, the number of packets on the buffer. Confirmed
messages require an acknowledgment (ACK) from the
Network Server, that sends it as a downlink message. The
ACK is treated by the intermediate device as an incoming
message and entered in the buffer queue. The presence
of ACK messages in the buffer increases the total delay
time. The unconfirmed messages do not require the ACK,
no increasing the number of messages in the buffer. The
intermediate device changes the expected delay on the
network and the multihop solutions must consider the new
delay and how it could affect the reception windows from
end-devices. A regular end-device opens one or two reception
windows after transmitting an uplink message to receive any
kind of downlink packet including an ACK. If the downlink
packet stays in the intermediate device buffer, the delay could
be higher than the reception window open time, and the
message, when it comes to the end-device, could not be
received. In the case of an ACK, the packet loss generates
unnecessary retransmissions.
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IV. EXPERIMENTS AND RESULTS

In this section, we explore application scenarios for multihop
networks, evaluating the protocol performance under the DC
constraints, applying the proposed model, and comparing it
with the regular LoORaWAN. First, we numerically analyze
the behavior of a multihop LoRaWAN network under DC
constraints and compare it with that of a standard network.
Next, we compare the experimental and analytical results
acroos four scenarios with different numbers of end-devices
and data traffic.

A. STANDARD AND MULTIHOP COMPARISON

Rural areas are commonly associated with LoRaWAN appli-
cations due to their characteristics, including vast areas and
limited energy availability. However, rural scenarios could
present shadow areas or obstacles that decrease the coverage
area, making the multihop solution a real option. The
propagation models for LoORaWAN are defined for specific
scenarios, for example, in [21] authors explored the path
losses in Oulu City, Finland. Cotrim and Kleinschmidt [11]
explored the IEEE 802.11ah propagation model [22] for
LoRaWAN and provided the maximum coverage area for
each SF, with values from 3.43 km for SF7 up to 7.62 Km
for SF12. We adopted the 802.11ah propagation model in our
analysis because it is a general model for LPWANSs working
on 915 MHz frequency band.

For comparison purposes, we considered a circular area
with a 7 km radius allowing direct communication using SF12
in the border of the area and the adoption of an intermediate
device to allow two-hop communication with devices using
SF7. Figure 6 depicts the proposed scenario, first with direct
communication using SF7 in the inner circle and SF12 in the
outside circle. The second scenario describes the adoption of
relays to connect the distant end-devices through two hops
using SF7. In our analysis, we evaluate the behavior of one
relay and the set of end-devices connected to it.

We considered each sensor transmits 1 packet every
30 minutes because rural scenarios do not require constant
updates. We simplified the scenario to consider only uplink
messages.

The maximum service rate of each relay is estimated
according to the packet size of received messages that
determines the ToA and the respective DC. Admitting a
packet size of 200 Bytes, the ToA is equal to 0.3382 s and
the DC is 33.81 s, a total of 33.81 seconds to forward the
message and await the end of DC. Then, the service rate of
relay per hour is

3600

w= T8l 106.5 packets/hour

The service rate p and the arrival rate A must be equal
to avoid blocks on the relay, then the maximum number of
end-devices per relay is

1065 =2 x N
N =353
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The packet delay could achieve values from the sum of
ToAs of every hop to achieve the gateway up to the ToAs
plus the time spent on the intermediate device buffer. In our
example, there is only one relay between the end-device and
the gateway, the minimum delay is

Delaypacker = 2 % ToA
Delaypacker = 2 x 0.3382 = 0.6764 s

The maximum packet delay depends on the relay buffer
size and the position the packet enters in the buffer. Admitting
the relay has 20 buffer slots and the packet enters the last
position, the maximum packet delay is

Delaypacker = 2 x ToA + 20 x (99 x ToA)
Delaypacker = 2 x 0.3382 420 x 33.48
Delaypacker = 670.27 s

approximately 11 minutes to delivery a packet.
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In our example, the arrival and service rates are equal to
avoid blocks in the intermediate device. However, in real
deployments, packets could arrive at the same time or during
the DC period, and if the buffer is already full the new
incoming packets are dropped. Furthermore, the end-devices
dispute the air interface to send their packets and LoRaWAN
adopts ALOHA as the MAC layer that is well-known to have
a low performance under dense networks.

The standard LoRaWAN delay is associated only with
the ToA. In the example, end-devices using SF7 present a
delay of 0.3382 s. When end-devices adopt SF12 the regional
parameters limits the packet size to 51 Bytes. Considering this
limitation, to transmit the same 200B the end-devices using
SF12 must split the packet into 4 small packets of 50 Bytes.
The ToA of each packetis 2.8 s and the DC is equal to 277.2 s.
Then, to transmit the original message of 200 Bytes the delay
time is equal to 1120 s (almost 19 minutes).

B. ANALYTICAL AND EXPERIMENTAL COMPARISON
This section presents the experiments and results of DC
evaluation for different scenarios. Since the main idea is
to evaluate the behavior of the DC, we implement the
intermediate device as a relay. The testbed equipment
includes a Dragino LoRaWAN shield and an Arduino Uno
for the end-device, while the relay and the gateway are based
on a RisingHF LoRaWAN hat and a Raspberry Pi 3B+.
The Network Server is the chirpstack project [23]. In all
experiments, the end-devices and the relay are configured
with 1% DC. We implemented the software for the analytical
evaluation in Python, following the algorithm presented in
Figure 5. The topology of evaluated scenarios is based on the
multihop Figure 6, with one Network server, one gateway, and
one relay. The number of end-devices varies from 4 up to 16.
The decision to use robust hardware for relay implemen-
tation instead of a simple device is because the Raspberry
Pi provides a larger buffer size, more processing capabilities,
and no energy constraints. This hardware allows us to focus
only on the DC constraints. The intermediate device energy
consumption, in dense networks, depletes the battery faster
than the network expected lifespan [11]. This behavior occurs
because the increase in traffic prevents the intermediates to
sleep, and the forward transmission is the most costly activity
performed by the devices. Furthermore, using the gateway
hardware to implement the intermediate devices allows us
to use more frequencies to transmit or receive packets,
increasing the network capabilities. In real applications it is
common to adopt a constrained device, such as an Arduino,
to implement the devices, because it implements a sleep
mechanism to turn off the device when it is not performing
any activity to save energy. However, the intermediate device
must be awake to receive any incoming packet demanding
the device stay on all the time or implement a synchronism
technique. When the radio is kept turned on, the battery
depletes faster. The synchronism mechanism requires the
implementation of it on every device on the network,
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increasing message exchange and processing time, causing
more energy consumption and delay increasing. The adoption
of a robust device to implement the intermediate device
demands the installation of solar panels, for example, for
energy supply increasing the solution cost. However, it allows
the adoption of LoRaWAN radio with more frequencies,
increasing the reception and transmission capabilities. Both
solutions with constrained or unconstrained devices must be
considered for real application scenarios and the decision
must consider the above considerations.

We designed four experimental scenarios, summarized in
Table 1. There are no downlink packets in the scenario
since all received messages in the intermediate device are
considered incoming packets, as explained in Section III.
Scenarios 1 and 2 have 4 end-devices sending packets
continuously, only complying with the DC, with 242 Bytes
payload size. The difference between both scenarios is the
buffer size, with 20 slots in scenario 1 and 2000 slots in
scenario 2. Scenario 3 has four end-devices, like the previous
ones, but the transmission occurs in a time interval of
120s and the payload size of each packet varies from 1 up
to 242 Bytes. Every time an end-device sends its packet,
the time slot restarts after the end-device awaits the DC.
The intermediate device has 20 buffer slots in scenario 3.
In scenario 4, we increase the number of end-devices to
sixteen, and the time interval between transmissions to
600 seconds. The payload size for each packet varies from
1 up to 242 Bytes and the intermediate device has 20 slots
in the buffer. The reasoning behind the choice of scenarios is
to emulate the constraints of the different types of hardware
available to design the intermediate device. In all scenarios
the devices are configured with SF7 and 14 dBm transmission
power. The experiments were conducted in the laboratory to
minimize interference.

TABLE 1. Experiments summary.

Scenario  EDs Tx Payload (B) Buffer
1 4 Continuous 242 20 Slots
2 4 Continuous 242 2000 Slots
3 4 120s Time slot 1-242 20 Slots
4 16 600s Time slot 1-242 20 Slots

Figure 7 shows the delay results for scenario 1, refereed
in Table 1, with a small buffer size relay. Observing the
delay, we notice it increases quickly and achieves a maximum
value, and then the latency of all packets is almost constant.
This behavior occurs because of the limited buffer size: if
a packet enters the buffer, the time spent on it could be
estimated and tends to be constant. This scenario presents
a packet prioritization behavior on the intermediate device.
The behavior is more evident in the analytical result (depicted
in Figure 7a) because the operations intervals are always
the same, and we do not include the processing time. The
real testbed suffers from the Raspberry processing time,
which minimizes the packet prioritization by increasing the
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time a packet spends within the device (shown in Fig. 7b).
The packet prioritization could also occur due to different
transmission data rates. An end-device with a higher data
rate will consume all the intermediate device buffer resources,
preventing other end-devices from accessing the intermediate
device.

Apart from the packet prioritization, the total packet loss
is almost the same for the analytical and the experimental
results. We notice in Figure 8, the end-devices have a low
PDR caused by the DC restriction. The average network
PDR is 24.75% for the analytical model and 26.25% for the
practical experiment. These results are in accordance with
the theoretical modeling since the end-device has the same
DC restriction applied to the end-devices. The relay receives
constant messages from the end-devices, but the available
transmission time could support only 1/4 of the received
messages.

The time a packet waits in the buffer is at least 99 times the
ToA, considering a 1% DC. Thus, the time spent in the buffer
determines the packet delay. The buffer size also imposes a
maximum delay to a packet. Figures 7a and 7b show a delay
of 800 seconds when the networks reach a stationary regime.
Considering the proposed delay Equation 8 and the value
of ToA for a packet with 242 Bytes in SF7 (0.39 seconds),
we find the maximum delay for a packet to be delivered on a
two hops network, where all packets have the same size and
the buffer has 20 slots.

D =2x0.39+20 x (0.39(101 — 1) + A

D =780.78s, ifAr =0
D =781.17s, if A7 = ToA

Figure 9 presents the delay results for scenario 2, with a
relay with a large buffer size. For this experiment, we consider
the number of packets sent and not a period for analysis
because we are interested in showing the delay behavior.
We notice the total delay increases linearly for all packets,
achieving values of 20000 seconds (& 6 hours). The huge
delay makes the multihop solution unfeasible due to an aging
effect on the information. Then, from an application point
of view, the long delay turns a packet useless. The PDR
results showed in Figure 10 reaches values closer to 1, which
means there are no losses in the network. The analytical PDR
results do not achieve 100% because the remaining packets in
the buffer are disregarded in the calculation. This evaluation
allows us to understand the trade-off between PDR and delay
caused by the buffer size. If we decrease the buffer size,
we also decrease the delay, although we increase the packet
loss (PDR decreases).

In scenario 3, we assume the end-devices are sending one
packet in a fixed time slot of 120 seconds. Each end-device
chooses a time to send its packet during the time slot. After the
end-device sends a packet, the time slot is reset. Furthermore,
each packet has a variable payload size from 1 to 242 Bytes.
The reasoning behind this assumption is to include more
randomness in the experiments, which makes relation to
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FIGURE 8. PDR results for scenario 1.

the real applications. Figure 11 presents the average packet
delay for each end-device and the PDR for analytic and
experimental scenarios.

The delay presents a difference between analytic and
experimental results. The analytical results show an average
delay of 400 seconds, while experimental results show an
average delay of 330 seconds. This difference occurs because
the average packet size differs from both analytical and
experimental cases in 13 Bytes. The analytical scenario has
a larger average packet size of 137 Bytes, while in the
experimental case, the average packet size is 124 Bytes.
These packet sizes lead to a ToA of 246 ms and 225 ms,
producing a DC of 24.6s and 22.5s, respectively. Evaluating
the system behavior, we noticed the whole buffer is used.
Considering the average packet size in both situations and
the buffer size of 20 slots, we calculated that the theoretical
time on the buffer is 490 seconds for the analytical scenario
and 450 seconds for the experimental case, a difference of
40 seconds in total delay time. Observing the results in
Figure 11a, we noticed almost the same difference in the
delay for each end-device. The PDR complements the delay
results because if the packets stay more time in the buffer,
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the probability of new incoming packets being dropped
increases. However, the difference between results is around
5%, showing the increase in delay is more significant than
PDR.

In scenario 4, we expand the experiment scenario 3 to
16 end-devices and a time slot of 600 seconds for packet
transmission. Figure 12 shows the experimental and analyt-
ical results. The general behavior is similar to the results
obtained with four end-devices, with a PDR performance
increase. This scenario and results are closer to a real
application due to its characteristics, such as the number of
devices, variable packet size, and random transmission time.
The scenario evaluation evidences the constraints of multihop
network over Duty Cycle (DC) limitations. The delay reaches
high values, making some applications unfeasible. The buffer
size ensures low packet loss but increases the delay.

In the experimental scenario, the relay is a simplistic device
without any mechanism to avoid unwanted traffic. During the
data analysis, we noticed the presence of some end-devices
that did not belong to our network. These devices take place
in the relay buffer, and their packets are also forwarded to our
gateway. This unwanted traffic increases the network packet
loss and accelerates the buffer fullness.

The difference in the PDR for the results in Figures 11
and 7 occurs because the number of devices increases the
dispute to access the relay buffer. In a network with fewer
end-devices it is easier for one device to occupy more slots
in the buffer, causing device prioritization, as already shown
in Figure 7. Furthermore, the decrease in delay indicates the
average packet size is lower than the values in scenario 3.
A small packet size decreases the time spent on the buffer,
and the delay decreases as a consequence. The small packet
also stays less time in the buffer, and the probability of a new
incoming packet finding a free space in the queue is higher,
decreasing the packet loss.

The experiments focus on uplink traffic, although
LoRaWAN is a bidirectional protocol with Network Server
sending packets to the end-devices. The intermediate device
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does not differ between uplink or downlink messages,
considering both as an incoming packet. However, the packet
losses for downlink messages could be more relevant than
uplink messages because they carry sensitive information.
For example, downlink messages carry data for actuation or
device firmware updates. The ADR mechanism also requires
the downlink messages to set up new configurations on
the end-devices, to change transmission power, and SF to
guarantee the minimum requirements for a transmission to
occur. To minimize the DC effects on the uplink messages
the intermediate device should implement separate buffers
for uplink and downlink, or a packet prioritization based on
flags in the packet header.

C. STANDARD VERSUS LORAWAN MULTIHOP SOLUTIONS
The literature overview provides a vision of the trade-offs
between standard and multihop solutions for the LoRaWAN
networks. The multihop approach reduces the overall energy
spent compared to the regular network because it is possible
to use lower power and lower SF to reach the same coverage
area. The throughput could achieve better values in multihop
networks due to the possibility of reducing the SF, allowing
packets with bigger payload sizes [11]. On the other hand,

VOLUME 12, 2024

multihop solutions could require extensive message exchange
in the case of routing solutions. The intermediate devices
must implement mechanisms to avoid unwanted traffic, even
for relaying systems, avoiding unnecessary processing from
packets outside the network.

The DC restrictions introduce a challenge to the multihop
solutions and change the trade-off perceptions for dense
networks. First, as explained in Section IV, the intermediate
device represents an intense bottleneck to the network
performance, reducing the throughput and increasing the
packet delay. The delay causes an effect on the packets,
making them obsolete for some applications. Furthermore,
we also observe packet prioritization on networks with
regular data transmission, increasing the performance of a
group of end-devices to the detriment of another devices.
In comparison, in the standard network the end-devices
access to the air interface is only limited by the DC and
the ALOHA protocol. The regular network does not require
any distinction between uplink and downlink traffic. The
mechanism to receive downlink packets is described by the
Classes definitions. For multihop networks, the uplink and
downlink traffic could have a different treatment in the
intermediate device and also a new reception mechanism.
The LoRa Alliance already defined new reception windows
for relay devices and changes in the two Class A reception
windows when devices are connected to a relay [16]. In most
cases, the downlink data requires privileges since it carries
update messages to end-devices. These update messages are
used for the ADR mechanism or firmware changes, for
example.

Furthermore, the intermediate devices must implement
techniques to avoid unwanted traffic and packet loops, which
have high costs for constrained devices. The intermediate
devices consume more energy than the regular end-devices
due to the packet concentration and retransmissions. It could
cause battery depletion and network isolation. The alternative
is to adopt robust intermediate devices with fixed power
supply, which is unavailable for all applications and solutions.

168935



IEEE Access

J. R. Cotrim, C. Borges Margi: Make or Break? How LoRaWAN Duty Cycle Impacts Performance

400 -

Delay (s)
N w
o o
o o

=

o

o
1

nalytlcal
Experimental

o
I

w|||

|
4
Nodes

(@)

100

PDR (%)

Il Analytical
|| Experlmental

|
4

Nodes

(b)

FIGURE 11. Results for scenario 3 with 4 end-devices, relay with 20 buffer slots, and variable packet size. (a) Delay. (b) PDR.

400 A
300 -
0
% 200
o
a
100 B Analytical
- Experimental

123456 7 8 910111213141516
Nodes

(@)

100

80 1

60 -

PDR (%)

401

Hll Analytical
| Experlmental

20

123456 7 8 910111213141516
Nodes

(b)

FIGURE 12. Results for scenario 4 with 16 end-devices, relay with 20 buffer slots, and variable packet size. (a) Delay. (b) PDR.

V. CONCLUSION

The Duty Cycle (DC) restriction imposes severe limitations
for LoRaWAN networks and must be part of the solu-
tion design. In the standard LoRaWAN network, the DC
decreases the total amount of packet transmitted by each
device, affecting the throughput and increasing the need
for devices to improve application requirements. On the
other hand, multihop networks are more susceptible to DC
effects.

In this work, we design a model for DC analysis, which
provides a tool for evaluation and further analysis of multihop
LoRaWAN solutions. The results show the DC increases
the packet delay for unfeasible values and also decreases
the PDR. The total delay is also related to the buffer size
available in the intermediate device. The greater the buffer
is, the larger the packet delay. On the other hand, a small
buffer increases the packet loss. Another effect noticed is the
packet prioritization in the intermediate device that occurs
more significantly on networks with regular traffic patterns.
After the buffer becomes full, the incoming packet will be
dropped until the next buffer slot is available. When the traffic
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is regular, the time a slot is available will always coincide with
an incoming packet of the same end-device.

The intermediate device development should include the
application needs given the direct relation between the device
hardware capabilities, mainly the buffer size, and the
evaluated metrics. A device with a large buffer size introduces
delay in the packet delivery, although it decreases the network
packet losses. Intermediate devices could have separated
buffers introducing prioritization for different incoming pack-
ets, for example, uplink and downlink packets. This could
enhance reliability for applications with high PDR or ensure
the delivery of downlink configuration packets. However,
different buffers increase data processing and require an
approach to determine data buffer allocation. Furthermore,
an intermediate device with a single transmission frequency
limits the number of connected devices because it decreases
the packet forwarding. The direct effect is the need for more
intermediate devices to connect remote areas. On the other
hand, implementations with robust hardware require a fixed
energy power supply. For some IoT applications, the available
devices are limited to battery-operated ones.
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We notice the intermediate device requires mechanisms
to avoid unwanted traffic for unauthorized end-devices
because these devices increase the delay and forces packet
drop when using the buffer. The intermediate device must
implement communication with the network server to receive
information about the allowed end-devices on the network.
In general, downlink messages have higher priority than
uplink messages since they carry relevant information to
network actuation or device updates. Therefore intermediate
devices could implement separate buffers for both traffic,
or the Network Server should tag the downlink packet to
introduce priority in the queues.

We expected this work to be used as a reference for
new solution development in LoRaWAN multihop networks,
including relay and routing solutions. Future work includes
the design and implementation of mechanisms to avoid
unwanted traffic and routing mechanisms evaluation over DC
restrictions.
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