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Abstract. The automatic shop-jloor data collection aided by monitoring and supetvision systems, adds precision and 
control improvements into decision-making process. Such improvements stimulate more and more the introduction ofnew 
technologies into the productive process. In this context, wireless technology is poised to advance shop management 's 
ability to control and monitor shop events as they occur. As wireless technology can add a significant degree ofindepen­
dence in a shop 's operalion, workers can access part and process specifications from locations tvhere wired nenvorks are 
impractical. Hence, adding wireless capability on the slwp-floor, it is possible to increase shop efficiency and employee 
productivity, besides being pro per to constant shop-floor layout changes. Thus, this paper presents an analysis o f wireless 
technology in manufacturing systems and its deployment 011 the shop-jloor followed by results from an industrial case 
study. 
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1. INTRODUCTION 

The automatic shop-floor data collection aided by monitoring and supervision systems, adds precision and control 
improvements in to decision-making process. Sue h improvements stimulate more and more the introduction o f new tcch­
nologies in to the productive process. Nevertheless, the capturing and collection o f information on the shop-ftoor becomes 
a bottleneck as data processing is no longer an issue o f concem with the rapid improvement in computational and com­
munication power (Brewer, 1999). 

Without up-to-date information, it is impossible to make accurate shop-floor decisions, no matter how advanced Enter­
prise Rcsotu·cc Planning systems and manufacturing equipment are. With the introduction of radio frcquency identifica­
tion wireless manufacturing technologies , collection and synchronization o f rea l-time shop-floor data beco me automatic 
or semi-automatic, improving the data rel iability and reducing the cost induced from defective data (Huang, 2007). 

ln this context, wire less technology is poised to advancc shop management's ability to control and monitor shop 
events as they occur. As wireless technology can add a significant degree of independence in a shop's operation, workers 
can access part and process specifications from locations where wired networks are impractical. Thus, adding wi reless 
capabi lity on the shop-ftoor, it is possible to increase shop efficiency and employee productivity. Bes ides, it is possible to 
simplify installation, eliminate cabling, a.nd make machine tools mobile witb w ireless networking. ln addition, there is no 
need for re-running cable when CNC machines are moved, which is proper to constant shop-floor layout changes. 

This paper presents an analysis of wireless technology in manufacturing systems and its deployment on the shop­
floor taking into account thc technology characteristics, devicc features and applications as well as their advantages and 
disadvantages. The analysis is based on questions about security aspects, cost and integration of wireless nodes into 
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existing wired network systems. In a rder to check the main issues that affect the implementation and util ization of 
wireless networks on the sbop-floor, the proposed questions were applied to an industrial case srudy. In accordance with 
the obtained reponses, a wireless network was deployed, tested and the results repo1ted. 

The remainder of this paper is divided as fo llows: section 2 describes a general overview of the w ireless technology. 
The wirelcss in manufacturing systems is described in section 3. Section 4 describes aspects conceming the deployment 
on the shop-floor. Section 5 discusses an industrial case study and finally section 6 presents the conclusions. 

2. WIRELESS TECHNOLOGY 

Wireless technologies representa rapidly emerging area o f growth and importance for providing ubiquitous access to 
the network for ali o f their users. H orne users, srudents and professionals increasingly want un-tethered network access 
from general-purpose rooms, meeting rooms, audi toriums, and even the hallways of ali kinds of buildings. Recently, 
industry has made significant progress in resolving some constraints to the widespread adoption of wi reless technologies. 
Some ofthe constraints have inc luded disparate standards, low bandwidth, and high infrastructure and service cost. 

Wireless technologies can both suppo1t the user needs and provide cost-effective solutions. This way, wireless is being 
adopted for many new app lications: to connect computers, to allow remate monitoring and data acquisition, to provide 
access control and security, and to provide a solution for environments where wires may not be the best solution. What 
follows is an overview o f existing wireless technologies and related issues. 

2.1 Communication medium 

As wired communications utilize physical conductor (copper or optic fiber) connecting the transmitter and receiver to 
transmit information from one place (or places) to another (or others) electrically, wireless utilize electromagnetic waves 
as the communication medium. Thus, wireless communication involves radio frequency comrnunication, microwave 
communication, and infrared short-range communication to maintain communication channels between its devices. 

2.2 Communication mode 

Devices in a wireless network are set up to either communicate indirectly through a central place or directly, one to 
the other. The first is called " lnfrastructure Mode", which requires one or more base stations or access points where ali 
communication will be intermediated. The other is called "'Ad Hoc Mode", which does not require any access points, 
once user devices communicate directly with each other in a peer-to-peer manner, as shown in the Fig. 1. 
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Figw·e 1. Typical configuration o f a wircless network: A) Ad Hoc Mode and B) Infrastructure Mode 

Since there is no need to purchase or install access points, ad hoc mode involves cost savings and rapid setup time. 
Regarding the question of performance, in an ad hoc WLAN (Wireless Local Area Network) can be higher than in a 
infrastructure WLAN because of no need for packets to travei through an access point. Nevertheless, this assumes a 
relatively small number of users, otherwise the amounL of interference for a li computers will increase, since each one 
is tty ing to use the same frequency channel. Therefore, for a larger enterprise where there is a strong need to access 
applications and servers on a wired network, it is requi red the use of multi pie access points to separate users onto non­
overlapping channels to reduce mediurn access contention and collisions (Tse, 2005). 
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Wireless Local Area Networks (WLAN) are implemented as an extension to wired LANs within a building and can 
provi de the fina l few meters o f connectivity between a wired network and Lhe mobile user. WLAN configurations vary 
from simple, independent, peer-to-peer conncctions between a set o f PCs, to more complex, intra-building infrastructure 
networks. 

WLANs are based on the IEEE 802.1 1 standard, which in 1997, the IEEE released as the first intemationally sanc­
tioned standard for wireless LANs, defining I and 2 Mbps speeds. In September 1999, they ratified the 802. 1 I b " High 
Rate" amendment to the standard, which added two higher speeds (5.5 and l i Mbps) to 802. 11, operating in the unli­
censed industrial, scientific and medicai (ISM) band at 2.4 GH z. The basic archilecture, features and serv ices o f 802.11 b 
are defined by the original 802. 11 s tandard, with changes made only to the physicallayer. These changes result in higher 
data rates and more robust conneclivity (Crow, 1997). 

2.4 Bluetooth 

Bluetooth is a tech.nology specification for small form factor, low-cost, short-range wireless links between mobile 
PCs, mobi le phones, and other portablc handheld devices, and connectivity to the Internet Bl uetooth cnables electronic 
devices connect and communicate wirelessly t:hrough short-range, ad hoc networks known as piconets. Each device can 
simultaneously communicate w ith up to seven othcr devices within a single piconet. Each device can also belong to 
severa! piconets simul taneously. Piconets are established dynamically and automatically as Bluetooth enabled devices 
enter and leave radio proximity. 

A fundamental Bluetoot:h wireless technology strength is the ability to simultaneously handle both data and voice 
transmissions. This enables users to enjoy variety of innovative solutions such as a hands-free headset for voice calls, 
printing and fax capabilities, and synchronizing PDA, laptop, and mobile phone appl icaúons to name a few. 

Bluetooth operates in the unliccnsed industria l, scientific and med icai (ISM) band aL 2.4 to 2.485 GHz, with data rate 
up to 3 Mbps. The operating range depends on the device class, varying between I O an 30 meters in most common mobile 
devices, and bctween I O and I 00 meters primarily in industrial use cases (Tse, 2005). 

2.5 Wireless devices 

To setup a wireless network depends on what the scale ofthe network will be. Nevertheless, t:he basic wireless devices 
requi red are the access point and the wireless network interface card (NTC), as fo llows: 

• Access Point (AP): This piece o f hardware acts as a bridge between the wired network and wireless dcvices. It 
allows multiple devices to connect through it to gain access to thc network. An AP can also act as a router; a means 
by which t:he data transmission can be extended and passed from one access point to anotber. 

• Wireless Network Interface Card (NIC): A wireless network card is requi.red on eacb device on a wireless net­
work. A laptop usually has an expansion (PCMCIA) slot which the network card would fi t in to. A desktop 
compu ter would need an interna! card Ü wbich will usually have a small antenna or an externai antenna on it. These 
antennas are optional on most equipmcnt and they help to increasc lhe signal on Lhe card. 

These tvm basic wireless devices, wbich are shown in Fig. 2, allow communication between plenty o f mobile devices, 
such as: laptops, notebooks, tablets, PDA's, smartphones, 3G cards, etc. 

A B 

Figure 2. Two basic wireless devices: A) Access Point and B) Wireless Network Interface Card 

2.6 Wireless important issues 

As with any relatively new technology, there are many issues that affect implementation and utilization of wireless 
networks. There are both common and spccific issues depending on Lhe type o f wireless network. Some o f the common 
factors include e lectromagnetic interference and physical obstacles that limit coverage ofwireless networks, while others 
are more specific, such as standards, data security, throughput, easiness o f use, etc. 
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An important issue for wireless technology is coverage. Coverage mainly depends on the output power o f the t:t·ans­
mitter (wireless card or access point), its location and frequency used to lransmil data. For example, lower frequencies 
are more forgiving when it comes to physical obstacles (walls, s tairways, etc.), while high frequencies require clea.r line 
o f sight. For each particular application, throughput decreases as distance from the transmitter or access point increases. 

2.8 Wireless security 

Data security is a major issue for wireless dueto the nature of the transmission mechanism (electromagnetic signals 
passing through the air). In WLANs, authentication and encryption provide data security. Current implementations 

include: 

I . MAC address-based access lists on access points, where only registered and recognized MAC add.resses are ac­
cepted and allowed to join the network. 

2. A closed wireless system, where users have to know non-advertised the network name to be able to join. 

3. RADIUS server based authentication, where users are authenticated against a centralized RADlUS server based on 
their MAC address or their usemame and password. 

4. Wireless Equivalent Privacy (WEP), a security protocol specifically designed for securing WLANs, which uti lizes 
data encryption with 40-bit or 128-bit keys that are hidden from users. WEP provides th.ree options, depending on 
the levei o f security needed: no encryption o f data, combination o f encrypted and non-encrypted data, and forced 
data enc1yption. 

3. WIRELESS IN MANUFACTURJNG SYSTEMS 

The automatic shop-floor data collection aided by monitoring and supervision systems, adds precision and contrai 
improvements into decision-making process. Such improvements stimulate more and more the introduction of new tech­
nologies into the productive process. In this context, wi reless technology is poised to advance shop management's abil ity 
to contrai and monitor shop events as they occw·. As wireless technology can add a significant degree o f independence in a 
shop 's operation, workers can access part and process specifications from locations where wired networks are impractical. 
Thus, adding wi.reless capability on the shop-ftoor, it is possible to increase shop efficiency and employee productivity, 
besides being proper to constant shop-floor layout changes. 

3. I Common shop-Fioot· problems 

The capturing and collection of information on the shop-floor becomes a bottleneck as data processing is no longer 
an issue of concern with the rapid improvement in computational and communication power. Manual sys tems o f data 
collection and capturing are time consuming, prone to errors, and tedious. lt is a daunting task to t:t·ace and t:rack work­
in-progress items in a large manufacturing plant, especially when product variety is high and manufacturing layout is 
typically functional. Operators are busy with activities which add value to the product whereas they are hard ly motivated 
to type in the data about their operations since such data entry operations are non-value adding activi ties. As a result, 
the infom1ation does not accurately and promptly reflect the situations and changes o f the situations due to disturba.nces. 
Without up-to-date information, it is impossible to make accurate shop-floor decisions, no matter how advanced Enterprisc 
Resow·ce Planning systems and manufacturing equipment are. With the introduction of radio frequency identification 
wi reless manufacturing technologies, collection and synchronization of real-time shop-floor data become automatic or 
semi-automatic, improving the data reliability and reducing the cost induced from defective data (Huang, 2007). 

3.2 W ireless on the sbop-floor 

Both the introduction o f computer numerical conlrol (CNC) machines and direct numerical contrai (DNC) networking 
or cornmunication, radically changed the manufacturing indust:ty. Since the CNC machine controllers are capable of 
executing programs stored in their avai lable memory without operator intervention, the number of machining steps that 
requi.red human action have been dramatically reduced. 

On some CNC machine controllers, the available memmy is too small to contain the machining program (for example 
machining complex surfaces), so in this case the program is stored in a separate computer and sent di.rect to the machine. 
Tf the computer is connected to a number of machines it can distribute programs directto differcnt machines as required, 
one block ata time through a DNC server (Zhekun, 2004). 
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Adding wireless capability on the shop-floor, it is possible to simplify installation, el iminate cabling, and make ma­
chine tools mobile with wireless networking. In addition, there is no need for re-running cable when CNC machines are 
moved, which is proper to constant shop-floor layout changes, as show in Fig. 3. 
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Figure 3. One possible configmation of a wireless network on the shop-floor (Sfa, 2007) 

Through wire less ethernet adapters, devices can communicate with a wireless access point placed anywhere on the 
user's wired DNC server network. Once installed and implemented, the wireless LAN can communicate with a li machines 
placed anywhere within a manufacturing faci lity. These cable-free machines can be moved at will anywhere within that 
facility. Changing cable numbers and reconfiguring software or hardware is no longer necessary. The systems available 
conform to the 802.1 1 high rate specification, which means it goes beyond machine tool automation to provide mobile 
network access for laptops, mobile desktops, printers, barcode scanners, PDA devices, and web caros witb the use of 
wireless PC cards. Adding high-gain antennas on its access points makes bui lding-to-building communication possible 
and allows connection at up to 16 kilometers from the access point (Henning, 2002). 

Regarding the network and DNC configuration it depends on the current network infrastructure, security policies, and 
shop-fl.oor usage. The options vaty depending partly on thc capabilities ofthe fuewall bcing used and the IP architecture, 
but one possible configuration is shown in Fig. 3. 

Another solution is to have the DNC server and the CNC programs on the secure office LAN and just the CNC 
machines on the wireless shop-floor necwork. And a third option is to use a firewall to completely separate the wireless 
shop-floor network from the office network. The DNC server is dual homed (two network cards) to allow access to both 
the wireless shop-ftoor network and the office LAN. 

Unlike otber conventional, expensive shop-fl.oor data collection systems, the employees do not have to walk over to 
a fixed cornputer workstation and physically type in the ir information, leaving room for etTors, and the loss of valuable 
production time. In case the current method o f data collection is manual, wireless technology all ied to automatic shop­
ft oor data collection, e liminates the manual identification sheets, which are frequently damaged , lost, or mi splaced (Hum, 
200 1). 

Besides the WLAN's, an altemate is the use of Bluetooth serial ports at the CNC, where the operator does not have to 
phyiscally connect a wire from the CNC to the notebook, el iminating grounding problems and tripping on the cable. 

Using enCiyption and spread spectrum teclmology it can be assured security and interference resis tance to the wireless 
network. Thus, the deployment of wireless on the shop floor gives flexibi lity that saves time and drives down costs 
while providing secure, mobile access to the networks. This way, it is possible to increase shop efficiency and employee 
productivity. 

4. OEPLOYMENT ON THE SHOP-FLOOR 

This paper pro poses an analysis of wireless deployment on the shop-floor, based on questions about security aspects, 
cost and integration ofwire less nodes into existing wired network systems, among others, to identify which requirements 
are needed for each case. For this purpose, it was designcd a survey questionnaire considering the mentioned aspects. 
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The objective o f tbis questionnaire is to supply a script to wirelcss deployment on the shop-floor. Thc qucstions that 
compose such questionnaire are divided in five major issues, as described below: 

I . lnitial Requirements Survey 

(a) How many nelwork points will be used in the deployment? 

(b) Which is the setv ice quality desired? 

(c) Which are thc devices with in teraction priorities? 

2. Physical Characteristics o f the Shop-Fioor 

(a) Which is the distance between the extremities ofthe considered environment? 

{b) Are there considerable physical obstacles among the terminais? 

(c) Are the plant sectors distributed in outdoor or indoor locations? 

3. Current Network System 

(a) Is required a substitulion ofthe existing network for a wireless network or an integration between both? 

(b) Is the network under constant update and/or maintenance? 

(c) How is the complete description o f the curTenl network state? 

4. lnformation Systems 

(a) Does the shop-foor possess any monitoring system? 

(b) Are there any CNC machines on the shop-floor? How are they connccted? 

(c) Do existing softwares support wireless technologies? 

{d) Was the interface layer (man-machine) implemented separately ofthe communication layers? 

(e) Do tbe applications possess access control? 

5. Security 

{a) Which is the security levei desired concerning thc choice of data encryption? 

(b) Will the access be restticted? 

(c) Is there any need for internet access? 

(d) ls deployment of RADIUS servcr required? 

(e) Wi ll the faci lity work with Virtual Private Network (VPN)? 

4.2 Deployment based on the responses 

Based on the responses to the questionnaire presented previously, is possible to conclude whether the adoption o f the 
wircless communication is viable or not for the envi..ronment in study. lt is imponant to highligbt that each environmcnt 
possesses its particularitities such as: interference and noise leveis; physical obstacles; shop-floor extension and specific 
characteristics of each involved machine. Such particularitities demand a meticulous analysis by the wireless specialist. 

According to the initial requirements survey and the physical characteristics o f the shop-floor responses, the necessity 
and the number o f access points can be defined. Unless a relatively small number of users is assumed, multiple access 
points might be req uired to separate uscrs onto non-overlapping channels to reduce medi um access contention and colli­
sions. Reinforcing that the greater the number ofwireless clients associated to one access point, the slower the speed wi.ll 
be for each client. 

Concerning the physical characteristics o f the shop-floor, the most common fac tors that can detetmine the speed and 
covcrage of the wireless connection include electromagnetic interference and physical obstacles. Generally, the closer 
one is to an access point, the faster one 's connection wi ll be. While tbe coverage mainly depends on the output power of 
the transmitter (wireless card or access point), its location and frequency used to transmit data. 

Regarding the current network system, it is important to outline the overall s tatus and configuration of the cmrent 
network system, identifying whether substituting the existing network or integrating both . T he integration can offer lower 
deployment costs compared with setting up a separate w ireless network, besides, for a large enterprise there is often a 
strong need to acccss applications and servers on a wired network. 
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With the information systems responses, it might be necessary to update or replace existing softwares, once they do 
not support wireless technologies. The implementation o f the interface layer separated o f the communication layers may 
facil itate the deployment of new network technologies. And, since there are CNC machines, the deployment o f a wireless 
DNC system must be considered. In addition to it, wireless sensors can collect infonnation and pass to monitoring systems 
as MES (Manufacturing Execution System), SCADA (Supervisory Control and Data Acquis ition) or ERP (Enterprise 
Resource Planning) in the back-end. 

In order to fulfill thc security aspects required, a proper type of authentication and encryption must be considered. 
One simple way is the use o f MAC authentication o f wireless clients, which means that only traffic from authorized MAC 
addresses will be allowed through the access point. This cau be done detennining if a pa11icular MAC address is val id 
by checking it against either a RAD!US server externai to the access point or against a database within the nonvolati le 
st01·age ofthe access point. To reinforce security might be necessary to use a Wired Equivalent Privacy (WEP) encryption 
protocol and/or Virtua l Private Networking (VPN) software, which uses advanced encryption mechanisms designed to be 
an industrial strength. 

Even after conducting a very detai led site survey and deploying a wireless network, ongoing monitoring and fine­
tuning must take place in order to ensure opt imal perforn1ance and security. Changes such as moving tbe location of 
antennas or adding more access points might be required besides continued monitoring and maintenance. 

5. AN INDUSTRIAL CASE STUDY 

ln order to check the main issues that affect the implementation and utilization ofwireless networks, the questiom1aire 
described on the previous section was applied to an industrial case study. In accordance with the obtained responses, a 
wireless network was deployed and tested. 

The analysis, deployment and tests were placed in a fumiture industry which encampasses 13 thousand squarc meters. 
On tbe shop-ftoor, tbere were machines with computerized cutting system, painting machines, pane! saws, dril ls for higb 
production amongst olhers. 

5.1 Equip ment and machines 

The equipment used during the tests consisted oftwo notebook computers, both equipped with wireless network cards 
which support data rate up to 54 Mbps. To investigare and get a total network traffic control between the tenninals, it 
was utilized a managcment and t:raffic shaping software called Bandwidth Controller 0.3 1, while the operating system 
installed on both computers was Windows XP Professional with Service Pack 2. 

On the shop-floor, there werc basically 32 painting machines with power va1ying from 160 to 200 kwatt, noise leveis 
at 87,95 dB and average height of I ,5 meters. Besides, 5 dri\ls for high production with power varying from 30 to 50 
kwatt, noise leveis at 90 dB and average height o f 2 meters. Plus, 2 pane! saws with power o f 35 kwatt, noise leveis at 86 
dB and height o f I ,8 meters. Ali ofthem operaling with frequency at 60 Hz. Some ofthese machines can be seen in Fig. 4 

Figure 4. Some of the machines found on the shop-floor in study 
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As means to analyze ali the possible interferences and the security levei on the shop-fioor, it was performed some 
consistency and security tests during packet exchanges between two notebook computers in severa! local ities o f the plant 
with distances vruy ing up to 200 meters. The equipment and machines used in the tests were describe in the section 5. I 
, plus the physical conditions whose analyses were based on. 

The packet exchange process was made through an ad hoc network set up between the two terminais. The choice of 
the ad hoc mode, contrary to the in frastructure mode, is justified by the fact that the success of its deployment, regarding 
physical issues as noises and interferences, would make possible the infrastructure mode deployment as well. 

Conceming security aspects, these were analyzed through the use o f shared authentication network, which enables the 
use ofthe same strong authentication credentia ls by ali network members, plus data encryption provided by WEP security 
protocol. Ptior to starting tests, a deliberate access attempt on the pre-configured network was performed. As expected, 
WEP demanded to enter a password. Then, a monitoring software (ManageEngine WiFi Manager 4.0 Free Edition) was 
uti lized to monitore the network as wcll as the airspace, in order to detect wire less threats as rogue attacks, intrusions, 
sniffers, DoS attacks and vulnerabilities. 

The tests were petformed at least in two different environments. First in the office environment were the re were no 
machine interference, besides some obstacles as doors, office partitions and walls. Then in the shop-fioor environment 
wherc besidcs physical obstacles there were electromagnetic interference. For each test sct I 00 packets of200 bytes each 
were sent from one tenninal to the other varying the distance between them. 

5.3 Results 

As mentioned previously, each environment possesses its particularitities such as: interference and noise leveis; phys­
ical obstacles; shop-fioor extension and specific characteristics of each involved machine. Thus, the tests petformed in 
this case study were divide into two different environments which are described subsequently. 

5.3.1 Office environment 

The tests performed in this environment served to evaluate the network perfotmance without the interference o f the 
machines on the shop-fioor. First tests with side-by-side terminais (no obstacles) were performed, !ater with the presence 
of glass and wood office partitions as obstacles and finally with wood office partitions and concrete walls as obstacles. 
The obtained resulls can be observed in thc Tab. I. 

Regarding the intetference type: (a) means te1minals side-by-side with no interference, (b) means glass and wood 
office partitions as obstacles and (c) means wood office partitions and concrete walls as obstacles. While nctwork delay 
means the average number o f milliseconds packets spent in transit. 

The presented results show that even with lhe presence of the described obstacles, ne ither the communicalion nor the 
quality o f signal between the terminais were significantly affected. 

Table I. Packet cxchangc in thc office environment 

In tetference Network Packet Distance Connection (Mbps) Conncction (Mbps) 
Test Type Delay (ms) Loss (m) Tenninall Tem1inal2 

I a 1, 1 o o 54 54 
2 b 1 , I o 5 54 54 
3 c 2,9 o 5 54 54 
4 c 3,0 o lO 54 54 
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The tests perfonned in this cnvironment were submined to noises from 87 dB to 92 dB with distances between the 
terminais varying from O meter (side by side) up to 200 meters. Beyond the proper machines present on the shop-floor, 
whose maximum heigbt reached 2 meters, there were not further obstacles between both terminais. The obtained results 
can be observed in the Tab. 2. 

Table 2. Packe t exchange in the shop-Aoor environment 

lnterference Network Packet Distance Connection (Mbps) Connection (Mbps) 
Test Type Delay (ms) Loss (m) Terminal! Tetminal2 

I d 1,1 o o 54 54 
2 d 2,2 o 10 54 54 
3 d 3,1 o 20 48 36 
4 d 3,8 o 35 24 36 
5 e 4,5 o 50 24 36 
6 e 7,6 o 70 5,5 li 
7 e 9,8 o 100 1 
8 e 10,5 o 150 I 
9 e 12,5 o 200 

Regarding the intcrference type: (d) means tetminals side-by-side (no obstacles) but with machine interference and (e) 
mcans machines as obstacles and interference. Wh ile network delay means the average number of milliseconds packets 
spcnt in transit. 

The presented results show that as the distance increases the qual ity signal between the terminais diminishes. Even 
though, the packet exchange was perfonned successfully up to 200 meters despite the distancc and machine interfercnce 
on thc shop-floor. 

5.3.3 Discussion 

The tests performed both in the office environment and in the shop-floor environment showed satisfactory results, 
in tenns of security, quali ty of signal, packet exchange, connectivity, noises, data integrity and externai interferences. 
The choice o f ad-hoc mode instead of other possible communication for standard 802.1 1 and WEP pro toco! amongst the 
existing ones was purposed, because once such choices succeeded other configuration types would suceed as well. The 
packet exchange even in distances o f up to 200 metcrs proved the low interfcrence, caused by macbines on the shop-ftoor. 
The noticed security, was mere representative once the set up network was small ando f few participant devices. The WEP 
protocol, even weak and vulnerable, was safe enough for the situations in study. However, an increase in the security 
issue could be possible with protocols more consistent as the WPA (Wi-Fi Protected Access) or the adoption o f a spec ific 
network monitoring software. The quality o f signal, notably low in certain situations could be increased with the addition 
o f one or more access points, altering the network from ad hoc to in frastructure f01mation. The addition o f acccss points 
would increase the network coverage arca besides the participant device number. 

6. CONCLUSIONS 

The data communication networks play an important role in the integration of a flexible manufacturing system, either 
in the individual equipment levei, which needs interfaces and communication protocols; tbe cell levei, through the cell 
management (control system network connected); as thc overall system levei, integrating ali the system components 
(pw·chases, marketing, engineering, warehouse, etc.). 

As presented in this paper, the wi reless technology is poised to advance shop management's ability to control and 
monitor shop events as they occur besides adding a significant degree of independence in a shop's operation. Once, it is 
possible to simplify installation, eliminate cabling, and make machine tools mobile with wireless networking. This lack 
of need for re-running cable when CNC machines are moved, it is proper to constant shop-floor layout changes besides 
workers can access part and process specifications from locations where wired networks are impractical. 

The analysis described along this paper, which is based on questions about security aspects, cost and integration of 
wireless nodes into existing wired network systems, among others, serves a script to wireless deployment on the shop­
floor. From the responses obtained through the questionnaire presented it is possible to conclude if the adoption of the 
wireless communication is viable or not for the environment in study. 

The tests performed in a case srudy, showed satisfact01y results, in terms o f security, quality o f signal, packet exchange, 
connectivity, noises, data integrity and externai interferences even in distances o f up to 200 meters in a a h hoc formation, 
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which reinforccs the wircless nctwork reliability. 
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This way, despi te some companies may have reservations about implementing a wireless nctwork on the shop floor, it 
is quite possible to opera te with up-to-date information concerning collection and synchronization o f real-time shop-floor 
data in a automatic or semi-automatic approach, which improves the data reliabi li ty, reduces the cost and increases shop 
efficiency and employee productivity. 
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