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The transition to 6G networks is expected to support a broader range of user-centric applications. As these applications
expand, Quality of Experience (QoE) has emerged as a key metric for evaluating user satisfaction. However, the use of
centralized systems lacks transparency and limits users’ ability to govern their data usage. It also introduces challenges in
managing QoE data while preserving privacy. At the same time, verification mechanisms are needed that allow regulators to
evaluate compliance without exposing confidential business information. To address this, we propose a decentralized, privacy-
preserving QoE system that integrates blockchain with fully homomorphic encryption (FHE). This design enables transparent
evaluations between users and service providers by supporting computations directly on encrypted data, ensuring that all
information remains protected throughout the process. Users contribute QoE metrics through a decentralized infrastructure
and retain control over their data. Regulators can monitor compliance without accessing raw data, and service providers
can use encrypted QoE data to perform privacy-preserving computations via smart contracts without relying on a central
authority. We developed a proof-of-concept integrating FHE smart contracts compatible with Ethereum Virtual Machine
(EVM) blockchains and evaluated their performance using a video streaming dataset. Our results show that encryption and
FHE operations consistently occur within milliseconds when tested in a local environment. We also evaluated these operations
on a public blockchain testnet. In this setting, our system adds a millisecond-scale delay while supporting privacy-preserving
computations directly on encrypted user data.
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1 INTRODUCTION
The development of Beyond 5G (B5G) and 6G networks is expected to deliver faster connectivity, supporting new
applications and multimedia services [46, 82]. These networks will likely be heterogeneous, densely deployed, and
highly dynamic [28, 83], enabling advanced digital services such as virtual reality (VR), augmented reality (AR),
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and immersive holography. These services require not only high bandwidth but also ultra-low latency [24, 88]. As
user-centric applications expand, quality of experience has become an important metric [88] for service providers.
Unlike traditional quality of service (QoS), which emphasizes technical parameters like latency and throughput,
QoE captures overall user satisfaction by combining objective performance metrics with subjective perceptions
influenced by cognitive, perceptual, and behavioral factors [13, 55]. However, the increasing focus on QoE in
6G raises privacy concerns, particularly as sensor‑driven connectivity expands and human‑centric metrics are
adopted as key performance indicators in 6G communications [24, 64].

Since QoE is a user-centered measure, it is commonly evaluated using direct feedback methods, such as surveys
and Mean Opinion Score (MOS) ratings [17]. Another approach involves analyzing sensitive data, including
psychological indicators like facial expressions recorded by sensors [1, 11]. These methods have been used to
evaluate QoE in virtual reality under varying network conditions [78, 88] and in multimedia streaming [7, 17].
Different technologies like Content Distribution Networks [89], Edge Computing [87], and Edge Caching [60, 94]
and Machine Learning approaches [51] are used to improve user experience. These systems often rely on cloud
computing and centralized servers for data storage and processing. However, this dependency raises privacy
concerns, as users are unable to verify how their data is accessed, used, or shared by service providers and third
parties. The lack of transparency limits users’ ability to govern data usage and verify that providers deliver
contracted service levels. As 6G networks are expected to support demanding applications with strict QoE
requirements, both transparency and privacy are required. Service providers require greater visibility into the
overall quality of experience and network conditions, including detailed and traceable network data, to improve
service delivery to the users. At the same time, verification mechanisms are needed that allow regulators to verify
compliance without disclosing proprietary or confidential business information.

While QoE personalization enhances user experience, it also creates trade-offs with data privacy [31], requiring
mechanisms that address both sides: allowing service providers to evaluate needs and satisfaction levels across
the users, while simultaneously giving users granular control over access to their data, all within end-to-end
privacy. There is a need for a privacy-preserving QoE mechanism that maintains user data in encrypted form
throughout all operations performed by service providers and network operators, particularly for 6G networks
where emerging applications demand data protection. Current privacy-preserving methods demonstrate specific
limitations, particularly regarding data processing while keeping data confidential. Federated Learning (FL), while
protecting raw data, introduces communication overhead and model performance trade-offs [34, 44]. Research
identifies FL vulnerabilities to model poisoning [93], inference attacks [75], and model inversion attacks [90].
Machine learning models at network edges introduce security vulnerabilities through potential attack surfaces
and data exposure risks [32, 65]. The analysis of encrypted traffic for QoE evaluation faces a core constraint: while
traditional methods often require decryption, potentially compromising privacy. Studies by Dillbary et al. [26]
and Gutterman et al. [39] demonstrate that QoE metrics can be inferred from metadata or observable patterns in
encrypted traffic, thereby preserving encryption and user privacy. However, it does not permit direct operations
on encrypted data, which limits the ability to understand user requirements.

Differential Privacy methods inherently involve trade-offs between privacy protection and data utility. Esper
et al. [30] demonstrated that increasing privacy protection, such as through Geo-Indistinguishability to protect
the user’s exact location, can lead to reduced offloading efficiency and increased latency in edge computing
scenarios. Similarly, Feng et al. [31] showed that enhancing privacy levels by obfuscating user locations using DP
mechanisms can degrade QoE and QoS in location-based services. In video streaming applications, Jin et al. [48]
proposed a privacy protection module specifically designed for immersive video streaming environments, while
Zhang et al. [101] demonstrated how privacy mechanisms create processing overhead that reduces performance.
Jin et al. [48] and Esper et al. [30] established that stronger privacy measures decrease measurement accuracy,
making it difficult to achieve both privacy protection and QoE evaluation simultaneously.
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Unlike these approaches, this work employs fully homomorphic encryption, enabling computations directly
on encrypted data without the need for decryption [36], preserving both privacy and the fidelity of fine-grained
QoE metrics that can be lost through aggregation or noise injection. Complementing this, blockchain offers
a decentralized and transparent infrastructure for storing and managing data access. Smart contracts enable
automated validation and computation within these networks, eliminating the need for intermediaries or central
servers [42]. The proposed system aims to address the following research questions:

(1) How does transparency in a decentralized infrastructure impact user trust and enable service providers to
understand users’ needs?

(2) How can end users govern data sharing and computations on their encrypted QoE data with authorized
parties (such as service providers and regulators), enabling these parties to perform operations on the
data while protecting both user privacy and business confidentiality?

1.1 Research Contributions
This research introduces a decentralized system for privacy-preserving computation that allows service providers
to evaluate and enhance services by performing computations directly on encrypted QoE data. By combining
the transparency and integrity of blockchain records with the deterministic properties of fully homomorphic
encryption, the system ensures that user-authorized parties can verify the encrypted data’s origin and the
correctness of the computations without exposing user information. Regulators can assess compliance without
infringing on user privacy or revealing companies’ proprietary business data. The key contributions are as follows:
• A blockchain-based decentralized system that enables users to govern the sharing of multiple encrypted

QoE metrics. Employing fully homomorphic encryption allows third parties to perform computations on
the encrypted data without revealing the underlying information.
• Adecentralized verifiable computationmechanism leveraging the transparency of the underlying blockchain

and determinism of FHE operations. It allows different stakeholders to verify computations while the
data remains encrypted.
• An evaluation of the proposed system using a real-world QoE dataset, demonstrating its feasibility and

performance in processing multiple encrypted QoE metrics. The implementation uses the fhEVM [98]
library, which is based on a Rust implementation of Fast Fully Homomorphic Encryption over the Torus
(TFHE)[100], originally proposed by Chillotti et al. [20].

1.2 Research Outline
The organization of this study is as follows: Section 2 provides background on the quality of experience and
the challenges in ensuring privacy and trustworthiness in these systems. Additionally, it introduces blockchain
technology and homomorphic encryption. Section 3 reviews related works on privacy-preserving approaches,
including homomorphic encryption, differential privacy, federated learning, and blockchain. Section 4 then
introduces our proposed decentralized QoE system, which employs blockchain and fully homomorphic encryption.
It also includes a threat analysis and security model. Section 5 presents the proof of concept evaluation using a
real video streaming dataset. Section 6 examines how the proposed system addresses the research questions, its
potential impact on QoE systems for 6G networks, and scalability challenges. Section 7 summarizes the study
and outlines future work.

2 BACKGROUND

2.1 Blockchain on 6G Network Management
Blockchain (BC) technology incorporates cryptography, a peer-to-peer (P2P) network protocol, and a consensus
mechanism. Unlike centralized systems, blockchain systems do not rely on a central server for data management.
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Instead, all nodes in the network maintain the system. Users can submit transactions that are validated and
maintained through consensus criteria among the nodes, providing transparency and data immutability by
employing cryptography [97]. This decentralized approach makes it fault-tolerant and resistant to malicious
attacks [38] and censorship [41]. Additionally, blockchain enables the development of smart contracts, which
are self-executing programs stored on the blockchain. These contracts automatically execute predefined actions
when specific conditions are met without the need for intermediaries.

Blockchain helps to address numerous complex security and management challenges in 6G, particularly around
governance, where different stakeholders might have competing interests [74, 79, 102]. For instance, the BC
decentralization and transparent infrastructure improve spectrum management efficiency and allow for better
allocation of frequency resources across operators [6, 22]. It also enables seamless resource sharing and network
slicing, providing secure management of isolated virtual networks. Blockchain can also be utilized in edge
strategies to reduce latency in 6G networks [76, 91]. The immutable nature of records enhances security and reg-
ulatory compliance, establishing trust in multi-operator environments crucial for shared infrastructure scenarios.
Furthermore, blockchain can support automated Service Level Agreements between various stakeholders in the
6G ecosystem through smart contracts [69]. Literature suggests that decentralized management is promising
for handling a large number of IoT devices in 6G networks, as centralized IoT architectures face significant
challenges, including high maintenance costs, vulnerability to malicious attacks, and scalability issues [66].

Despite the benefits of blockchain for 6G, there are challenges, such as privacy concerns due to large-scale
heterogeneous networks and time-sensitive applications [33, 62]. Privacy leakage is a key concern in blockchain
transactions and stored data, as heterogeneity in 6G networks raises questions about preventing the unauthorized
disclosure of confidential and private information generated by user devices. Current methods rely on a third
party (e.g., a cloud provider) to provide security. This creates a vulnerability for privacy if the cloud systems
are attacked, potentially breaching participants’ privacy [9, 52]. As 6G will prioritize user-centric applications,
privacy protection mechanisms will be necessary for QoE management [46, 64, 81].

2.2 Quality of Experience
Quality of experience is an essential metric reflecting user satisfaction [4]. The International Telecommunications
Union (ITU) defines QoE as “the overall acceptability of an application or service, as perceived subjectively by the
end-user” [45]. QoE differs from QoS by emphasizing user satisfaction, integrating both objective performance
metrics and subjective user-centered perceptions influenced by human factors, such as perceptual, cognitive,
and behavioral interactions with the service [13, 55]. These methods account for personal and psychological
dimensions of user experience, incorporating elements like facial expressions and heart rate to assess perceptual
quality [1, 11].

Subjective approaches depend on direct input from users, including surveys, questionnaires, or rating mecha-
nisms such as the MOS, providing a numerical evaluation of the perceived quality or satisfaction with a particular
service or application [17]. QoE evaluation examples include the use of MOS ratings in VR environments under
varying network conditions [78, 88], as well as assessments of multimedia streaming and video services [7, 17].
As digital services such as VR and immersive holographic applications become more common in the context
of 6G, user experience emerges as a primary concern [24, 88], requiring future 6G networks to emphasize QoE
rather than conventional QoS parameters. Researchers are actively working on methods to enhance QoE by
centering on the end-user’s perception [17, 54, 88].

6G networks are expected to be heterogeneous, user-centric, and designed to support diverse services and user
needs [49]. They will deliver extreme performance through immersive communication, supporting a wide range
of applications. Managing both QoS and QoE in this environment will be challenging due to the diversity of
services, varying user expectations, and constantly evolving requirements [7]. QoE data management in 6G will
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increasingly rely on collecting and analyzing sensitive user data, including location, biometric information, and
behavioral patterns, to personalize services and optimize performance [64]. As user experience becomes a key
metric, maintaining privacy will remain a central concern. Users will demand greater transparency and control
over how their data is collected, processed, and used. Privacy-preserving QoE mechanisms will be necessary to
enable personalized service improvements while protecting sensitive information [64].

2.3 Fully Homomorphic Encryption
Fully homomorphic encryption is a cryptographic technique that allows unlimited mathematical operations to be
performed directly on encrypted data without the need for decryption, ensuring that data remains protected
throughout the entire processing [67]. FHE was first introduced by Rivest et al. [77] in 1978. However, a practical
implementation of FHE was not achieved until 2009, when Gentry [36] proposed the first FHE scheme enabling the
development of solutions focusing on privacy concerns [25, 37]. Unlike Partially Homomorphic Encryption (PHE),
which permits only a single type of operation (either addition or multiplication), and Somewhat Homomorphic
Encryption (SHE), which supports a finite number of operations, FHE enables a sequence of both additions
and multiplications on encrypted data. This capability enables the development of applications with complex
computations on sensitive data while maintaining privacy.

Figure 1 shows a generic process of FHE. The process begins with data owners, typically users, who encrypt
their sensitive information using a public key (?:) before sharing it. This step ensures that the raw data remains
confidential. Once the data is encrypted, other users or service providers can perform awide range of computations
directly on it. These homomorphic operations can include additions, multiplications, and even more complex
functions. As homomorphic operations are performed, they introduce noise that accumulates over time, potentially
affecting the accuracy of results. To address this, a bootstrapping step may be necessary. Introduced by Gentry
[36], bootstrapping refreshes the ciphertext, reducing noise and allowing for further computations without
compromising the encryption. The final step in the FHE process is decryption. Only at this point can the
computations’ results be revealed using a secret key (B:). Importantly, this decryption only exposes the final
output, maintaining the privacy of all intermediate data and the original inputs throughout the entire process.
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Fig. 1. Overview of the fully homomorphic encryption process. The diagram illustrates the key steps: (1) Data owners
encrypt their sensitive information; (2) Other users or service providers perform homomorphic operations on the encrypted
data; (3) Bootstrapping is applied for noise reduction when necessary; and (4) The final result is decrypted, revealing only the
computed output while preserving the privacy of the original inputs and intermediate calculations.

In this research, we employed the fhEVM library of the Zama protocol, which uses a Rust implementation of
Fast, Fully Homomorphic Encryption over the Torus (TFHE-rs) [100]. This library enables privacy-preserving
computations on the EVM blockchains [98]. The encryption process uses a global FHE key as the public key to
encrypt all inputs and private states [98]. This approach enables the combination of encrypted data from multiple
users and across multiple smart contracts. For decryption, the protocol combines multi-party computation and the
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threshold scheme proposed by Dahl et al. [23]. The private decryption key is secret-shared among validators (i.e.,
network nodes), with no single party holding the complete key. When decryption is needed, a threshold protocol
is executed where multiple validators collaborate to decrypt the data collectively. Smart contracts can decrypt
values by calling a decrypt function, triggering the execution of a threshold protocol with a certain latency,
resulting in a plain-text value of the corresponding data type [98]. This system divides the decryption key among
multiple validators, ensuring that no single entity can access plain-text data independently. The threshold protocol
requires collaboration from a minimum number of validators for decryption while maintaining operational
integrity even when some validators are compromised or unavailable. The next section reviews the related works
in privacy-preserving techniques, focusing on homomorphic encryption, differential privacy, and federated
learning.

3 RELATED WORKS
The expansion of devices in future wireless networks will generate massive amounts of data, requiring decentral-
ized approaches for processing and storage rather than relying on centralized servers [18]. Such decentralized
systems can enhance transparency, enabling user trust and greater participation in network governance [79]. As
QoE in 6G relies on extensive user data collection, ensuring privacy preservation is critical to maintain trust and
compliance [64, 88].

3.1 Homomorphic Encryption Approaches
Homomorphic encryption (HE) has been adopted to enable secure computations on encrypted data across various
domains, including IoT, healthcare, and machine learning. For instance, in the Internet of Vehicles (IoV), Xue et al.
[95] developed a dynamic pricing scheme for mobile edge computing (MEC) that secures the offloading process
using homomorphic encryption. This scheme ensures that user data remains private while allowing MEC servers
to perform computations on encrypted data, protecting it from malicious servers and eavesdroppers.

In healthcare, Kumbhar and Srinivasa Rao [53] proposed a multi-key homomorphic encryption approach for
secure healthcare data sharing in federated learning. The proposed approach generates optimal encryption keys,
and a deep residual network classifies privacy-sensitive data. Local model updates are encrypted and aggregated
into a global model. In the Internet of Things context, Hijazi et al. [43] presented a federated learning approach
for IoT-enabled smart cities that integrates FHE to ensure privacy and security during model training. Also, the
authors evaluated four FHE-based FL approaches where encrypted data is transmitted over secure channels.

In the context of machine learning, Wang et al. [92] proposed a framework that integrates HE with deep
learning models to enable secure data processing in IoT applications. Their system achieved high accuracy on
encrypted datasets, demonstrating the potential of HE in preserving data privacy without sacrificing model
performance. To address scalability and efficiency challenges, Jastaniah et al. [47] introduced a multi-key HE
solution for wearable data aggregation, offering both flexibility and privacy protection for resource-constrained
devices like wearables. Sendhil and Amuthan [84] presented a quaternion-based HE scheme aimed at mitigating
false data injection attacks in fog computing environments, enhancing privacy and fault tolerance in decentralized
systems. Despite the HE features and applications, none of the works above explored the application of FHE in
the context of quality of experience with decentralized infrastructure.

3.2 Differential Privacy Approaches
Differential privacy mechanisms have been employed to address privacy concerns in multimedia and network
systems while maintaining service quality. In immersive video streaming, Jin et al. [48] introduced a framework
integrating privacy protection, viewport prediction, and adaptive bitrate allocation. They applied differential
privacy to add noise to viewport and gaze data, considering spatial and temporal correlations, and employed
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a transformer-based cross-modal attention model to predict future viewports using historical data and video
content.

In vehicular environments, Feng et al. [31] developed a system to preserve location privacy for services such
as navigation and parking. Their framework enables users to quantify the trade-off between privacy and utility
through a QoE metric evaluated under varying privacy levels. For mobile edge networks, Zhang et al. [101]
proposed the privacy-preserving Q-learning-based video caching framework (VC-PPQ). This approach combined
local differential privacy to protect user locations and preferences with a data aggregation model that balances
accuracy and privacy, thereby enhancing video Quality of Experience (VQoE). However, using differential privacy,
stronger privacy guarantees result in reduced data utility due to noise addition and lower service performance.
Additionally, there is a trade-off between the level of privacy and measurement accuracy.

3.3 Privacy-Preserving Federated Learning Approaches
As B5G/6G networks evolve, addressing user data privacy concerns has become increasingly necessary [51].
Researchers have proposed different decentralized, privacy-preserving approaches to tackle this challenge, with
federated learning emerging as a prominent solution across different network applications. In video services,
several studies have leveraged FL to enhance QoE while maintaining user privacy. Setayesh and Wong [85]
proposed a THz-enabled 360° video streaming system with multi-antenna access points, combining personalized
federated learning for viewport prediction and deep reinforcement learning for joint bitrate selection and
beamforming. Likewise, Pu et al. [73] proposed a UHD video streaming framework for cloud-native 5G networks,
integrating erasure-coded storage and multi-source streaming to improve QoE. Federated learning updates service
quality metrics, combining user-side reinforcement learning for server selection with global aggregation.

Content caching has been another area where FL has shown significant promise in preserving privacy while
improving network performance. Md. Fadlullah and Kato [68] proposed a privacy-preserving algorithm for
6G networks using FL, specifically targeting content caching optimization. Extending the application of FL in
caching, Maale et al. [63] introduced a proactive caching scheme for UAV-assisted networks. Similarly, Li et al.
[58] proposed a collaborative UAV caching and trajectory optimization framework to improve users’ QoE in
dynamic traffic environments. Using multi-agent deep reinforcement learning, UAVs learn caching and movement
strategies from local observations.

Some studies have explored more advanced FL applications in the context of vehicular networks. Cor-
cuera Bárcena et al. [21] employed FL with explainable AI models for QoE forecasting, addressing the need for
interpretability in AI-driven QoE management. Taking a different approach, Li et al. [59] proposed a cooperative
edge intelligence architecture using federated multi-agent reinforcement learning, demonstrating how FL can
be combined with other AI techniques to create more sophisticated, privacy-preserving network management
systems. Porcu et al. [72] introduced a cluster-based FL approach for QoE prediction, showing how FL can be
optimized for improved performance in QoE modeling.

Researchers have also recognized the potential of blockchain in addressing limitations of centralized and
federated learning approaches, particularly in enhancing the security and privacy of machine learning models
[50, 61]. Nguyen et al. [70], introduced a decentralized architecture based on a Decentralized Autonomous
Organization (DAO) to improve Federated Learning security in QoE estimation.

Table 1 summarizes the related works and the proposed system. While these studies demonstrate significant
advancements in privacy-preserving QoE management using FL and differential privacy, they also reveal certain
limitations. Users cannot transparently submit or view their satisfaction ratings as part of their QoE metrics while
ensuring that their sensitive data remains private. Additionally, service providers cannot perform computations
on user data to enhance their services without compromising user privacy, as doing so would require decrypting
the data. To address these issues, we propose a novel approach that combines smart contracts with FHE. This
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decentralized infrastructure allows users to participate in the QoE evaluation process, sharing network metrics
and service experiences while maintaining end-to-end privacy. Unlike existing approaches, our FHE-based system
allows users to control their data usage while allowing service providers to perform computations directly on
encrypted data. This enables QoE improvements without compromising user privacy. The next section introduces
our proposed decentralized QoE system.

Table 1. Comparison of related works and the proposed system: The proposed system combines FHE with blockchain-based
techniques to ensure end-to-end privacy of QoE data, support decentralized computation, and strengthen governance in
multimedia services.

Work Application
Focus on

QoE
Blockchain-based Privacy-Preserving Mechanism

Computation Directly
on Encrypted User Data

Decentralized Computation
Using Smart Contracts

[53] Healthcare No No Homomorphic Encryption Yes No
[95] Mobile Edge Computing No No Homomorphic Encryption Yes No
[43] Internet of Things No No Fully Homomorphic Encryption Yes No
[92] Deep Learning No No Homomorphic Encryption Yes No
[47] Internet of Things No No Partial Homomorphic Encryption Yes No
[84] Fog Computing No No Fully Homomorphic Encryption Yes No
[48] Video Streaming Yes No Differential Privacy No No
[31] Location Based Services Yes No Differential Privacy No No
[101] Video Caching Yes No Differential Privacy No No
[70] QoE Estimation Yes Yes Federated Learning No No
[85] Video Streaming Yes No Federated Learning No No
[73] Video Streaming Yes No Federated Learning No No
[58] Content Caching Yes No Federated Learning No No
[68] Content Caching Yes No Federated Learning No No
[63] Content Caching Yes No Federated Learning No No
[21] QoE Forecasting Yes No Federated Learning No No
[59] Cooperative Edge Intelligence Yes No Federated Learning No No
[72] QoE Modelling Yes No Federated Learning No No
Our Work Multimedia Services Yes Yes Fully Homomorphic Encryption Yes Yes

4 DECENTRALIZED PRIVACY-PRESERVING QOE SYSTEM EMPLOYING BLOCKCHAIN AND FHE

4.1 Problem Statement
QoE serves as a central metric for evaluating the services delivered by 6G networks, as these networks aim
to support advanced user-centered applications. Improving QoE requires service providers to understand user
satisfaction and expectations, which often involves collecting sensitive data. As discussed in Section 3, current
privacy methods do not adequately permit service providers to perform computations directly on encrypted QoE
data while ensuring data confidentiality and user control. The core challenge is a privacy-preserving method
that allows verifiable computations on encrypted QoE data under user governance, within a decentralized
infrastructure.

4.2 Design Goals
In alignment with the vision of 6G as more decentralized and user-centered than previous generations, with
an emphasis on privacy protection and personalization [27, 103], we state three design goals that guide our
architecture:
• Privacy-preserving computation: In the proposed architecture, the user QoE data must be kept

encrypted at all stages: during storage, transmission, and computation. This approach prevents any party,
including service providers, from accessing the raw data, thereby preserving user privacy.
• Decentralized verification:The systemmust operatewithout a central trusted authority. All stakeholders,

including users, providers, and regulators, must be able to verify the correctness of each computation
independently, supported by an underlying blockchain protocol.
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• User control: Users must retain fine-grained control over which entities can run computations on their
encrypted data, enabling personalized services while protecting privacy [80].

These goals motivate the architectural choices detailed in the following subsections.

4.3 System Model
Our system aims to provide end-to-end privacy for QoE data in emerging user-centric applications. It incorporates
blockchain, FHE for computations on encrypted data, and user governance mechanisms to give individuals control
over their data.

In the proposed QoE system, users can provide evaluations regarding a service to share their experiences
with others while preserving their privacy. The system employs a decentralized infrastructure, meaning no
single entity controls it, and users govern data sharing and actively participate in the evaluation process. We
employed different QoE metrics in the evaluation section (Section 5). Additionally, we use the MOS to quantify
user experience. It converts subjective perceptions into measurable data, allowing the evaluation of the service
quality over time.

We argue that the system can be extended to include other QoE metrics since the proposed architecture can
adapt to various QoE factors due to the decentralized operations of encrypted data. Moreover, 6G networks
are expected to support a wide range of services with multiple requirements, necessitating an adaptable QoE
system. Using FHE, service providers can compute and evaluate encrypted user data to improve their services
without accessing raw user data. Similarly, regulatory bodies can monitor service provider compliance with
mandated quality standards and SLA commitments by analyzing both the provider’s encrypted performance data
and encrypted user-reported QoE metrics - all while preserving the privacy of individual users and sensitive
business information.

Our system model comprises the following key entities as illustrated in Figure 2:
• Users: End-users who assess and report their QoE. These users operate devices capable of collecting QoE

metrics and interacting with the blockchain network. Users can grant permissions to service providers
and regulators to access their encrypted data for specific purposes.
• Service Providers: Entities delivering services, such as video streaming or virtual reality applications, to

users. They seek to improve service performance based on the QoE metrics collected.
• Regulators: Entities responsible for monitoring service quality and ensuring compliance with regulatory

requirements. They can access aggregated QoE data to evaluate service performance and adherence to
standards independently.
• Validators (Network Nodes): Blockchain network nodes responsible for participating in consensus,

validating transactions, and executing the threshold decryption protocol. These nodes maintain the
blockchain ledger and process smart contracts containing the FHE operations.
• Blockchain Network: A permissioned or public blockchain compatible with the EVM, offering a decen-

tralized, transparent, and immutable platform for data storage and smart contract execution.
• FHECo-processor:An off-chain component that extends the EVMenvironment bymonitoring blockchain

transactions for requests related to FHE operations. It manages ciphertext handles stored within smart
contracts and performs the required FHE computations off-chain. These computations can optionally be
accelerated using specialized hardware such as GPUs, FPGAs, or ASICs [37]. After completing the FHE
operations, the co-processor submits the resulting ciphertexts back to the blockchain, ensuring they are
publicly verifiable. This approach allows fully homomorphic encryption functionality to be supported
within the existing EVM, without requiring changes to the underlying blockchain protocols.

The details of key management, noise handling, and decryption are provided in Section 4.4 and Section 4.5.
The system interaction overview is as follows:
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Fig. 2. An overview of key entities and interactions in our decentralized QoE system. Users encrypt their QoE metrics
locally and submit them to the blockchain network. Service providers can perform computations on encrypted data through
FHE-enabled smart contracts. Validators maintain the network and participate in threshold decryption when authorized.
Regulators can access aggregate encrypted data to verify compliance. All interactions are governed by smart contracts with
user-controlled access lists.

(1) QoE Data Collection and Encryption: Users’ devices measure QoE Influence Factors (IFs) locally. This data
is encrypted on the user’s device using the global FHE public key (publicly available on the network).

(2) QoEData Submission: EncryptedQoE data, alongwith zero-knowledge proofs, is submitted as a transaction
to the blockchain network. Further details are provided in Section 4.5.

(3) Smart Contract Processing: Smart contracts on the blockchain receive and process the encrypted QoE
data. These contracts maintain aggregate metrics, enforce access control, and can trigger computations
on the encrypted data via the FHE co-processor.

(4) Homomorphic Computations: Service providers and regulators, with user-granted permissions, can
request the smart contract to perform computations on the aggregated encrypted QoE data using the
FHE co-processor.

(5) Threshold Decryption:When authorized entities (such as service providers or regulators with the necessary
permissions) request decrypted aggregate results, the smart contract triggers a threshold decryption
process. This process involves validators, as described in Section 4.4 and Section 4.5.

(6) Data Access and Auditing: Authorized entities can access decrypted aggregate QoE. Users can audit access
logs and permission changes recorded on the blockchain.
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4.4 Key Management and Noise Handling
Our system utilizes the Zama Protocol introduced in 2.3 that implements FHE compatible with EVM blockchains.
The protocol employs a global FHE public key for encrypting all inputs and private states. This public key is
openly available in the network, allowing new users to join the system and contribute their encrypted data
without any complex key distribution process.

The system uses a single global encryption key, but the corresponding private decryption key is split among
validators using a threshold protocol due to a decentralized Key Management Service (KMS). The initial validators
generate this decryption key collaboratively in the setup phase, and it’s redistributed when the validator set
changes.This setup ensures that no group of validators smaller than a set threshold can decrypt data independently,
and no single party ever holds the complete key. For any decryption to occur, a minimum number of validators
must agree, combining their key shares. This method improves security by preventing individual validators from
independently accessing or decrypting sensitive information. A preliminary analysis of threats and the security
model is provided in Section 4.6.

In FHE schemes, noise accumulates as operations are performed on encrypted data, potentially affecting the
accuracy of results. Our implementation leverages the TFHE (Fast Fully Homomorphic Encryption over the
Torus) scheme, which supports bootstrapping to manage this noise. As introduced in Section 2.3, Bootstrapping
refreshes the ciphertext, reducing noise and allowing for further computations. Optimizations in bootstrapping
techniques have enabled these operations to be performed in milliseconds [20], making them practical for
real-world applications [19, 29].

The frequency of noise management in TFHE-rs depends on several factors, including the encryption parameters,
operation types, and desired correctness guarantees. For shortint operations, a “degree” attribute tracks the
maximum encrypted value, triggering carry buffer emptying when a threshold is reached. Smart operations in
TFHE-rs automatically handle noise by performing bootstrapping when necessary.

4.5 FHE-Enabled QoE Smart Contract Overview
The smart contract handles QoE evaluations using FHE. This contract leverages the fhEVM library to perform
computations on encrypted data, ensuring that individual user inputs remain confidential while allowing for
computation and verification. Figure 3 shows the layered architecture of the proposed system regarding the user
interaction and the FHE operations. FHE operations are executed on a dedicated co-processor, an extension of
the EVM that includes pre-compiled contracts with FHE operations (i.e., fhEVM). Therefore, while the network
executes the logic of the contract in a decentralized manner, the cryptographic operations themselves are
coordinated by an off-chain service as illustrated in Figure 2.

To support this architecture, a decentralized KMS is used to split and distribute the decryption keys, ensuring
that no single party holds the complete decryption key. Additionally, a Zero-Knowledge Proof of Knowledge
(ZKPoK) mechanism is employed behind the scenes to ensure that the operations are correctly performed and
that the prover has knowledge of the plain-text values without revealing them, preventing tampering or misuse
by unauthorized parties.

Users submit encrypted QoE metrics as inputs and zero-knowledge proofs, ensuring data validity while
maintaining confidentiality. The contract maintains encrypted running totals for each metric, enabling ongoing
analysis without exposing individual user data. The FHE co-processor enables computations directly on encrypted
data while the smart contract updates the blockchain state. The blockchain infrastructure creates a permanent,
tamper-proof record of all QoE submissions and computations. Since service providers can independently verify
and perform calculations directly on encrypted data using FHE smart contracts, the system operates without
relying on any central authority or trusted intermediary. Each computation and verification is transparently
recorded on the blockchain while maintaining the privacy of the underlying user data.
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Fig. 3. Layer Architecture of a decentralized QoE system employing blockchain and FHE operations.

The contract incorporates an Access Control List (ACL) mechanism to enable user control. It allows users to
manage permissions for their encrypted data dynamically. Users can set and modify access rights, specifying
which addresses (such as those belonging to service providers or telecommunications companies) are authorized
to perform homomorphic computations on the user’s data. The system allows users to grant or revoke these
permissions at any time. If a user revokes access, it prevents previously authorized parties from conducting
further operations on that user’s data.

The Algorithm 1 represents the contract state update for QoE metrics using homomorphic operations. While
FHE enables various types of operations on encrypted data (including multiplication, subtraction, comparisons,
and bitwise operations), this algorithm demonstrates the state update process using the addition operation as an
example. The contract maintains encrypted data entries and totals for each QoE metric, enabling service providers
to analyze and improve services through computations on encrypted data. Access to these computations must be
explicitly granted through the ACL using the TFHE.allow method.

The Algorithm 2 represents the data decryption process in the FHE smart contract. The contract requests
decryption for encrypted data fields, triggering a callback function when the decryption is complete. When the
requestDecryption method is invoked, the threshold decryption protocol is executed, ensuring that a minimum
number of validators participate in the decryption process.

A note on user and company privacy: The evaluations from users are encrypted on their devices before
being submitted. This ensures that the raw scores do not leave the user’s device in an unencrypted form. This
means that even during processing, individual ratings remain confidential (i.e., encrypted).

Companies can also implement smart contracts to enable data sharing with specific stakeholders, such as
regulators, for compliance verification. This can be achieved using ACLs to manage permissions. Importantly,
both users and companies can monitor the operations conducted by others, ensuring transparency.
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Algorithm 1 Contract State Update for QoE Metrics Using Homomorphic ”Add” Operation
Input: Encrypted QoE metrics: �=2 [] = {�=201, �=202, . . . , �=2# }
Output: Updated totals: )>C [] = {)>C01,)>C02, . . . ,)>C# }
1: procedure AddData(�=2 [])
2: Update Entries:
3: Add encrypted values �=2 [] = {�=201, �=202, . . . , �=2# } to dataEntries
4: Update Totals:
5: for each �=28 in �=2 [] do
6: )>C8 ← TFHE.add()>C8 ,TFHE.asEuint32(�=28 .E0;D4, �=28 .?A>> 5 ))
7: end for
8: Allow Operations on Totals:
9: for each )>C8 in )>C [] do

10: Call TFHE.allow()>C8 , address(this))
11: end for
12: end procedure

return Updated totals: )>C []

Algorithm 2 Data Decryption in FHE Smart Contract.
Input: Encrypted data fields: �=2 [] = {�=21, �=22, . . . , �=2=}
Output: Decrypted data fields: �42 [] = {�421, �422, . . . , �42=}
1: Initialize: array �42 []
2: for each entry in dataEntries do
3: Create 2CB [] (ciphertext array) for all encrypted fields
4: for each �=28 in entry do
5: Add �=28 to 2CB []
6: end for
7: Request Decryption:
8: Call Gateway.requestDecryption(cts[], callbackSelector)
9: end for

10: Decryption Callback:
11: for each decrypted �428 in callback do
12: Store �428 in �42 []
13: end for

return �42 []

4.6 Security Model and Threat Analysis
This section analyzes key security risks and mitigation strategies for the proposed privacy-preserving QoE system.
The system assumes the security of underlying cryptographic primitives (FHE, ZKPoK, threshold MPC). It relies
on threshold key management where at least C + 1 out of = validators remain honest. Security goals include end-
to-end confidentiality, privacy-preserving computation, decentralized key management, data integrity, granular
access control, ciphertext misuse prevention, and secure key rotation.
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4.6.1 Security Assumptions and Objectives. The security analysis relies on the following assumptions:
• Cryptographic Primitives: Assumes security of TFHE, KMS of Zama protocol under the TFHE-rs

implementation [98]. Also, adversaries are assumed to have bounded computational resources, insufficient
to break strong cryptographic primitives such as FHE and threshold decryption.
• Byzantine Fault Tolerance: Assumes BFT-based consensus requiring at least 35 + 1 validators with at

most 5 faulty validators as proposed by Castro et al. [15].
• Threshold Description: Assumes at least a threshold C + 1 out of = KMS validators are honest and do

not collude beyond the threshold.
The system is designed to achieve:
• Privacy-Preserving Computation: Ensure that user QoE data remains encrypted during storage and

computation.
• Integrity: Once created, guarantee that QoE data is immutable.

We focus on five main threats: data privacy breaches, decryption key reuse, key rotation vulnerabilities,
malicious smart contracts, and ciphertext misuse. For each threat, we outline the potential risks and technical
mitigations.

4.6.2 Data Privacy Breaches.
• Threat: Unauthorized access to individual user QoE data.
• Mitigation: FHE ensures that all user data remains encrypted end-to-end, even during computations.

Formally, for a plain-text message< ∈ " , encryption function �=2 , and any function 5 :

�=2 (<) → 2 (1)
5 (�=2 (<)) = �=2 (5 (<)) (2)

This property ensures that computations on encrypted data yield encrypted results, preserving privacy
throughout the process. Additionally, decryption only occurs when specific decryption methods are called,
and these operations require a threshold number of validators to participate in the decryption process.
This multi-party computation approach protects against unauthorized access to individual user data, as
no single entity can unilaterally decrypt the information.

4.6.3 Decryption Key Reuse.
• Threat: Once the decryption key is generated, malicious actors might attempt to reuse it for unauthorized

decryptions.
• Mitigation: To avoid it, the system employs a threshold decryption protocol to share pieces of secret key
(B)′ with Ephemeral partial keys ([�] 〈C,& 〉

8
) [98]. The process is as follows:

(1) Key Sharing: The secret key B′ ∈ 0, 1! is secret shared modulo & across = parties with a threshold
C < = as [B′] 〈C,& 〉 . Each bit of B′9 ∈ B′ is shared separately.

(2) Ciphertext Preparation: For a ciphertext 2 = (0,1) ∈ Zℓ
@ × Z@ , the parties first apply 2′ ←

Switch-n-Squash(2) to get 2′ = (0′, 1′) ∈ Z!
&
× Z& .

(3) Noise Generation: Parties jointly generate a secret shared noise term [�] 〈C,& 〉 .
(4) Partial Decryption: Each party %8 computes a partial decryption:

%�428 (2′) = 1′ − 〈0′, [B′] 〈C,& 〉8
〉 + [�] 〈C,& 〉

8
= [4′ + � + Δ′ ·<] 〈C,& 〉

8
(3)

Where:
– 4′ is the error present in the encryption
– Δ′ = &/? , where ? is the plain-text modulus
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(5) Reconstruction:Combining more than C valid %�428 (2′) values allows reconstruction of the message
<.

This process ensures:
– Each decryption operation requires a new initiation of the threshold protocol.
– Ephemeral partial keys ([�] 〈C,& 〉

8
) are generated for each decryption operation and cannot be reused.

• Security Guarantee: This threshold decryption scheme is secure against up to C corrupted parties, as
long as C < =/4 in the asynchronous network setting, or C < =/3 in the synchronous setting with timeouts.

4.6.4 Key Rotation.

• Threat: Over time, the security of cryptographic keys may degrade due to advances in cryptanalysis or
the accumulation of partial information from multiple decryption operations.
• Mitigation:The system implements a key rotation mechanism based on the dynamic-committee proactive

secret sharing (DPSS) protocol [98]. The process is as follows:
(1) Committee Change: When transitioning from one set of validators ( = {%1, . . . , %=} to a new set

( ′ = {% ′1, . . . , % ′<}:
(2) Share Distribution: Each party %8 ∈ ( shares their key share [B] 〈C,& 〉

8
to the parties in % 9 ∈ ( ′ using

a Verifiable Secret Sharing (VSS) scheme.
(3) New Key Share Construction: By applying the recombination vector for the sharing in ( to the

shares of the shares, parties in ( ′ construct a sharing of the original secret B .
• Security Guarantee: This DPSS protocol ensures that:

– The secret key B is securely transferred to the new committee without ever being fully reconstructed.
– The new shares are independent of the old shares, preventing the accumulation of information over

multiple rotations.

4.6.5 Malicious Smart Contracts.

• Threat: Unauthorized extraction or manipulation of sensitive encrypted QoE data by malicious smart
contracts.
• Mitigation:

(1) Handle-based Access: Smart contracts interact with data via handles: ℎ2 := Keccak256(2)
(2) Honest Ciphertext Tracking: System maintains ` : ℎ2 ↦→ (2, (), where ( is the set of valid call

stack depths
(3) Threshold Decryption: Requires C + 1 out of = validators:< = Combine({PartialDec8 (2)}8∈) )

• Security Guarantee: Prevents direct ciphertext access, ensures honest ciphertext usage, and requires
multi-validator consensus for decryption.

4.6.6 Ciphertext Misuse in Unintended Contexts.

• Threat: Unauthorized reuse of ciphertexts in contexts other than their intended purpose, potentially
leading to security vulnerabilities or privacy breaches.
• Mitigation: The system employs a robust certification mechanism for ciphertexts:

– Users must submit a certified ciphertext consisting of the following:
(1) The ciphertext itself: 2 = �=2?: (<)
(2) An associated valid zero-knowledge proof of plain-text knowledge (ZKPoK): c

– The ZKPoK ensures:
(1) Ciphertext well-formedness
(2) User knowledge of the underlying plain-text message<
(3) Context-specific binding of the ciphertext

Distrib. Ledger Technol.

 



16 • Garcia et al.

– Implementation via a signature-proof-of-knowledge scheme [14, 16]:

c = (% {(<) : 2 = �=2?: (<) ∧ Statement(<)}(context) (4)

Where:
∗ (% denotes a signature-proof-of-knowledge
∗ Statement(<) is a predicate about the plain-text
∗ context includes user address, smart contract address, and function selector

5 PROOF-OF-CONCEPT IMPLEMENTATION AND EVALUATION
As presented in Figure 4, the system consists of four components in the user application: the QoE metrics
collection (influence factors), data encoding, privacy protection, and transaction creation module. The user
application allows users to interact with the system, submit evaluations, and view users’ satisfaction with
different services. Our system evaluates the services’ QoE by calculating the user’s individual MOS computed
locally on the user’s device, considering various QoE factors specific to the service type (e.g., video quality,
loading time). While MOS can also be estimated using machine learning models that consider QoS parameters
and factors like affective computing (e.g., facial expressions) [1, 10], the details of MOS calculation and estimation
are beyond the scope of this study. We focus on scenarios where the user application has already calculated the
MOS based on the user’s experience.
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Fig. 4. Proposed QoE system flow involves collecting QoE influence factors in the user application, which are then processed
using a privacy-preserving mechanism employing FHE. Additionally, the system includes a transaction module to enable
users to submit their evaluations.

To evaluate the system, we utilized the PoQeMoN dataset [56]. This dataset was created using a custom Android
application designed to evaluate YouTube users’ QoE across different mobile networks, including UMTS, HSPA,
and LTE. The application, incorporating a VLC media player, collects a wide range of QoE IFs from users’ devices
during real-world mobile video streaming sessions. The dataset contains 1543 samples from 4 different network
operators and 20 unique device models. It comprises 23 columns capturing various QoE influence factors and the
corresponding MOS.

Table 2 shows the evaluation setup, including the technologies and libraries used for the proof-of-concept
evaluation. The Zama Protocol was employed for privacy-preserving computations using the fhEVM library,
an EVM implementation that supports fully homomorphic encryption [98]. The system was evaluated using
the PoQeMoN dataset to demonstrate the feasibility of the proposed approach in a real-world scenario. For
network validation, we utilized both a Zama local development node (BFT consensus) and the Sepolia testnet
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(Proof‑of‑Stake consensus). Additionally, load testing was performed using Apache JMeter to generate concurrent
transaction workloads to establish a baseline under a centralized server architecture.

Table 2. Proof-of-Concept Evaluation Configuration.

Configuration Feature / Tool Employed
Dataset PoQeMoN [56]
Privacy
Scheme

Zama Protocol (fhEVM library) [98];
Fast FHE over the Torus [20] in Rust (TFHE-rs) [100]

Environment Linux Ubuntu 22.04; Intel Core i7‑13650HX (20 cores, 2.80GHz); 16GB RAM
Local Network Zama local development node (BFT consensus)
Public Network Sepolia testnet (Proof‑of‑Stake consensus)
Load Test Apache JMeter [2]
Software Availability All source code is available on GitHub [35]

In our system, the provider can perform a variety of analytics on encrypted data to generate reports on QoE
without accessing individual raw user data. For instance, the provider can calculate the average MOS score
across different QoS_operator categories without decrypting individual scores. Additionally, the system allows the
provider to sum buffering times for different video types, determine the maximum frame drop rate across device
models, and analyze the age distribution of users within various MOS score ranges. Furthermore, the system
enables the provider to determine the median video quality score for various device types and compute the ratio
of satisfied users for each network operator, all without decrypting the underlying data. These operations enable
the provider to optimize service delivery and enhance user satisfaction while ensuring the confidentiality of user
information.

The sensitive information in this dataset includes individual user demographics (such as age and gender),
detailed device specifications, network usage data, and subjective quality ratings (MOS scores), all of which
could reveal personal preferences and behavior patterns if not properly protected. We employ a decentralized
infrastructure that ensures all stakeholders, including users and service providers, can independently verify each
computation due to the transparency of encrypted data and operations, along with the deterministic nature of
FHE [98]. The system enables direct comparison of operators’ performance through objective metrics. Since these
metrics are public, operators must maintain high service standards to retain customers and attract new ones.
Poor service quality is visible to users, regulators, and (with user permission) other service providers through
access control lists, enforcing accountability.

5.1 Encryption Evaluation
We utilized sensitive columns (see Table 3) in the dataset for our encryption evaluation to represent stages 1, 2,
and 3 of Figure 4. In the encryption process, the protocol uses a global FHE key as a public key under which
all inputs and private states are encrypted. The use of a single public key allows composability between smart
contracts and multi-user applications [98]. The decryption process uses a distributed threshold protocol where
multiple validators participate collectively to decrypt the data, as introduced in Section 2.3. Each validator holds a
share of the secret decryption key, and no single party knows the full key. When decryption is needed, validators
execute an interactive protocol using their key shares to jointly decrypt the ciphertext. This approach ensures
that a minimum number of validators above a certain threshold must cooperate to perform decryption, enhancing
security and preventing any single party from accessing the plain-text data independently.

We utilized all 1543 samples in the dataset. Table 3 presents the selected columns and their details. Note that
our proposed system can be adapted to handle additional columns based on the specific requirements of the
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service provider and the nature of the data being processed. The system allows for the inclusion of various QoE
influence factors and the evaluation of different service types. Additionally, we are not sending users’ personal
information to the blockchain due to privacy regulations such as the General Data Protection Regulation (GDPR)
that impose right-to-be-forgotten principles [8]. We analyzed five key metrics - QoS Type, QoD Model, QoD OS
Version, QoS Operator, and MOS. We encrypted the items using the Zama Protocol employing its JavaScript
library (fhevmjs) [99] with 8 bits due to the range of values.

Table 3. Sensitive Columns and Details for Encryption Evaluation.

Dataset Column Value Range Related to Details

QoS_type 1-5 Service
Operator

The type of service can reveal information about a
user’s mobile service plan

QoD_model 1-15 Device The device model can potentially be used to
identify individual users

QoS_operator 1-4 Service
Operator The mobile service operator information

QoD_os-version 1-18 Device Operating system version
MOS 1-5 User User subjective quality rating

Using the sensitive QoE impact factors listed in Table 3, we evaluated the performance of local encryption
under concurrent request loads of 10, 50, and 100. To conduct the tests, we used Apache JMeter to simulate
client-server interactions via an API endpoint that performs encryption operations. Figure 5 highlights scalability
challenges as request concurrency increases. Encryption latency increased under higher concurrency, changing
from approximately 0.1 seconds at 10 requests to 1.1 seconds at 100 requests due to server-side processing
demands. Similarly, CPU utilization scaled proportionally to request volume. Alternatives for encryption and
FHE operations performance, such as hardware acceleration schemes [37], are out of the scope of this study.

5.2 Homomorphic Operations
We established a baseline by evaluating addition, subtraction, and multiplication operations within a centralized
server architecture using the TFHE-rs library [100]. Similarly to encryption, we used Apache JMeter to simulate
client-server interactions via an API endpoint implemented in Rust, which handles homomorphic computations
on encrypted data. We measured latency for single-user requests and throughput under concurrent multi-user
load conditions. Figure 6 presents the performance of homomorphic encryption operations in a centralized server
setup. The chart on the left shows the latency distribution for basic arithmetic operations on MOS data under
single-user conditions. Under single-user conditions, the observed latencies remained in the millisecond range,
consistent with previously reported results in [100]. The chart on the right shows how latency changes as the
number of concurrent users increases, providing a view of system scalability.

Although centralized computation achieves processing times on the order of milliseconds, it introduces
a single point of failure and centralizes control over all operations. In contrast, the proposed architecture
prioritizes decentralization and privacy-preserving computation on encrypted QoE data, while still ensuring
public verifiability due to blockchain transparency.

5.3 Smart Contract Evaluation
5.3.1 Deployment and Transaction Cost. We evaluated the cost of deploying smart contracts that execute
arithmetic operations on encrypted data, as listed in Table 3. These operations include addition (Add), subtraction
(Sub), and multiplication (Mult). The deployment cost was measured in Ethereum (ETH) on the Sepolia public
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Fig. 5. Local encryption evaluation metrics, including encryption time and CPU usage under concurrent user loads for the
transaction items listed in Table 3. The measurements focus on stages 3 and 4 of the encryption process (see Figure 4),
showing how system performance and resource consumption change with increasing user load.

Add Sub Mult
FHE Operations

0

20

40

60

80

100

120

140

La
te

nc
y 

(m
s)

Latency (Single Request)

Add Sub Mult
FHE Operations

0

1

2

3

4

5

6

7

La
te

nc
y 

(s
)

Latency (Multiple Requests)
Category

10 Users
50 Users
100 Users

Fig. 6. Performance analysis of centralized homomorphic encryption operations. (Left) Latency distribution under single-user
conditions. (Right) varying user loads.

test network. The deployment was conducted using a JavaScript client using the web3.js library to send the
deployment transaction. Figure 7 shows the deployment cost for each operation. The compiled contract’s bytecode
is 3595 bytes for the Add operation, 3028 bytes for Sub, and 3528 bytes for Mult. The deployment cost was similar
across operations, ranging from 0.000794 ETH to 0.000907 ETH. Since these contracts perform basic operations
and are rarely redeployed. All the smart contract code is available in the GitHub repository [35]
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Fig. 7. Deployment cost (in ETH) for smart contracts implementing arithmetic operations—specifically Addition, Subtraction,
and Multiplication—for all items listed in Table 3 on the Sepolia public testnet.

Similarly, Table 4 shows the transaction costs on the Sepolia testnet for the smart contracts containing arithmetic
operations. These transactions, each with a size of 0.16 KB, had a mean confirmation time of approximately 11
seconds, as detailed in the table.

Table 4. Evaluation of transaction costs on the Sepolia public testnet, with a focus on processing operations over encrypted
data.

FHE
Operation on
QoE Metric

Transaction Size (KB) Transaction Confirmation Time (s) Transaction Cost (ETH)

mean std min max mean std min max
Add 0.16 11.52 0.85 9.73 12.90 0.000929 0.0 0.000929 0.000929
Mult 0.16 11.58 0.74 10.83 12.86 0.000708 0.0 0.000708 0.000708
Sub 0.16 11.67 0.84 9.70 12.95 0.000709 0.0 0.000708 0.000710

5.3.2 Transaction Confirmation Time. Figure 8 shows two performance metrics: the transaction confirmation time
by a consensus node in a local network, and the confirmation time on the Sepolia public blockchain. These metrics
correspond to the user submissions of all encrypted data presented in Table 3 and the subsequent transaction
confirmation by the network, which completes the FHE operations.

In the local network, the average transaction confirmation time was 8.78 seconds, with a standard deviation
of 0.61 seconds and a range of 7.11 to 10.22 seconds. This evaluation used the default configuration of the
BFT consensus protocol, with block creation set at 5-second intervals. This narrow range indicates consistent
processing performance for the smart contract described in Section 4.5. In comparison, the Sepolia public testnet
showed a higher average confirmation time of 11.52 seconds, with a standard deviation of 0.84 seconds and a
range from 9.73 to 12.97 seconds. The slower performance on Sepolia reflects the added overhead of its public
consensus process. However, the FHE operations do not introduce enough overhead to impact the block creation
process.

It’s important to note that the complexities of FHE operations can increase significantly with larger datasets and
higher numbers of user submissions. Additionally, communication delays within the network can substantially
affect the overall system performance, potentially increasing transaction confirmation times and influencing the
coordination of FHE computations across nodes.
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A note on high transaction rate: Since the focus of this study is on the privacy perspective employing
FHE operations, this study does not evaluate system performance under high QoE transaction submission rates
from users. Scalability remains a challenge, particularly when handling large transaction volumes. The potential
impact of high QoE data submission rates on blockchain scalability is not examined in this work. In future work,
we plan to address this limitation by evaluating system performance under high transaction rates and exploring
scalability solutions, such as layer-2 protocols and alternative consensus mechanisms.
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Fig. 8. Comparison of transaction confirmation time between local execution and the Sepolia public blockchain testnet.

5.4 Comparative Analysis with Existing Solutions
To position our decentralized and privacy-preserving QoE system, we provide a comparative analysis with existing
approaches. While comprehensive quantitative benchmarking of all potential solutions is beyond the scope of this
proof-of-concept study, we present a qualitative comparison highlighting key features and conceptual trade-offs.
We also plan to conduct detailed quantitative benchmarks in future work to further evaluate the performance of
the proposed architecture in relation to these existing methods. Table 5 presents a feature-based comparison of
various QoE approaches, including our proposed architecture, centralized cloud-based QoE, Federated Learning
for QoE, and Differential Privacy applied to QoE data.

Centralized Cloud-Based QoE systems prioritize performance but inherently expose user data to the service
provider, leading to significant privacy risks. Federated Learning offers improved privacy by enabling distributed
model training, but trade-offs remain. While FL reduces data centralization, it introduces communication overhead
[5, 44] and still presents risks of information leakage through aggregated model updates. Differential Privacy
provides a quantifiable privacy measure, but the necessity to add noise to achieve privacy impacts data utility
and QoE accuracy [31, 57].

In contrast, the proposed architecture combines blockchain for decentralization with FHE for computation on
encrypted data. This combination is designed to provide end-to-end data confidentiality, verifiable transparency
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Table 5. Comparative Analysis of Different QoE Management Approaches.

Existing Works

Feature
Centralized Cloud-Based QoE

[3], [54]

Federated Learning for QoE

[70],[85],[73],[58],[68]

[63],[21],[59],[72]

Differential Privacy for QoE

[48], [31], [101]

Proposed Blockchain-Based QoE

Architecture Using FHE

Privacy Preservation
Level

Low (Data exposed to central
provider)

Improved (Local training, but
aggregation risks)

Moderate (Privacy for aggre-
gate data, utility trade-off)

High (End-to-End Encryption,
Computation on Encrypted Data)

Decentralization Centralized Federated Centralized (Data collec-
tion/analysis often central-
ized)

Decentralized (Blockchain-based)

Transparency and
Auditability

Limited (Provider-controlled) Limited (Aggregation process
opaque)

Limited (DPmechanism can be
complex)

High (Blockchain immutability
and transparency)

User Control and
Governance

Low (Users have limited con-
trol over data usage)

Low to Moderate (Limited user
control in typical FL setups)

Low (Primarily algorithmic pri-
vacy)

High (Smart Contract ACLs, User-
Managed Permissions)

Computation on En-
crypted Data

No No No Yes (Fully Homomorphic Encryp-
tion)

Trust Model High Trust in Central Provider Trust in Central Aggregator Trust in DP Mechanism and
Data Curator

Reduced Trust (Trust in Cryp-
tography and Decentralized Net-
work)

Computational Over-
head

Low Moderate (Distributed train-
ing, communication costs)

Low (Noise addition in DP) High (FHE Operations, Bootstrap-
ping)

Deployment Com-
plexity

Low Moderate (Federated setup, co-
ordination)

Low to Moderate (DP imple-
mentation and parameter tun-
ing)

Moderate to High (Blockchain in-
tegration, FHE Smart Contracts)

Primary Advantage Simplicity, Performance Opti-
mization

Privacy-Aware Model Train-
ing, Reduced Data Centraliza-
tion

Privacy-Preserving Aggregate
Statistics

End-to-End Data Confidentiality,
User Empowerment, Verifiable
Transparency

Key Trade-off Privacy Risks [86] Potential Information Leakage
and Communication Overhead
[5], [44]

Utility Loss and Privacy-Utility
Trade-off [31], [57]

Computational Overhead and La-
tency [40], [12]

through blockchain, and granular user control via smart contracts — features not simultaneously offered by the
other approaches. However, this design also introduces trade-offs. Both homomorphic encryption operations
and blockchain consensus mechanisms increase processing latency. Unlike conventional encryption methods,
FHE allows computations to be performed directly on encrypted data at all stages, preserving confidentiality
throughout the process. To address performance challenges, future work will explore optimization mechanisms
to improve transaction processing rates while using FHE.

6 DISCUSSION

6.1 Performance Implications and Computational Overhead of FHE
FHE provides privacy guarantees for user data, as it is kept encrypted during processing. Some improvements
have been made to make FHE more practical [37, 96]. However, even with these performance improvements, FHE
remains slower than computation on unencrypted data. This is due to the inherently high computational cost
of operating on encrypted inputs, the large size of ciphertexts containing sensitive user data, and the need for
frequent bootstrapping steps to control noise accumulation [37]. Its performance characteristics are complex, as
the overhead scales with both the number of encrypted inputs and the complexity of the operations performed.

In our study, our proof-of-concept evaluates a scenario with multiple concurrent users submitting encrypted
QoE metrics derived from the real-world video streaming dataset [56]. These metrics, detailed in Table 3, include
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sensitive information like user MOS, device OS versions, and network operator details. In the setup configuration
shown in Table 2, the results in Figure 5 show a performance degradation as the system load increases; the average
encryption latency grew from milliseconds under a light load to over a second for 100 concurrent requests, with
a corresponding rise in CPU utilization. The performance of the homomorphic operations themselves, as detailed
in Figure 6, also highlights this scalability issue. Even simple arithmetic functions on encrypted data exhibit
millisecond-range latencies that degrade under concurrent user loads.

To mitigate this latency, our architecture utilizes an off-chain FHE co-processor, as presented in Figure
4. This design decouples heavy cryptographic tasks from the blockchain, allowing them to be handled by
dedicated hardware accelerators without altering the underlying blockchain protocol. This design provides the
architectural flexibility to enhance performance for demanding 6G networks, as the co-processor can be optimized
independently of the core protocol.

6.2 System applicability and adoption in 6G networks
As 6G networks transition toward decentralized architectures, they are expected to support a diverse range of
services, each with distinct performance and requirements. Our system’s flexibility allows for incorporating
QoE impact factors beyond those used in the current proof-of-concept (QoS type, device model, OS version, and
network operator). It can include factors relevant to emerging 6G services.

The system’s use of fully homomorphic encryption ensures user privacy protection as QoE data complexity
increases in user-centric and context-aware 6G networks. Centralized FHE computation achieves processing
times in the millisecond range but creates a single point of failure and concentrates control over all operations. In
contrast, our decentralized infrastructure eliminates the need for a centralized authority to manage QoE, enabling
decentralized operations across different network nodes and service providers. The system supports verifiable
computation: each node independently validates computations based on the transparency of encrypted data and
the deterministic behavior of FHE operations.

Additionally, service providers can create smart contracts to analyze aggregate QoE data and automatically
adjust their offerings.These contracts can execute computations on encrypted data, for example, adjusting network
resource allocation or triggering service improvements using certain thresholds. Due to the decentralized nature
of the system, regulators and other stakeholders can independently monitor service quality and verify compliance
without relying on a central authority or trusted intermediary while maintaining the privacy of both user data
and sensitive business information through encrypted computations.

However, 6G will introduce potential scalability challenges related to blockchain technology, particularly
in processing the high transaction rates [71]. As 6G networks are designed to support massive connectivity
and real-time applications, the volume of QoE evaluations and related transactions could be substantial. Future
research should explore scalability solutions for the blockchain component, such as sharding, layer-2 solutions, or
alternative consensus mechanisms, as proposed by Ni et al. [71], to ensure the system can handle the demands of
high-transaction environments expected in 6G networks without compromising the benefits of decentralization
and transparency.

6.3 How does the proposed system address the research questions?
Our research aimed to address the following three key questions regarding the implementation of a decentralized,
privacy-preserving QoE system for 6G networks:

(1) How does transparency in a decentralized infrastructure impact user trust and enable service
providers to understand users’ needs?
The proposed system uses a decentralized infrastructure to ensure transparency and enable trust in
computation. Users can confirm that their metrics are included in aggregate calculations without exposing
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sensitive data. The system supports verifiable computation: each node independently validates computa-
tions based on the transparency of encrypted data and the deterministic behavior of FHE operations.
Furthermore, the system enables service providers to share their service metrics with users and regulators
in a privacy-preserving manner using ACLs. This feature allows users to verify that the services they
receive correspond to what they originally subscribed to or requested without compromising the privacy of
other users or sensitive business information. For instance, service providers can demonstrate compliance
with quality standards or SLAs by sharing encrypted performance data that can be compared against
user-reported QoE metrics.
Service providers may be reluctant to share sensitive data with competitors for competitive reasons. Using
ACLs and encrypted data ensures that service providers can selectively share performance metrics with
users and regulators without exposing private information to other companies. Protecting proprietary
information encourages more open sharing of quality metrics, as providers can prove their service quality
without risking their competitive advantage. Due to homomorphic encryption, regulators can perform
necessary audits without accessing individual user data or proprietary company information. It enables a
more trusting environment where service quality can be verified while respecting all parties’ privacy and
business interests. Moreover, the system’s decentralized nature prevents any single entity from controlling
the process.

(2) How can end users govern data sharing and computations on their encrypted QoE data with
authorized parties (such as service providers and regulators), enabling these parties to perform
operations on the data while protecting both user privacy and business confidentiality?
Users can dynamically manage access and computations to their encrypted QoE data using ACL in the
smart contract functions. Our system allows users to control and audit who can access their data, for how
long, and for what purposes, while allowing for computations and analysis. It allows users to grant specific
permissions for individual QoE metrics to different addresses, such as service providers or auditors.
The blockchain provides a built-in auditing capability. Since permanent ACL changes are recorded on
the blockchain, users can review the access history of their data, seeing when and to whom access was
granted or revoked. This transparency allows users to monitor and verify how their data is used over
time. Additionally, consumers and regulators can make encrypted computations using metrics provided
by service providers to verify compliance, comparing actual performance against contracted service
levels without compromising sensitive business information or individual user privacy. This end-to-end
verifiability ensures transparency while maintaining the confidentiality required by all stakeholders.
Our system employs fully homomorphic encryption to allow users to contribute their QoE metrics in
an encrypted form. This approach enables users to share their experiences without exposing personal
data. Service providers can identify areas for improvement and optimize their services based on user
evaluation. The smart contract’s ability to handle computations on encrypted data means that operations
can be performed without decrypting individual user data, maintaining user privacy.
For regulators, the blockchain provides an immutable record of QoE metrics. A key feature of our system
is its ability to adapt to changes in the verification of service-level agreements (SLAs) through smart
contracts. These contracts enable comparison between actual service performance and contracted service
levels through encrypted computations. For instance, providers can demonstrate compliance for network
performance metrics like bandwidth, latency, and uptime by performing FHE operations that compare
encrypted measurements against contracted thresholds. This approach ensures regulatory verification
while maintaining the confidentiality of the underlying data throughout the process. While our current
implementation does not include a specific smart contract for SLA verification, the system’s architecture
using FHE is well-suited for such extensions. As future work, we plan to investigate specific smart contract
implementations for SLAs that incorporate encrypted verification.
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By encrypting QoE metrics and excluding personal data from blockchain transactions, we address the
conflict between GDPR’s right to be forgotten and blockchain technology’s immutable ledger. This
approach allows leveraging blockchain technology’s benefits for transparent and tamper-proof QoE
data collection while respecting and protecting user privacy. Even though the data remains encrypted,
companies and service providers can still make computations to improve their services using smart
contracts. Due to multi-user participation, the system generates a dataset that provides an understanding
of QoE, leading to service improvements.

7 CONCLUSION
Thiswork presented a novel decentralized and privacy-preserving system formanaging the quality of experience in
6G networks. The proposed study leverages blockchain technology and fully homomorphic encryption compatible
with any EVM-based blockchains to address the challenges of user privacy in QoE management. Our approach
enables users to actively contribute their QoE evaluations while maintaining the privacy of their sensitive data. By
employing FHE, the system allows service providers to perform computations on encrypted user data to improve
service quality without compromising individual user privacy. Blockchain’s data integrity and the deterministic
nature of FHE operations allow both users and regulators to independently verify computations and compliance.
This verification occurs without compromising privacy or revealing providers’ confidential business data, as all
computations remain encrypted.

We provided a security assumption and threat analysis, examining key security risks, including data privacy
breaches, decryption key reuse, key rotation vulnerabilities, malicious smart contracts, and ciphertext misuse.
We analyzed potential risks for each threat, described our technical mitigation strategies, and explained the
resulting security guarantees. Additionally, we evaluated our proof-of-concept implementation using PoQeMoN, a
real-world dataset of mobile video streaming sessions. Additionally, we developed the smart contracts employing
the fhEVM library, which uses a Rust implementation of Fast, Fully Homomorphic Encryption over the Torus.
Our evaluation indicated consistent performance in both encryption times and transaction processing, indicating
the system’s potential for practical application in existing blockchains with increased delay of milliseconds in
smart contract operations. Our proposed system is flexible to different QoE metrics and service types, allowing it
to adapt to the wide-ranging and evolving requirements of future 6G applications.

In this work, we focused on the privacy aspect of QoE data. Future work will address three primary areas. First,
we will investigate blockchain scalability to handle the large volume of QoE data expected in 6G networks. This
will involve improving the blockchain infrastructure and consensus mechanisms to ensure the system can operate
under high transaction loads in real-world conditions. Second, quantitative benchmarking will be conducted to
assess the performance of the proposed architecture and compare it against existing privacy-preserving solutions.
A formal security analysis will also be performed to evaluate the security properties offered by the combined use
of blockchain and FHE. Third, we plan to include automated SLA management through the use of confidential
smart contracts combined with FHE. This approach will enable the automatic monitoring of compliance, trigger
actions based on encrypted QoE metrics, and support dynamic adjustments to SLAs, all while preserving data
privacy.
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