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1 Introduction

Distributed applications are becoming bigger. more complex and increasingly dependent
on other distributed programs and services. Tlis situation creates an higher demand of
systems that support on-line management of distributed programs and services through
monitoring and dynamic configuration facilities. Such management may be used for gua-
ranteeing the reliable and efficient execution of distributed programs, and the availability
of essential services or processes in spite of node or communication failures.

Compared to the traditional network management, Distributed application monagen n[7)
handles runtime information at a higher level which is more related to the application do-
main than to the basic data units exchanged between the network components. Distribu-
ted application management in general. consists of configuring. nionitoring and controlling
application processes and servers and the communication links {bindings) between these
processes. It may be oriented towards different purposes, such as fault, performance. se-
curity or configuration management. This work is concerned with distributed application
management forused on the automatic enforcement of availability policies.

Some work has been done in implementing specific 1ools for menitoring and controlling
distributed applications. such as the Meta Toolkit[12]. the Megascope tool{i5] within the
Project Pilgrim[14] and the tools developed by Huang and Kintala[8]. However. until now.
there is no system that supports the management of DCE-based applications with respect
to fault-tolerance and availability requirements.

Sampa, which stands for System for Availability Management of Process-based Applicati-
ons, has been designed to support the management of lault-tolerant DCE-based services
and programs through the enforcement of application-specific availability specifications. [t
will be a decentralized and fault-tolerant svsiem based on several DCE services. such as
RPC. the Cell Directory Service {CDS) and the Distributed File System (DFS).

Sampa is supposed to detect faults such as node crashes. network partitions, process crashes
and hang-ups, and to automatically exccute the necessary recovery actions according to a
user-provided availability specification. Due to Sampa’s limited support for checkpointing
its fault detection and recovery capabilities are constrained to the automatic detection
& recovery of the faults mentioned above. and periadie checkpointing and recovery ol



some of the program’s internal state. which corresponds to level 2 in Huang& Kintala's(8]
classification of fault-tolerance facilities. Therefore, the main application areas for such
kind of fault tolerance are systems with higher demands on availability than on strong data
cousistency, such as telephone switching systems or information retrieval systems.

In this paper we will focus on the design of the base services within Sampa and show
lhow they can be used for managing a generic replicated service. After presenting the
system’s global architecture and its main components in section 2. in sections 3, 4 and 5 we
describe the design and main features of its reliable group communication. monitoring and
checkpointing facilities, respectively. Then, in section 6 we present Sampa’s language for
writing availability specifications along an exanple. In sections 7 and 8 we then comment
on related work and draw some conclusions on the current status and f{uture steps of the
project.

2 Sampa’s Global Architecture

Sampa’s architecture is based on the principle of separating all sorts of management func-
tions, (e.g. monitoring, process management, checkpointing) into two levels. At a lower
level, agents executing on every liost execute all sorts of local process management tasks
( e.g. process creation and deletion, checkpointing) and monitoring operations (e.g. collec-
tion, filtering and data pre-analysis) and interact with a supervisor process for notifying
fault occurrences and receiving monitoring and reconfiguration commands.

At a higher level a supervisor takes global management decisions for each distributed
service {or application program) according to its availability specification and based on
the monitored data received (rom the agents. The availability specification includes global
inonitoring and reconfiguration directives that are interpreted by the supervisor and are
further delegated as simpler commands to the corresponding agents. The supervisor also
provides a user interface (ur configuring the distributed programs/services in an ad-hoc
manner.
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Figure 1: The Sampa Architecture

Following this approach, Sampa’s architecture (Figure 1) consists of a set of base services
and a set of agents available on every system node. The agents are responsible for monito-
ring several hardware. operating system and DCE resources at their node (e.g. CPU and
memory utilization. RPC request rate, etc.) and analyzing the data before sending it to the
supervisor. Desides this, the agents have full control of all application processes and ser-
vers executing on their node. Due to the fault-tolerance requirements of the system itself.
agents are also in charge of monitoring the availability of the other agents and ol reporting
any failures (node crash, network partition) to the other agents and to the supervisor.



Although in principle this architecture may be used with more than one supervisor. each
of which specialized in a certain kind of management ( e.g. performance, configuratiou or
availability management) our initial goal in the project is to implement a single supervisor
which controls monitoring, system availability and reconfiguration.

2.1 Base Services

For implementing fault tolerant services and applications, a set of base services is currently
being developed on the top of DCE. They will be used both by management agents and by
the application processes. The base services will be partly implemented as runtime libraries
and as system processes (daemons or clerks) which will issue operating system calls and
use DCE services. The base services include reliable group communication, monitoring
support and basic checkpointing support.

Since DCE does not provide any form of reliable broadcast communication mechanism and
it is well known that fault-tolerant programs based on replicated processes rely on such
facility, we decided to implement such a service in Sampa. Although many others have
also implemented reliable group communication for various kinds of operating systems
and runtime environments, the main challenge in building such a service for DCE is to
implement it efficiently in user space and for RPCs.

The second of the base services is the monitoring support. Depending on its purpose,
monitoring can apply several techniques with different degrees of intrusion and different
instrumentation requirements. However. for the purpose of availability and configuration
management we found that one needs only monitoring at the process level, with simple
queries to the operating system and runtime libraries for checking the availability and
activity of processes and performing simple performance measurements. Such queries do
not need any instrumentation of the application code and can also be implemented in nser
space. The basic idea is to implement the sampling. storage. filtering and pre-analvsis of
the monitored data in special monitoring processes. which are created by the agents. and
communicate with them for setling monitoring parameters and transmitting data or cvents
to the supervisor.

The third of the base services is a checkpointing support. which allows for saving and
restoring of global variables within the application processes.! The basic idea is that
every application process is transformed into a potential server for two basic procedures,
stove_state and load_state. which can be invoked either by the process itself or by any
external process. e.g. an agent.

Unfortunately. checkpointing is impossible without some sort of application instrumenta-
tion. However. we chose to automate this instrumentation by a macro preprocessor for
application programs written in the C language. Based on an annotation of the variables
and data structures that characterize the relevant process states. this preprocessor genera-
tes the procedures to save and load the variable's values to and from a file. and also the
calls to DCE's runtime library 1o export this interface and to wait for call requests. At
runtime. procedures load_state and store_state may then be executed (by the application
process itself) at user-specified program points. where the process stops and temporarily

'In (uture versions we plan to extend this checkpointing facility to record and restore also file access
operations.



listens for a call request to any of the two procedures. For servers, this listening can be
combined with the waiting for call requests for the other server's functions, since at these
points the server is typically in a consistent state.

For all these hase services. the main challenge has becn to design them such that they do
not require any change of DCE’s runtime system and the local operating system kernel.

2.2 Agents

The management agents are responsible for performing all the basic and local monitoring
and process control at one host on behalf of the supervisor, thus combining the functionality
of Huang&Kintala’s watchdog daemon(8] and Pilgrim’s Generic Instantiation Service[16].
Agents are in charge of creating and destroying application processes, performing check-
points at these processes and controlling the mouitoring activities at the host. In order to
perform these functions, agents use some of Sampa’s base services, local operating system
facilities and DCE services.

The following is a list of the three main tasks of the agents. Most of them require strong
interaction with the supervisor and the other agents, which are defined in several manage-
ment protocols.

Mounitoring One of the main tasks of agents is to configure and control the monitoring of
local processes with respect to their availability, resource usage, request and message
receive rates, etc. An agent will perform monitoring control based on monitoring
commands received from the supervisor, which may enable/disable monitoring or
contain a monitoring parameter (e.g. threshold or reporting directive).

Counfiguration Control Agents are also responsible for creating, checkpointing, and de-
leting application processes, and keeping track of the current communication binding
relations among these processes{by accessing DCE's binding_reps{17)). They perform
these operations according to configuration commands received [rom the supervisor
and which are derived from the availability specification for each individual pro-
gram/service.

Mutual Control Because Sampa is supposed to be itself fault-tolerant, agents will pe-
riodically check for the availability of other agents and broadcast any faults to the
remaining agents and the supervisor. This mutual control will be performed using
a synchronous membership protocol[1] based on progressive timeouts and a cyclic
organization of the agents. This mutual control protocol is described in [3].

2.3 Supervisor

The management supervisor is responsible for analyzing the monitored data and enforcing
the global availability policy for each of the managed programs or services.

Since a single supervisor must be able to manage several programs within the same network,
every such application will have an unique application identification (Appld). which will
have the status of a DCE principaf[17] and thus will be subject to the authorization and
authentication procedures in DCE.



Within each application program. every process will be uniquely identified by an identifica-
tion of the agent managing it ( -lgentld) and by an unique process identification ( Objectid).
The triple (Appld. Agentld .Objeetfd) will thus uniquely identify every process in Sampa
and will be used in every monitaring or configuration control message hetween the super-
visor and an agent.

In some supervisor-agent interactions, some of the above mentioned identifiers may be set
to a default empty value. For example, in an general initialization or reset request Appld
may be empty. When Appld is set, but the other two ficlds are empty, the request is
defining a global. application-specific parameter which applies to all agents. Requests with
empty Objectld refer to all objects of application Appld at agent Agentld.

The main tasks of a Sampa supervisor is to display the current distribution of servers and
application processes in the network, accept monitoring and reconfiguration commands
from the user, and control the distributed programs and services according to their specific
availability specifications provided by the user. This availability specs are written in a rule-
based language as event-action-pairs. In section 6 we will show a simple example of such
a specification.

3 Reliable Group Communication

Reliable group communication in Sampa will be implemented using a central coordinator
(sequencer) per group, similar to the approach used in Amoeba[9]. The major advantage
of this approach is its simplicity and its moderate overhead compared to fully decentralized
algorithms. The potential main disadvantage is that the sequencer becomes a central point
of failure, requiring the election of a new sequencer and some housekeeping when the
sequencer crashes.

We will overcome Lhis problem by implementing the sequencer in a hot standby schiene.
This means that it will be implemented by two processes (running on different inaclines)
where one of them is active. i.e. is processing group communication requests. while the
other continuously gets updates of the primary scquencer’s state. Thus. when the primary
sequencer crashes, the standby process can immediately take over, sinee it las all the
relevant information, e.g. the message history and the ackuowledgment records.

3.1 Main Characteristics

Besides the fault-tolerating characteristics mentioned above. Sampa's group communication
will have following additional characteristics:

Total ordering Within each group total ordering is guaranteed by forcing that every
request is handled by the corresponding sequencer. which attaches a sequence number
to every broadcast or control message.

Closed and dynamic group structure In order to be able to use the group commu-
nication facilities. an application process must first join the corresponding group.
Since the join and leare requests are also handled by the sequencer. this operations
are synchronized with the broadcast messages.

w



Minimal delivery ratio When a group is created one parameter specifies the ratio of the

number of group members minus ! (i.e the sender) which must receive any broadcast

-« message in the group. The ratio r determines the minimum number of group mewmbers
n that must receive the messages.

FIFO delivery Given a minimal number of receivers n in a group, every message is either
delivered to at least n application processes or to none of them.

Maximum Delay Another parameter of the group creation is the maximum amount of
time the sender should wait for the completion of the broadcast. I the message
cannot be delivered to at least n processes. the hroadcast is aborted and the sender
is notified.

Blocking broadcast Sending a message in a group blocks the sender until at least n
application processes have received the message. Because RPC is the basic IPC
mechanism in DCE. message delivery is performed as the daemon's reply to the
rev.grp RPC issued by the application process that is a group member.

3.2 Architecture

Unlike in Amoeba and other systems, our group communication service will be implemented
through daemon processes in user mode rather than by system processes in kernel mode.
Each of these daemons is a multi-threaded process which handles application processes
request for any existing group. Thus, every host will have exactly one such daemon, acting
as a servant (clerk) for the members of different groups.
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Figure 2: Sampa’s group communication dacmons

Figure 2 shows Sampa's group dacmons (sgd) simultaneously serving processes in two
process groups. ¢l and ¢2. In this figure. pri, and bek, denote whether the daemon plays
the role of the primary or backup sequencer for a gronp i. While priis the specific daemon
at which the creation request for the corresponding gronp was made, bek is an arbitrary
daemon running on another host. which is chosen at the moment the group is created.

The primary sequencer (pri) is in charge of processing all requests for joining or leaving,
and sending group messages. These requests are imade by the application processes to the
local daemons. which send them to the appropriate sequencer. The pri daemon of a group
is also responsible for storing and updating a message hislory, i.e. the messages not yet



delivered to all receivers in the group, and retransinitting a message which Las not been
received by a certain daemon.

Assuming n to be the minimum number of required receivers of a group, message delivery
is done in a two-phase protocol. where pri sends a comuit message to all daemons as soon
as it has received acknowledgments telling that there are at least n group members waiting
for the message.

There are two ways a daemon can acknowledge the receipt of a group message. In the
Direct Ack Policyevery daemon immediately acknowledges the message receipt and informs
whether the message can be delivered. Direct Ack is automatically set if the group has been
created with a non-zero delay parameter. The second form is the Indirect Ack Policy, in
which the daemon waits until there is another message to prim, on which it can piggy-back
the acknowledgment.

In both cases, the acknowledgment consists of a pair of sequence numbers. one for the last
received (rcv_ack) and for the last delivered message(dlv_ack), and an integer dlv.nr
specifying how many group members are waiting for a broadcast at the daemon’s site.
With rcv_ack pri knows if it has to retransmit a given message to a certain dacmon.
Sequence number dlv_ack and the sum of dlvonr from all daemons tell priif the message
can be delivered to at least n group members, and thus if it can unblock the sender of the
group message.
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Figure 3: Group communication with Indirect Ack Policy
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Figure 3 shows the control messages among the daemons (pri, bck, sgd) for a single
group (with members AP1, AP2 and later AP3) using the Indirect -ck Policy. In this
example AP1 sends message m. which is later received by AP2. Everv message from pri
carries a sequence number, and messages from other daemons to pr carry the pair of
sequence numbers rcv_ack and dlv_ack. respectively. shown in square braces.

Notice that since the rev_grp has been received by sgd after the join request from AP3. the
first piggy-backed dlv._ack is still 6. while rev_ack is 7. With this information pri knows
that it need not retransmit message m to sgd. but it cannot release AP1 until it receives
dlv_ack with value 7. Only when pri gets the ack-pair [7,7]. it knows that there is a
receiver at sgd. It then can unblock AP1 and also send the commit for message m (c7).
by which sgd can then deliver the message to AP2. Notice also that since AP3 jotned the
group after the broadcast of m. it should not receive the message.

As suggested by the previous example. the backup daemon bek is required to use always



the Dircet Ack Policy to acknowledge pri's state update, and if bek also has any group
members its d1v_ack and dlv_nr will also be taken into account by pri. Although this hot
standby scheme represents an additional averhead for the group service, it pays ofl when
pri crashes. because then bek can immediately assume the primary role informing all other
daemons of this change, choosing a new backup and sending the current message history
1o this new backup.

3.3 Interface

The group communication service of Sampa is described by following RPC interface. which
is 10 be imported by every application process enrolling in a group membership.

create_grp([in] mx_mem, [in] mx-msgs. [in] ratio. [in] mx_delay) — grid
join_grp ([in] grd. {in] Pid):— bool

leave_grp(fin] gr.id. [in} Pid):— hool

snd_gep ([in] grd. [in] msg, {in] msgsize):— bool

rev_grp {[in] grid. [out] bulfer, [in] buff_size):— int

info_grp({in] gr.id. (in] kind, [ont] buffer. {in] buff_size):— bool
reset_grp([in] gr_id, [in] ratio, {in] mx_mem. [in] mx_delay):— bool

Besides the already mentioned parameters minimal delivery rtio (ratio) and mazimum
delay (mx_delay). procedure create_grp is also parameterized with the maximum number
of group members (inx_mem) and the size of the message history (mx-msgs). The return
value is a unique group identifier. which must be used in all other calls to the group
communication service. Notice that it is the task of the application program to disseminate
this group identifier among all processes that are candidates for hecoming group members.
Procedure info_grp is used to obtain different kinds of information about a group. e.g. the
identification of its pri {or brk) dacmons. the list of member processes. the current size of
its message history. the number of aborted broadeasts. ctc.

Besides this external intetface, the group communication service has also an internal inter-
face. which defines thie calls among the daemons for coutrol purposes. llowever. since in
this case it is necessary 1o address individual dacmons, there will be a specific C'DS entry
for each of the dacimons.

4 Monitoring Support

Since monitoring in Sampa is focused on availability management. it requires only facilities
for collecting process-level information i.e. data and events that are visible externally to
the processes and can be collected asvnchronously to the processes execution. Examples of
such data are CPU wmtilization. process activity or RPC request rates. etc. Thus, Sampa’s
monitoring facilities will be restricted to the sampling and analysis of data that can be
obtained hy queries 1o the focal operating system and the DCE runtime library. Such
¢rternal monitoring has the advantage of heing less imtrusive than other approaches which
instrument application processes and runtime libraries with probes that send runtime data
1o sensors.  The other advantage of «rternal monttoring is that it does not require any



changes to the operating system or runtime libraries. which makes it more portable than
other techniques.

4.1 Basic Concepts

We define monitoring instances to be active entities at one host which collect runtime data
cither related to the host or to an individual application process running on that host.
Fvery monitoring instance is derived from a menitorinyg type, which defines a monitoring
metric, i.e. the type of data collected and the parameters that can be set for every instance
of this type, such as the sampling interval. a threshokdl. or the precision.

Examples of monitoring types could be programs that query the operating system, like
jostat, vmstat. the DCE runtime library and DCE services, or poll the activity of an
application process by sending it signals?, Every fype provides a specific kind of monitored
data, which can range from 2 simple integer to a structured set of data.

4.2 Architecture

As mentioned. all monitoring activities at a host will he controlled by the corresponding
agent on that host, which will create monitoring instances each of which will be respon-
sible for monitoring a particular instance of a host, operating system or DCE resource,
according to the functionality defined by their corresponding type. Instances will sample
performance and resource utilization data by making the appropriate calls to the operating
system and shared DCE runtime libraries, store the data in internal data structures and
communicate with the controlling agent whenever data or an event needs to be forwarded
to the supervisor. Communication hetween the agent and its monitoring instances will be
performed using the local [PC mechanism. such as the UNIX pipe.

Figure 4 illustrates this monitoring architecture, where 7. 1.# and I3 are monitoring ins-
tances created for different metrics.
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Figure 4: Sampa’s Monitoring Architecture

All Jocal monitoring coutrol done by the agents will be done according to monitoring com-
mands received from the supervisor. Through these monitoring commands the supervisor
may enable or disable monitoring of a particular justance. set threshoid values and sampling
intervals, or set other monitoring parameters. Most nionitoring commands will include a
unique identification of the monitoring instance (inst), which will have been assigned at

2]n this case however, the program must be instrumented to react to the siguais



creation time using the naming convention discussed in section 2.3. Some commands may
also contain the identification of the object obj(i.c. process) to be monitored. At instance
creation, miype indicates the executable file that implements the corresponding monitoring
Lype.

Following is a list of some monitoring commands and their semantics:

crt miype — inst start miype
ena inst [0bj] enable monitoring of obj by inst
dis inst [ohj) disable monitoring of obj by inst

set_thr inst [obj] value set a threshold
set_si inst [obj] time  sct the sampling interval (in sec)
set_ni inst {obj] time set time interval for notifications to supervisor (in sec)

Recall that depending on the type. only some of the mounitoring commands for setting
parameters may are applicable, and the others will be ignored by the agent.

The main advantage of this monitoring architecture is that since monitoring insfances are
actually processes fork-ed and erec-ed by the agent. this yields to a flexible monitoring
approach where new. and operating system-specific types can be easily incorporated. The
other advantage is the uniform trealtment among monitoring and application processes
within Sampa.

The obvious disadvantage is that having additional processes for monitoring, their resource
usage will have a significant influence on the system’s performance. The other disadvantage
is the lack of control on the scheduling of the monitoring instances (done by the operating
system), which makes it impossible to enforce precise sampling and notification intervals.

5 Checkpointing Support

Sampa's checkpointing support is based on the premise that state-saving operations are
essentially application-specific and should therefore incarporate inuch of the application
programmer’s knowledge of which are the data structures within cach process that fully
characterize the program state,

Therelore we decided to take a simple approach of implementing a source-code preproressor
which automatically generates procedures sare_state and Ioad_state. that store and load
the values of annotated variables to and from a file® provided as a parameter to these
procedures. Since these procedures are also exported 1o the C1DS namespace. they can be
invoked both by the checkpointing process itsell and by other processes. as for example. the
agents. Although the above procedures have exactly the same signature for all processes.
are defined in an wnique interface definition file spep.i1dl and thus share the same 177D,
their definition will differ from one process to another due to the specific data structures
to be saved in cach process.

For another process to be able 1o identily these procedures at different processes. the
corresponding bindings are exported as different entries to the CDS with Sampa’s unique
process identification as a namespace entry attribute. When a process needs 1o save or

3Hence our approach requires the existence of a distributed file system hke DCE's DFS
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reload its own state. however. it should call its own procedures rather than the equivalent
remote procedures.

5.1 The preprocessor

In this section we present some of the preprocessor macros and explain how the preprocessor
works along a simple example.

As mentioned earlier. the source code of an application process must be slightly modified
in order to allow for its state to be checkpointed. These changes include the annotation of
some variables and data structures (with a tilde ") as well as macro calls at the program
points where checkpointing should be initialized (INITCP) and where checkpointing is
enabled (CPIIERE).

Figure 5 shows a simple example of an annotated source code. In this case. variables state
and 1ist represent the process state to be checkpointed.

main(int argc, char ssargv)
{
int “state;
Teg_ t* “list;
INITCP
while (1) {
CPHERE
/#* other processing */
}
}

Figure 5: Annotated code

After running the checkpoint preprocessor over this source. the original source code is ex-
panded as shown in Figure 6. The main extensions are the definition and call of functions to
initialize and wait for checkpointing requests to procedures sarr_stafe and load_state. which
have also been generated. Besides this, variables state aml list hiave been transformed
into global variables in order to be accessible by these procedures and the checkpoint-
specific {and idl-generated) spep . h file has been included. Notice that (' PHERE has been
substituted by a call to DCE’s blocking rpc_server_listen(.. )Y and the starting of a
thread which will unblock our program after time (T) by calling D('E’s runtime procedure
rpc_mgmt_stop_server_listening. Notice that T must be chosen big enough to allow for
both save_state or load_state to complete. In the generated procedure save state.
sv_int is a library procedure for saving integer values {in a canonic format) to the file
and sv.lregt is a generated procedure for saving a linked data structure based on rec_t.
which nses library procednres for the scalar types within this structured wype.

Sampa’s checkpointing approach thus requires the application programmer to decide only
which data stmctures characterize the relevant process state. and to choose the program
point(s) where checkpointing should be allowed. Lor server processes that also export

1§ local checkpointing, should also be done at this pont. save_state must be called after this command.
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#include "spcp.h”

int state;

reg_t* list;

void sp_cp.init(void);

void listen_until{int t);

void save_state(char *filename);
void load_state(char sfilename);

main(int argc, char esargv(])
{

sp_cp.init;

while (1)

{
pthread_create(listen_until(T));
Tpc_server_listen(..)

/¢ other processing */
¥
}
void save_state(char #tile) {

FILE =1d;

fd = fopen(file,"w");

sv_int(fd, state);

sv_lregt(fd, list);
fclose(2d};
}

..definition of the othar procedures ..
Figure 6: Expanded Source Code

another interface. the programmer even must not set CPHERE. since the process can listen
to all its interfaces (including the checkpomnt interface) simultaneously.

6 Availability Specification

In this section we give an idea of Sampa’s language for specilying the availability policy of
distributed programs. along a simple example.

It is a rule-based scripting language with Perl{18]-like control structures, a set of basic
operators for comparison and manipulation of strings. list and sets. such as <, == (equa-
lity), ++ and —— (set union and difference), and others. BDesides those, there is a set ol
build-in primitives for performing basic configuration and monitoring countrol. which are
translated into equivalent supervisor commands to the agents.

The following table gives the semantics of some common primitives for different purposes.
where prog. proc. grp and itf are place holders for the name of an exccutable (or its call), a
process. a group and au interface identifier. respectively, and the suffix L always denotes
list of such names/identifiers.



Configuration control:

(“realefprog,host) — proc
Delete(proc)
GetProcld{prog.hosi) —procl
GetGroupld(proc) —grp
GetBmdgs(procL iufL}) —procL

create new process [roin prog at host
delete a process

all processes of prog executing at host
groupld created by proc

all processes with bindings to any interface
in afL of procl

Monttoring Control:

Crashed{hostL) —host
Lost(prog,hostL} —procl
Stopped{prog,hostL) —procl

event of a crashed host among hostL
event of process crash on any of hostL
event of process hang-up on any of hostl

Miscellaneous:
Any(list) —elem selects any element from list
_Card(list] —nieger cardinality of list =

Every rule in this script language is an event-action-pair written in the form event >>
actions. An event may he the occurrence of a failure. the satisfaction of a condition
involving a boolean expression and script variables, or the passing of a given time period.
The latest case is used for specilying periodic control actions. There is also init, which
is a special event that is triggered by an interactive user command to start a distributed
program.

The language also supports script variables (preceded by %). whose values are list of names,
identifiers or integers, all of them represented as strings. As in most scripting languages,
those variables don't have to be declared before they are used. Some special (environment)
variables have predefined values which are set when Sampa is started. such as AllHosts.
which contains the list of all managed hosts. lowever. most of these variables can be
redefined for each application.

6.1 Example

In this section we will give an example of an availability specilication for a hypothetic
fault-tolerant service implemented using the active replica approach(13). In this approach.
a service is implemented by replicated servers. which maintain their states exactly the
same and svnchronized with the receipt of any new request. As mentioned. active replica
is usually implemented by connecting the servers through a communication group with the
property of FIFO delivery.

Assume that for our replicated service (ARserv) we want to detect if some of the scrvers
has crashed. and if this happened. to start a new server which should incorporate the
other replica’s state and also join the communication group. For this to be possible. we
assume that at least one of the servers checkpaints its relevant state to a given file {with
its name stored in script variable YARfile) aller processing each of its requests.  Fhus.
assuming that the group has been created with ratio = | delivery of every broadcast
message is postponed until the minimum number of members is available. Therefore. if a
new member starts with the current state of the service. i.c. the checkpointed state. and
the other members can procecd with servicing requests only when the new member joins
the group, we guarantee that the group of replicated servers will also have synchronized
states in this new ‘incarnation” of the service.



ARserv {
init >> {
%GrCreator = Create("ARserver -g","mafalda");
Create(“ARserver”,"bidu”);
Create(“ARserver”,Any(%AllHosts));
%gid = GetGroupld(Grlreator);
}
+10 > {
%gr_memb = GetGrpInf(¥gid,“all_membars®);
Ysarvars = “*;
forall %j in %AllHosts do
%servers = Jservers ++ GetProcId(ARserver,%j);
}
Card(¥%servers) < Card(¥%gr_memb) > {
/missing = Ygr_memb -- Yservers;
forall %i in Ymissing do {
%new = create("ARserver", Any(%Allhosts));
load(%new,%ARLile);
join_grp{%gid,’new);
leave_grp(%gid,%i);

Figure 7: Sampa Script for Replicated Servers

Figure 7 shows the script describing the monitoring and coutrol actions that gives one solu-
tion for enforcing the above-mentioned availability policy for service ARserv. Atevent init
the service is started with three servers, of which the first server is the group creator. I'he
group id is obtained from this process and stored in variable %gid.

The remaining two sections of the script specify that every 10 seconds the svstem must check
if the number of servers (instances of program ARserver) is equal to the number of group
members. The set of group members is obtained form GetGrpInfo. which is translated into
a command from the supervisor to an agent for calling info_grp. Primitive GetProcld is
used to get the process [ds of all executing servers on each node, which are then collected
in variable {servers.

Once number of replicas is less than the number of group members (Card(¥%servers) <
Card(%gr.memb). the set difference is calculated and stored in list ¥missing. Then. for
each list element, a new servers is created, which is initialized with the checkpointed state
and joined to the communication group, and the list element is unregistered from the group.
Although this language has not vet been completely delined. the example should give an
idea of how it can be used to describe reconfigurations that ensure continuous availability
for some class of fault-tolerant distributed prograumis.
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7 Related Work

Several other groups working with monitoring. fault-tolerance. dynamic configuration and
distributed application management have had influence on the design of Sampa’s architec-
ture and services.

CONIC{11] and its successor langnages [10] have shown the advantages of having a strict
separation between the program algorithms and configuration. With Sampa, we aim at ex-
tending this approach for availability policies for fault-tolerant programs, Bauer et al. pro-
posed a reference architecture for general-purpose distributed application management(1].
but their main focus is on monitoring, management integration and system modeling.

Becker[2] describes an architecture based on the concept of a fault-tolerance layer that
hides fault-tolerance issues from distributed programs. Similar to Sampa’s base services
and agents, this layer provides special services (e.g. surveillance, checkpointing, atomic
broadcast) for services with fault-tolerance requirements. The main difference is that in
his approach, the availability policy is programmed into such layer. rather than being input
for a supervising programn.

Specific tools for monitoring and controlling distributed applications have also been im-
plemented. One of the them is the Megascope[15] of the Pilgrim Project[14]. It is a basic
monitoring service for management of DCE-based applications. which is designed around
a centralized database (panel), for collecting and querying cell-specific monitored data.

Huang&Kintala[8] have also implemented a nice set of tools for controlling availability
and checkpointing, but their work is not concerned with describing global availability
specifications.

Another one the Meta Toolkit[12]. which is based on the ISIS system[3]. It provides means
for instrumenting distributed application processes with sensors and actuators. which are
used for monitoring and controlling the execution of the application processes from a control
layer, where monitoring & configuration is specified in a rule-based language (Lomita).
Compared to Meta. our work differs in that it allows for a less intrusive and more flexible
monitoring and defines a higher-level language for specifving availability and monitoring
directives.

8 Conclusion

The Sampa project started from the belief that distributed applications, in particular those
with high availability requirements. require tools which allow for automating (at lcast some
of) its reconfiguration and recovery actions. Since OSF’s DCE is emerging as a de-facto
standard environment for developing distributed programs. we decided to design such a
svstem for DCE-based programs/services.

Ve have just started implementing the hase services. in particular the group communication
and monitoring services. For hoth services. we noticed that implementing them only with
DCE’s RPC would lead to poor performance. Therelore, we decided to implement these
services using Concert/C[6). which provides both message passing and RPC facilities. and
gives means for interfacing DCE-based applications. Our decision to implement monitoring
as a flexible service performed by processes came from the understanding that monitoring
is always very dependent on the particular execution environment. and that one should be
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able to adapt monitoring to tlie specific operating systems in use. Unfortunately, we have
not yet started the implementation of Sampa’s checkpoiuting facility, but we helieve that
this will happen in the next months.

In parallel to those developments, we are designing the supervisor-agent protocols for
monitoring and configuration control and implemnenting some agent prototypes. Dy the
middle of next year we expect to have an agent implementation with a reasonable set
of monitoring and configuration control facilities and then we will finish the definition of
Sampa's scripting langnage and iniplement the supervisor.

We have not vet tackled many ather important issues, such as security management, sup-
port for multiple management, and scalability issues, which we will consider in later steps
of the project.
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