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1 Introduction 

Distributed applications are becomin!!: bigger. morP romplcx and increa.singly dependent 

on other distributed programs and services. This situation creates an higher demand of 

systems that support on-line management of distributed programs and services through 

monitoring and dynamic configuration facilities. Such management may be used for gua­

ranteeing the reliable and efficient execution of distributed programs. and the availability 

of essential services or process<'S in spite of node or communkation failnrPs. 

Compared to the traditional network management. Di.,tnb11te1/ 11p11licttlion mflnrt9em1 11l[,J 

lo:uull<'s runtim<' information al a high<'r le,·PI which is mor<' r<'lated to the application do­

ma.in than 1o tht.~ l,,L-.ic- cl.,ta. unih <~xrhau~('<I lu•twt~II tlw n•~twork cnm1,on(_llll!i- . Oi-.trihn­

l••tl applicatiou management in gen<'ral. cousi>ts of conli~urin,;. monitoring and cont rolling 

application processes and srn·ers and th<' rommunicat.ion links I bindings) between tlws<' 

processes. It ma~· he orientPd towards different purposes. such as fault, performance. se­

curity or confil!;uration management. This work is conrern<'<I with distributed application 

management for.used on thP automatic enforcem<'nt of a,•ailahility policies. 

Some work ha.<: been ,lone in impl<'lll<'lllinl!; <1>Nifir. luob fnr monitoring and ro11trolli11~ 

,Jistributed applications. such as the ~l<'ta Toolkit(l:2]. th<' !\legascope tooll15] within the 

Project Pihr;rim(l4) and the tools de,·elopPd hy Jinan!!: aud li:intala(8]. However. until now. 

there is no system that supports the mana)!;em<'nt of l)("f.. based ap11lications l\"ith re,;pcct 

to fault-tolerance and availability r<'qnirl'ments . 

Sam pa. which stands for System for A uailability .\lan119emenl of Process-bn.sed Applicati­

on.,, has been designed to support the management of fault-tolerant DCE-based services 

and pr<>11:rams throu,:h the rnforcem<'nt of applicatio1i-s1,,.cilic availability sprcilkations. It 

will be a decentralized and fault-tolt'rant wstem ha.sl'd 011 s<'veral Dl'E services. surh as 

RPC. the Cell Directory Service (CDS) and the Disuibuted File Srstem (DFSl. 

Sampa is supposed to ,(elect faults such a.~ nodl' cra.shl's. nt•twork partitions. process craslws 

and hanl!;•Ups. and to automatically exl'Cute th<' n...-essary reco,·er:,- action~ accordinl!; to a 

user-provided availability specification. One to Sampa·s limit<>d support for checkpointing 

its fault detection and r('('.O\"t'ry rnpabilitil's are ronstrairwd to the ,rntomatic dNection 

w ri,covery of Llw faults mPntioucd ahow. a11tl 1wri0tlk du'<"kpointin,t and rrrm·<'ry ol 



some of the program's internal state. which corresponds to level 2 in lluang&Kintala"s[8] 
classification of fault-tolerance facilities. Therefore, the main application areas for such 
kind of fault tolerance are sytitems wi1 h hi,;her demands 011 availability than on strong data 
ronsist<'nry. surh a.s t••l<•phon<' swit.rhing syst<'ms or information rNril'val syst<'ms. 

In this 1>aper we will focus 011 tl1t.' clesign of lhc ha.'\c :wrvircs within Sampa and show 

how they can be used for managing a genc,ric replicated service. After presenting the 

system's global architecture and its main components in section 2. in sections J, 4 and 5 we 

describe the design and main foatures of its reliable group communication. monitoring and 

checkpointing facilities, respectively. Then, in section 6 we present Sampa's language for 

writing availability specifications along an example. In sections 7 and 8 we then comment 

on related work and draw some conclusions on the current status and future steps of the 

project. 

2 Sampa's Global Architecture 

Sampa's architecture is based on the principle of separating all sorts of management func­
tions, (e.g. monitoring, process management, dieckpointing) into two levels. At a lower 
level, agt,nb executing on every host execute all sorts of local process management tasks 
( e.g. process creation and deletion, check pointing) and monitoring operations ( e .g. collec­
tion, filtering and data pre-analysis) and interact with a supervisor process for notifying 
fauh occurrences and receiving monitorin~ and reconfiguration commands. 

At a. higher ll'vel a supervisu1· takes global management clecisio1,s for ~ach distributC'd 
service (or application program) according to its a.-ailahility specification and hase<l on 
the monitored data received rrom the agents. Tl1(• a,·ailability specification includes global 
monitoring and reconfiguration directives that arc interpreted by the supervisor and are 

further delegated as simpler commands to the corresponding agents. The supervisor also 
provides a user interface for configuring the distributed programs/services in an ad-hoc 
manner. 

Figure I: The Sampa Architecture 

Following this approach, Sampa's archit('("tllr<' ( Figure I) consisrs of a set of btise sen,iccs 
and a set of agt,nls available on e,·pry system node. The agents are responsible for monito­
ring several hardware. operating syst<'m and [)CE r<'sources at their no<le (e.g. CPU and 
memory utilization. RPC request rate. etc.) and analyzing the data before sending it to the 
supen·isor. IIPsides this. the agents ha\'e full control of all application ·processes .i11tl ser­
\'ers executing on their node. Dne to tlw fault-tolerance rrqnir<'ments of 1he system its<'lf. 
ageub are also in d,arge of 111011itoring tlot· a\'ailability of th,• ollwr a~••nt, and .,f n·1mni11,; 
any failures (node crash, network partition) to the other av;ents and to the supervisor. 



Although in principle this architecture may be used with more than one supen·isor. earh 

of which specialized in a certain kind of management ( e.g. performance, configuration or 

availabilit,v management) our initial goal in the project is to implement a single supt>rvisor 

which controls monitoring, system ,wailability and reconfiguration. 

2.1 Base Services 

For implementing fault tolerant services and applications. a set of base services is currently 

being developed on the top of DCE. They will be used both by management agents and by 

the application processes. The base services will be partly implemented as runtime libraries 

and as system processes ( daemons or clerks l which will issue opera.ting system calls and 

use DCE services. The base services include reliable group communication, monitoring 

support and basic checkpointing support. 

Sine<> DCE does 1101 provide any form of rPliahlP broadcast communication mechanism and 

it is well known that fault-tolerant programs based on replicated processes rely on such 

facility, we decided to implement such a service in Sa.mpa. Although many others have 

also implemented reliable group communication for various kinds of operatin11: systems 

and runtime environments, the main challenge in building such a service for DCE is to 

implement it efficiently in user space and for RPCs. 

The second of the base services is the monitoring support. Depending on its purpose, 

monitoring can apply several techniques with different degrees of intrusion and different 

instrumentation requirements. However. for the purpose of a\'ailability and ronfiguration 

rnana11:ernent we found that one 11~-eds only monitoring al the process level. with simple 

queries to the operating system and r1111ti111e lihraries for rhecking the availability and 

activity of processe• aud performing simple l)<'rformance measurements. Such queries do 

not need a.ny instrumentation of the application cocll' and can also he implemented in nsPr 

space. The basic idea is to implement the sampling. storage. filtering and pre-analysis of 

the monitorl'd data in special monitoring processrs. which are created h_\. the a~<>nts. and 

communicate with them for setting monitoring parameters and transmitting <la.ta or cv<'nts 

to the supervisor. 

The third of the base 5ervices is a rh('("kpointing support. which allows for saving and 

r<'storing of 11;lobal \,uiables withiu t[oP application 1•rocess<'s.' The basic idea is that 

rvery "Pplication process is transform<>cl into a pot<>ntial spn•er for two basic procedures. 

~fort!.slnlc and lond .. <lntr. whirh ran h<> in\'Ok<'d ritl,.,r by the proc<'SS itself or I,~· any 

t•xternal process."·~- an a~cnt. 

Unfortunately. checkpointin,; is impossihlr without som<' sort of application instrumenta­

tion. However. we chose to automate this instrumentation hy a macro preprocessor for 

application programs written in the (" lan,;ua,;e. Basl'd on an annotation of thl' ,·:uiables 

and data structures that charart<'fize 1 h<' rel .. \'ant process sta.tP.s. this pr<'processor gcn<'ra­

tes the procedures to sa.vr and load thr ,·ariahle"s ,·aluc,s to and from a file. and also the 

rails to l)("E"s runtim<' library to ,•xport this intrrforr and lo wait for rail r<"<ptrsts. At 

runtime. procrdur('!I lum/.slt1I< and ,<loN' • . •ltil€ may ,h.-u I><- rxeculed ( b_,. the application 

process itself) at user-specified pro,;ram points. whrrc the process stops and temporarily 

1 l• £11.ture versions we plu to exlrnd thi1 ch«kpointin~ fadlih to record i1nJ restore alM> fil«- v.c~• 

operat10nt. 



listens for a call request to any of the two procedures. For servers, this listening can be 
combined with the waiting for call requests for the other server·s functions, since at lhC'se 
points the server is typically in a consistent state. 

For all these base services. the main challenge has b<'<'II to design them such that tlw:, do 
not require any change of OCE's runtime system and the (oral operating system kernel. 

2.2 Agents 

The management agents are responsible for performing all the basic and local monitoring 
and process control at one host on behalf of the supervisor, thus combining the functionality 

of Huang&Kintala's watchdog daemon[SI and Pilgrim's Generic Instantiation Smrice[l6]. 
Agents are in charge of creating and destroying application processes, performing check­
points at these processes and controlling the monitoring activities at the host. In order lo 
perform these functions, agents use some of Sam pa's basl' sPrvices, local operating system 
facilities and DCE services. 

The following is a list of the three main tasks of the agents. :-.lost of them require strong 
interaction with the supervisor and the othN agents, which are defined in several manage­
ment protocols. 

Monitoring One of the ma.in tasks of agents is to configure and control the monitoring of 
loca.J processes with respect to their availability, resource usage. request and message 

receive rates, etc. An agent will perform monitoring control based on monitoring 

•·ommands received from the supervisor, which may enable/disable monitoring or 
contain a monitoring parameter ( e.g. threshold or reporting directive) . 

Co11flguration Control Agents are also responsible for creating, checkpointing, and de­
leting application processes, and k~ping track of ti,,. current communication binding 
n•lations among these processes( by accessing DCE's bm,ling_reps[ 17)). They perform 
these oprrations according to r.011fig11mtio11 c,mmwn,/s rt'cei\'ecl from the supervisor 
and which are 1ll'rived from thl' availability ,pr.dlication for each individual pro­
gram/service. 

l\1utual Control Because Sampa is supposed lo be itself fault-tolerant, agents will pe­
riodically check for the a,-ailability of other agents and broadcast any faults to the 
remaining agents and the supervisor. This mutual control will be performed using 
a synchronous membPrship protorul[-1] based on progressive timeouts and a cyclic 
organization of the agents. This mutual control 1>rotorol is dcscril>ed in [-5] . 

2.3 Supervisor 

The management supervisor is responsible for anal.vzing the monitored data and enforcing 
the global availability policy for ead1 of the managed programs or services. 

Since a singk! supen·isor must be able to manage several programs within the same network, 
e,·ery such application will ha\'e an unique application identification ( Appl,/) . which will 
have the status of a DCE 11ri11ci1,0417] .o nd thus will be subj,•ct to thr authorization and 
authentication procedures in DCE. 

-I 



Within each application program. e""ry process will be u11itp1cly identified by an identilica­
tion of the agent managing it ( Ayrntf,l) and h_v an uni,p11.' process identification ( Obj,,,:t /,/). 
The triple (App/ti. Aye11t/tl .Objc.-t/tl) will thus uniqud.1· identify rvery pron!ss in Sampa 
and will be used in every monitoriu~ or configuration coutrol message between the super­
visor and an agent. 

ln some supervisor-agent interactions, some of the auove mentioned identifiers may be set 
to a default empty value. For example, in an general iuitialization or reset request Appld 
may be empty. When Appld is set, hut the other two fields are empty, the rrquest is 
defining a global. application-spec1fic parameter which applies to all agents. Ucquests with 
empty Object/cl refer to all objects of application App/ti at agent Agent/cl. 

The main tasks of a Sampa supervisor is to display the current distribution of servers and 
application processes in the network, accept monitoring and reconfiguration commands 
from the user, and control the distributed programs and services according to their specific 
availability specifications provided by the user. This availability specs are written in a rul,,­
based language as event-action-p,iirs. 111 section ti w,• will show a simple exanq1lc of such 
a specification. 

3 Reliable Group Communication 

Reliable group communication in Sampa will hi' i111plNt1<'nted using a central roordinator 
(sequencer) per group, similar to tlu, approach nM•d iu .-\moeba[9]. The major advantage 
of this approach is its simplicity and its moderal<• owrhrad tom pared to fully decPntralized 
algorithms. The potential main disadvantage is that the sequencer bl'comes a cent.ral point 
of failure, requiring the election of a new sec1uc,11c<'r and some housekeeping wlwn the 
sequencer crashes. 
We will overcome this problem by implt•meuting till' w,111,•ucer in a hol standby scheme. 
This means that it will be implemented by two pron•sses (runuing 011 different macl,iucs) 
where one of them is active. i.e. is processiu!!: group rommnnirntion requests. wl11J,, the 
other continuously g<'ts updates of th<' primary sl•<1ue11ccr·~ ,1ate. Thus. when the 1>rimary 
scc1uenccr crashes, the standby prorrss ran imnwcliatrl_v tak,· owr, sinl'e it has all thl' 
relevant information. 1•.g. the nl<'ssage 1,istorv autl thl' ilrkuowl1•clg111ent r<>corcls. 

3.1 Main Characteristics 

Besides the fault-toleratin,i; characteristics mentioned above. Sampa's group communication 
will have following additional characteristics: 

Total ordering \\'ithin rarh grou1> tot.al orclc•ring is guarant<'l'd hy forcing 1hat ,.,-..rv 
request is handled b.v the corresponding SC'<Jnencer. which attaches a se,111cucP munber 
to P\"llry broadcast or ront rol mf"ss;u~l'. 

Closed and dynamic group structure In order tu he aulr In usr the group ro11111111-
11ication facilities. an appliralion process 11111st first join the corresponding group. 
Since the join and lmrt rL'<JUPsts are also handl<'d by the sequrncer. this 011rrat.ions 
are synchronized with the hroadrasr messages. 



Minimal delivery ratio When a group is cr!'aled one Jlarameter specifies the ratio or the 

number of 9ro11p members mi1111s J (i.e t/1~ srntl,r) which must receive any broadcast 

message in the group. The ratio r dett'rmines the minimum number of group members 

11 that must receive the messages. 

FIFO delivery Given a minimal number or receivers II in a group, every message is either 

delivered to at least n application processes or to none of them. 

Maximum Delay Another parameter of the group creation is the maximum amount of 

time the sender should wait for the rompletion of the broadcast. If the message 

cannot be delivered lo al least n procrssc>s. the hroadcast is aborted and the sender 

is notified. 

Blocking broadcast s.,nding a message in a group blocks the sender until at least n 

application processes have received the message. Decause RPC is the basic IPC 
mechanism in DCE. message delivery is performed as the daemon's reply to the 

rcY..grp RPC issued by the application process that is a group member. 

3.2 Architecture 

Unlike in Amoeba and other systems, our group communication service will be implemented 

through daemon processes in user mode rather th.an by ,;ystem processes in kernel mode. 

Each of these daemons is a multHhrea,led process which handles application processes 

request for any existing group. Tims, f'Vrry host will ha.\"e exactly one such daemon, acting 

as a servant (clerk) for the members of different groups. 

Fiii;ure "l: Sampa's group rommunication daemons 

Fhi;11re 1 shows Snmpa 's p;ro11Jl <la.-mons 1-•qtl) simnltnneously srrvi11,; processes in two 

process itroups. y/ and f/J. In this fi .o;urr. pri, and br~·, clt•nol<' wlll'ther the da.c111011 plays 

the role of the primary or hackup S<>•111e11r.-r for a i,;ro11p i. \\"hile 1u·i is the specific daemon 

at which the rr"ation rC'quest. for thP corrrs1>0ndina: ,z:rm11> wa~ made. bcL· is an .itrbitrary 

dat'mon running on a11othcr host. whirh is rhose11 at the 111omc11t the group is created. 

The primary sequem·N ( />ri) is in d,ari,;<' of procrssine; all requests for joining or leaving, 

and sending group messages. These ""l""sts arr u,arle by the application processes to the 

local daemons. which send them to the appropriate sequencer. The pri daemon of a. group 

is also responsible for storing :i.nd updating a messa,i;e history, i.e. the messages not yet 
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delivered to all receivers in the group, and retransmitting a messagP which has not been 
received by a certain daemon. 

Assuming n to be the minimum number of requir<'d rereivers of a group, message delivery 
is done in a two-phase protocol. where 11ri sends a commit message to all daemons as soon 
as it has received acknowledgments telling that then• are at least II group members waiting 
for the message. 

There are two ways a daemon can acknowledge the receipt of a group message. In the 
Direct Ack Policy every daemon immediately acknowledges the message receipt. and informs 
whether the message can be delivered. Direct Ack is automatically set if the group has been 
created with a non-zero dela_v parameter. The second form is the /111/irect Ack Policy, in 
which the daemon waits until there is another message to prim, on which it can piggy-back 
the acknowledgment. 

In both cases, the acknowledgment consists of a pair of sequence numbers. one for the last 
received (rcv_ack) and for the last dl'livered m<'ssage(dlv_ack), and an integ.-r dlv..nr 
specifying how man_v group members ar<' waiting for a broadcast at the daemon's sit.e. 
\Vith rcv_ack pri knows if it ha,; to n•transmit a given 111essage to a certain daemon. 
Sequence number dlv_ack and the sum of dlv..nr from all dm•111ons l<•ll pri if th<' 111,•ssage 
ran be delivered to at least II group members, and thus if it ran unblock the sendc•r of the 

group message. 

Figure 3: Group communication with Indirect Ack Policy 

Figure 3 shows the control messages among the daemons (pri, belt, agd) for a single 
group (with members AP1, AP2 and later AP3) using the In,/irect Ack Policy. In this 
example AP1 sends messa!l;e ■. which is latl'r recei\'<'d by AP2. F.\'er_v messa!l:e from pri 
carries a sequence number, and nll'ssages from other d:wmons to I"~ carry th" pair of 
sequence numbers rcv_ack and dlv_ack. resp<'ctivel_v. shown in sr1uare braces. 

'.'<otice that since the rcv_grp has b<'<'II r<'c<'i,·<'d l,~· sgd aft.-r the join n,quest from AP3. ,1,,.. 
first piggy-backed dlv_ack is s1ill Ii. whill' rcv_ack is ,. With this i11format1011 pri knows 
that it need not ,.,transmit m<'ssage III to sgd. but it cannot r<'lt•,Lse AP1 until it n'<'eives 
dlv_ack with ,·alue i. Only when pri e;ets the ark-pair [7, 7). it knows that. there i• a 
receiver at sgd. It then can unblock AP1 and also send the commit for message ■ C c7 ). 
by which sgd can then delivrr the message to AP2. :--otice also that since AP3 iomed the 
group after the broadcast of m. it should not receive the message . 

.-\s suggested by the pr<'vious example. the backup ,laemon 1,d.· is required to use always 
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the Dirrcl Ack /'oliry to acknowledge /ll'IS st.ate up,!.111•. and ir be/. also has an)· group 

members its dl v _a.ck and dl v .nr will also 1,., takm1 into account by 1,ri. :\I though this hot 

st:n1dby scheme represents an additional owrhead for the group service, it pays off when 

pri crashes. because then bck ran immediatrly assuml.' thl' 1>rimary role informing all other 

daemons of this rhange, choosing a n<'W backup and sending the current message history 

to this new barkup. 

3.3 Interface 

The group communication service of Sam pa is described b~· following RPC interface. which 

is to be imported by e,·N_,. application prorl.'ss rnrolling in a group membership. 

create..grp([in] mx .. mem, [in] mx .. msJ?;S, [in] ratio. [in] mx .. delay) - gr..id 

join .. grp ([in] grJd. [in] Pid):- bool 

leave..grp([in] grJd. [in] Pid):- bool 

snd .. grp l{inj gr Jd. {in] msg, {iu] msg..size):- hool 

rcv .. grp ([iu) grJd. [out! buffer, [in] huff.size):- int 

info .. grp([inl grJd. [in] kind, [ontj buffer. [in] buff.size):- boo! 

reset..grp([in] grJd, [in] ratio, (inl mx .. mem. [in] mx .. delay):~ hoot 

Besides the already mentioned paramett'rs minimal rlelitiery Mtio (ratio) and mn.rimum 

dela11 (mx .. delay). procedure create .. grp is also parameterized with the maximum number 

of group members (111xJJ1em) and the size of the message history (mxJJ1sgs). The return 

,·alue is a unique !l;roup id<'nt.ifil'r. whid, must he us<'<! in all other calls to the group 

rnmmuniration ser\'ire. Xotk<' that. it is th<' task or tlw application program to disseminate 

this group i•lt•ntifi<'r among all 11rocess<'s thal arr candidat<'s for hrcoming group members. 

Procedurr info_grp is used to obtain dilf,•n•nt /.im/s of information about a group. <'.g. the 

identilirat.ion or its ,,ri (or brk) daemons. th<' list of member proc<'sses. the current size or 

its message histor~·. the numh<'r of ahorlrcl hro:ulrasts. etc. 

Ilesides this external interfarc, the group rommunication s<'n·ire has also an intt'rnal inter­

face. which definps thr nuls iunong th<' cla<'mons ror ,·oulrul purposes. llowrver. sincr in 

this cas<' it is 111'r<'ssar_,. lo addrrss indi\'id1ml d.iemo11,. th,•re will hr a specific ( 'OS entry 

for each of the daemons. 

4 Monitoring Support 

Since monitoring in Sampa is focused on a,·ailahility management. it requires onl.v facilities 

for collecting pra<:ess-lt>,·rl information i., .. ,!.,ta and ,,,·,•111.s that arr visihle <'XIPrnallv to 

the 11rocesscs a11d can he colJ,.,·ted as_v11d1ro11ousl.v lo the J>roresst's <'Xt•r11tio11. Examples of 

such data are CPU utilization. (>rorrss arli\'it~· or ll PC r<'qnrst rat.PS, <'tr. Tl,us, Sampa's 

monitorine: facilities will 1,., r,•strirtc•d to the sa111pli111?; and analysis of d:ila that ran h,. 

obtained hy ,,u.,ri<'s lo the local u11rratinl!; s_\'st,•m and the UC'E runtime library. S11rh 

, rtrn,nl monilor111g has the advantage of h,•in,; less intrusive than other approaches which 

in$lfllment ap11liration 1>roress1"s and ruutim<' libraries wirh probl's that send runtime data. 

1n S<'tt:-iors. l'h◄' other a,h·t111la~e of , rtcr,rnl 1111,111toru1g i:-- that it docs not r<'quir<' nuy 
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changes to the operating system or runtime libraries. which makes it more portable than 

other techniques. 

4.1 Basic Concepts 

We define monitoring instances to be active entities at one host which collect runtime data 

either related to the host or to an individual application process running on that host. 

Every monitoring instance is dPrived from a monitoring type. which defines a monitoring 

metric, i.e. the type of data collected and the parameters that can be set for e,·ery iustauce 

of this type, such as the sampling interval. a tl,rcshold . or the precision. 

Examples of monitoring types could be programs that query the operating system, like 

io•tat, vmstat. tl,e DCE runtime library and DCE services. or poll the activity of an 

application process by sending it signa1s2• Every type provides a specific kind of monitored 

data, which can range from a simple int<'ger to a strunurrd set of ,lata. 

4.2 Architecture 

As mentioned. all monitoring activities al a host will he routrolh,d by the rnrrespondiug 

agent on tha.t host, which will create monitoring instances each of which will be respon­

sible for monitoring a particular instance of a host, operating system or DC'E resource, 

according to the functionality defined by their correspouding type. Instances will sample 

performance and resource utilization data by making the appropriate calls to the operating 

system and shared DCE runtime libraries. store the data in internal data structures and 

communicate with the controlling agent whent>ver data or an e,·enl needs to be forwarded 

to the supervisor. Communication hetwec>n the agent and its monitoring instances will be 

performed using the local (PC mechanism. such u the FN/X pipe. 

Figure 4 illustrates this mouitorini:a: a.rd1it~cture. wl1(!rf' IJ. I.! and f:J are n1onitori11a: ius­

tances created for different metrics. 

Figure .1 : S.impa·s ~louitoriug Ard1i1,•ct11r<' 

All l<>cal monitoring rontrnl done by the a,i;l'nts will b<> donP a(·cordiug to monitorin9 com­

mand., received from the supervisor. Through these mouitoriug conuuands the supervisor 

may enable or disable monitoring of a p,uticular instance. set thr.-shol,l values and sampling 

intervals, or set other monitoring parameters. ).lost monitoring commands will include a 

unique identification of the monitoring instanc<' ( iu.•tt. \\·hich will have heen assi11;ned at 
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neation time using the naming ronvE'ntion discnssl'd in s<'ction :l.:J. Some commands may 

also contain the identification of the oh,i<'ct obj(_i.e. process) to he monitored. At instance 

crcation, mtypt. indiratcs th<' cxerutahlc filc that impl<'ments the corr<'sponding monitoring 

type. 

Following is a list of some monitoring tnmmancls and their semantics: 

crt mlype - inst 

ena inst [ obJ] 
dis in.•I (0/11] 
seUhr in.•I [ ob1J Mlue 
set..lli inst (obJJ tim~ 

set..ni inst I obJJ (imt 

start mtype 

\'aable monitoring of obj by in.,t 
disable monitoring of obj hy inst 

set a th re sh old 
s<'t the sampling interval (in sec) 
set time interval for notifications to supervisor ( in sec) 

Re~all that dPp<'nding on the t.ypP. only some of the monitoring commands for sl'lling 

!'ilrameters may are applicable, a.nd the others will be ignored by the agent. 

The main advantage of this monitoring archilectur\' is that since monitoring i11.,ta11res are 

actually processes /or!.:-ed and ~rec-E'd by the agent. this yields to a. flexible monitoring 

approach where new. and op,•rating systcm-sp<'cific ty110 can he easily incorporatPd. The 

other advantage is the uniform treatmt-nt among monitoring and application processes 

11,·ithin Sampa. 

The obvious disa.d\'anta.ge is that having additional processes for monitoring, their resource 

usage will ha.ve a signifkant inHuence on the sys I em's performance. The other disadvantage 

i~ the lack of control on the srhcduling of the monitoring instances (done hy the operating 

system), which rnak<'s it impossihl<' to enforre prNiSP sampling and notification intervals. 

5 Checkpointing Support 

Sam pa's check11oi11ti11g support is based on the premisl' that slatE'-saving operations arP 

••ssentially application-spcciCir and should tlll'rcforc inrnrporatc 11111ch of the application 

programmer's knowl!'d~e of whirh arP th!' data slructur!'s within ,•arh process that fully 

rharart.t,riz<- t.h<- pro~ram slah•. 

Therefore WE' dccid,·cl to take a simplP approach of implementing a source-code 111·pproressor 

whirh antomaticall~ gpnerates prorPdurrs .•nr•e •. •lat~ and lrKul.st"t~. that store and )nad 

Lill' \'ahrl's of anrrolalr,I ,·arial,l,•s to and from a lile3 pro\'ided as a 11aramPter to tJrpsP 

pror<'dUr<'s. Since thPse prorl'dnrt•s ilf<' ;tl~o <'Xport,•tl to the ( 'DS nam<'sparc. th<'_\' ,·an h,• 

invoked both by the cherkpointing 1irorl'ss ilsl'lf and by other processes, as for example. the 

a,:ents. Although the ahovP procNlurE's havP 1•xactly the samP signatur<' for all proc<'sses. 

arc d,•fin<'d in an 11ni<t11<' intrrfon• ,J,,firoitiorr ti IE' spcp. idl and thus shar<' rhc ,~111e {TIO. 

rh,.ir dPfinition will diffN from 011•• prru·rss to ;ir,nthPr du., to t.h<' specific data structurl's 

to he sa\'f'd in Pad1 procf'-;s. 

For another process to h,• a!1(P to idrutify tlr<'se pro, .. ,hirt•s at difft>r\'11t prnrrsfi<><. the 

rorrPs1>011<lin,; hirrdin,;s arr rxportt'd as diffN<'nt ,•ntril's to thl' CDS with Sampa·s 1111iqur 

process identification as a namespacP <'ntry atl ributP. WlrPn a [>rocess ne,,tls r,·, ., ..... or 

J Henc~ our approach rcq111r~ Lhe ex,~tence o( a. ,li~tribuud file !li~'!'olCnl ftl.-:e OCE't DFS 
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r<•load its own srate. how1•ver. it should rail its own procedures rath<'r than the 1•q11i\'alcnt 

remote rroccdures. 

5.1 The preprocessor 

In this section we present some of the preprocessor marros and explain how the preprorrssor 

works along a simple example. 

As mentioned earlier. the source code of an application process 11111st be slightly modified 

in order to allow for its state to be chcckpointed. These changes include the annotation of 

some variables and data structures (with a tilde • 1 a.s well as macro calls at the program 

points where checkpointing should b<' initialized ( IN/TCP) and where checkpointing is 

enabled ( CPIIERE). 

Figure 5 shows a simple example of an annotated source code. In this case. variables state 

and list represent the proct•ss state to be rlu,ckpoi111 ... J. 

■ain(int argc, char ••argv) 
{ 

} 

int ·state; 
reg_t• -list:; 
IIITCP 
while (1) { 

CPHE!lE 
/• other proc•••ing •I 

} 

Figure.'): Annotal<'ci code 

Aft<>r running the chcck11ni11t preprocpssor over this source. Iii<' original source code is <'X· 

panded as shown in Figurr Ii. The main <'Xtcnsions ar<' 1hr. dcfi11itio11 and call offn11nio11s to 

initialize and wait for dtf'fkpointing rcqu,.sts to procrdurl's .•11rr .s/r,/r aud /om/.~lt1I~. which 

l,a\'e also been e;en<'rat<'d . 11,•sidcs this. \'ariahl,., state au,I liat l,an• hce11 tran,fornu-,1 

into global \'ariablPs in order to he accessihl<' b.v th<•S<' proc«!dur<'s and th,. cltC!Ckpoiut­

specific (and ir/1-gPnerat<'d) spcp.h file ha.s l,,...11 included. :Xotic<' that CPIIEREhas Ix-en 

substituted h}' a rail lo [)("E's blockiug rpc..server .listen( . .. ) ·' aud the starting uf a 

thread which will auhlod our progranr after tim<" (T} hv railing DCE".• runtime! pror<'1lurr 

rpc..11gmt..atop_sarvar..liatening. Notice that T 11111st he chosen big «!nough to allow for 

both aaYe...stata or load...stata to complete. In th<' generated J>rocedure saYe..state. 

sv _in't is a lihrar~- J>rocC"<IHrr for savin,t inlf'~(~r \"ahu•~ tin ,1 nu1011k format\ to th<- HI~ 

:111d sv.lragt is• 11,cncratrd procedure for sa,·iug a linkl'd ,lat a s! runur<' hasr,d on rac.ic. 

which IIS<'S library procednr<>s for thr sralar typ<•s \\ithin this strurt,irl'd type. 

Sam1•a·s checkpointmg aJ>proarh thus r<•quir<'s th,• a111,licaliuu progr:11nm<'r to ,1,•ci,lc only 

which data strncum,s rharaclerize th<' rrlc\'ant 11roce,s slat,•. and lo choose the program 

point(s) where chcckpointin,; should h<' allowetl. for scn<'r proc<'sses that also export 

• U k>C&l checkpo1ntin~ should also be done &t thUII point. a&Ye-8t~t• mu"'t be c&Hed di.er this c-omna.a.nd. 
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linclude "1pcp.h" 
int 1tate; 
reg_t• list: 
•oid ,p_cp_init(woid); 
Yoid liaten_unt1l(int t); 
woid ••••-•tate(char •filenuie); 
woid load_atate(char •filenaae); 

uin(int argc, char •argvO) 
{ 

} 

ap_cp_init; 
11hile (1) 

{ 

} 

ptbread_create(liaten_until(T)); 
rpc_aerwer_liaten( .. ) 

/• other proceaaing •/ 

void ••••-•tate(char •file) { 
FILE •fd; 

} 

fd • fopen(fil•,•••J; 
av_int(fd, atate); 
SY_lregt(fd, liat); 
1el.oae(1d); 

. . definition of the other procedure■ .. 

Figure Ii: Expa11d1·d Source Code 

another interface. the programmer even must not set CPHERE. since the process can listen 

to all its interfaces (includin,; the d1l'ckpo111t iuterfacl.') sin111Jtancously. 

6 Availability Specification 

In this section we give an idea of Sampa'A langul\ge for specifying the a\'a.ilability polic.v of 

distributed programs. along a simple l'Xarnple. 

It is a rule-based scripting language with Per1(18)•like co111rol structures. a set of basic 

operators for comparison and manipulation of strings. list and sets. suclt as <. == (•'<1ua• 

lity), ++ and -- (s<'t uniou and differenc<'), and others. llesicles those, thl're is a set of 

build-in primiti\'es for pNfor111ing ha.sic couliguralion and monitoring control. which are 

translated into equivalPnt super\'isor co111111ands to the agents. 

The following table gi\/es the semantics of some conuuon primitive, lor different purposes. 

where prog. pTO<:. grp and itf are place holders for the name of an ex,•rutahle (or its rail), a 

process. a 11;rou11 aucl ;,11 inLNfarl.' id«'11tili«'r. respecti\'«'ly, and the suffix L alwa_\'S ,Jenote• 

list of such uames/i<lentilil'rs. 
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( 'onfiguration control: 
r r,4/e(prog,ho,t) -1,roc neak llt'W proress rro111 1""'9 at l,o5t 

Dclcle(proc) dt~l«•h• ;1 proct'ss 
GetProcld(prog.ho.,tj -pmr.l all pron•sses of 11109 execul ing at host 

GttGroupldf,,rnc) -grp group[d creaui.:<l hy pror 

G,W,nd111gs(procl .1lfl) -procL all processes with bindings to any interface 

in 1/fl of pr<><:l 

Monitorin~ Control: 
Cra.,hrd/ho.,tl/ - ho•t event of a cr:,., Jw•,1 host among ho.,tl 

Lo,t(prog,lio,ll) -pr<><:L ,•,·ent of rrocess crash 011 any of AodL 

Stopp,d(prog,ho•ll) -procl ev~nt of process harig-up on any of hodl 

Miscellaneous: 
Any{lu t) -rl,m selects any element from /ul 
Card(list) - rn I tgtr cardinality of /1.11 

Every rule in this script languai,;e is an .-v .. nt-action-rair written in the form ei-ent > > 

actions. An event may be the occurrence of a failure. the sa.tisfaction of a condition 

involving a boolean expression and script variables, or the passing of a given time period. 

The latest case is IJsPcl for srrdfying prrioclic rontrol act.ions. Th<'rl! is also ini t. which 

is a special event that is triggered by an interactive usn romman<l to start a distributed 

program. 

The language also supports script variables ( preceded by % ). whose values are list of names, 

identifiers or integers, all of them represented as strings. As in most scripting languages, 

those variables don't have to be declared before the.v arr used. Some special (environment) 

,·a.riables have predetinC'd valU1,s which are set when Sa.mpa is started. such as ?AllHoata. 

which contains the list of all managed ltosts. llowe,·rr. most of these variables can be 

redefined for £'ac:h application. 

6.1 Example 

In this section wr will give an example of an a,·ailahility s1u-cilication for a h_vpothetic 

fault-tolerant service implem<'nted nsinJ?; lit<! activr rl!plica a11pro.-irh(l:I]. In this approarh. 

a service i~ implementl!d by ft'Jllicall!d <<'rvers. which maintain thrir states exactly the 

same and synchronized with the receipt of any ucw rNJncst . .-\s mentionl!d. active rrplica 

is usually implemented by rnnnecting the s .. rvrrs throuJ?;h a communication group with the 

property of FIFO deli,·ery. 

Assume that for our replicat.-d srrvice (.lRservl we want to detect if some of the serv('rs 

has crashed. and if this hap(l('ncd. to start a nc-w sc-n·er whirh should incorporate the 

other replica's state and also join the communication group. For this to be possible. we 

assum.. that at least onr of the sNvers chcckpoiuts its r('IPvant stale to a ghen file ( with 

its name stored in script variahll! XARfilel al'l1•r prort•ssiu,; rad, of its r<'<Jltests. 1'1111s. 

assuming that the group has h('(!n crC'al.-d with mlio = I delivery of every broadrast 

messai,;e is postponed until th(' minimum numh.-r of tn<'tnbers is a,·ailahle. Therefore. if a 

new ml!mber starts with th .. currcut slat(' of 1hr srn·ke. i.t•. lilt' checkpointed state. and 

the other members can prorl'<'d with servicin,; re,1uests only whru the new member joins 

the group, w .. guarantet' that the ,;ronp of r('plicated servers 11,·ill also have synchronized 

stal('S in this new •iucarnation · uf the spn•ir<'. 
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18.HrY { 

init » { 
XGrCreator • Creat•C"Ak••r••r -1", "aafalda"}: 

} 

Create( 11 .lRa•r••r","bidu"); 
Create( "lllHr'Ur" ,.&ny(Y..lllBoau)); 
Y.gid • GetGroupld(GrCreator); 

+10 » { 
Y.gr_aeab • GetGrplnf(Y.gid,"all_■eab•r■"); 
Y.••:rv•r• • ""; 
forall Y.j in Y..lllBoat ■ do 

¼server■• Y.■ervers ++ GetProcid(.lR■ erver,Y.j); 
} 

Card(Y.■ervor■ J < Card(Y,gr_aeab) >> { 
Y.ai■■ing = Y.gr_■ub -- Y.■erver■ ; 
torall Y.i in ¼aia■ing do { 

Y.nev • create(".lRserver" ,.lny(?.J.llboat ■ )); 
load(Y,nev,Y..lRfile); 

} 
} 

join_grp(Y.gid,1.nev); 
leave_grp(1.gid,Y.i); 

figure 7: Sampa Script for Replicated Servers 

figure 7 shows the script describing the monitoring and routrol actions that gives one solu­
tion for enforcing the abovr-meutioned availability poliry for servke ARserv. At event ini t 
the service is started with three servers. of which the first sen•pr is the group creator.The 
group i<l is obtained from this process and storrd in \"ariable Y.gid. 

The remaining two sections of the script specify that en•ry 10 secouds the s~·stem must rheck 
if the number of servers (instances of program ARserver) is equal to the number of group 
members. The set of group members is obtained form GetGrpinfo. which is translated into 
a command from the supPrvisor to an agent for railing info..grp. Primitive GetProcid is 
used to get the process Ids of all executing servers on each node, which are then collected 
in variable %servers. 

Once number of replicas is less than the number of group members (Card(Xservers) < 
Card(Y.gr .JOemb). the set difference is ralculated and storo•d in list ¼missing. Tht•n. for 
each list element. a new servers is rreated, which is initialized with the checkpointed state 
and joined to the communication group. and the list element is unr,:,gistered from th.- J?;roup. 

Although this lanii;uage ba.s not yrt hrt'n rnnq,J,,1,,ly d,,Jined. th,, example should ~,·r an 
idea of how it can be used to describe reronfiguratious that ensure continuous availability 
for some class of fault-tolrrant distrihuted programs. 
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7 Related Work 

Several other groups worki112; with rnonitoriug. fault-tol<>ranc<>. d_rnamic co11figuratio11 aud 

distributed application management have had influence on tlot> dcsigu or Sampa·s architt>c• 

ture and services. 

CONJC[ll) and its successor languages (10) have shown the advantages of havi11g a strict 

separation between the program algorithms and configuration. With Sampa, "'e aim at ex­

tending this approach for availability policies for fault-tolerant programs. Bauer et al. pro· 

posed a reference architecture for general-purpose distributed application management[!). 

hut their main focus is on monitoring, management integration and system modrling. 

Decker[2) describes an architecture based on the concept of a fm1/t-tolerrma layer that 

hides fault-tolerance issues from distributed programs. Similar to Sam pa's base sNvices 

and agents, this layer provides special services (e.g. surveillance, checkpointing, atomic 

broadcast) for sen·ices with fault-tolrra.nce requir<'m<'nts. Th<' main difference is that in 

his approach, the a,·ailability polic_v is programmed into such layer . rather than being input 

for a supervising program. 

Specific tools for monitoring and cont.rolling distrihuted applications havP also been im• 

plemented. One of the thPm is the ~1Pga.~cope[15) of the Pilgrim l'roject[l-l]. It is a basir 

monitoring service for management of DCE-based applications. which is designed around 

a centralized database ( panel), for collecting and querying cell-specific monitored data. 

Huang&:Kintala[8] have also implemented a nice set of tools for controlling a,·ailability 

and checkpointing, but their work is not concerned with describing global availability 

specifications. 

Another one the :\!eta Toolkit(l2). which is based on the [SIS system(:!). It provides means 

for instrumenting distributed application pro("("s§e,;; with t!lEUsor11 and ncluntors. which are 

used for monitoring and controlliug the exenuion of the application processes from a control 

la_ver, where monitorin,r; k confi,r;uration is specified in a rule-based language ( Lomita). 

Compared to Meta. our work differs in that it allows for a l<'ss iutrusive and more flexible 

monitorinp; and defines a high<'r-levPI languap;e for specif_ving availahility and monitoring 

directives. 

8 Conclusion 

The Sampa. project started from th<' belief that distrilrnrcd applications. i11 particular those 

with high availability requir.,ments. rrqnire tools which allow for automating (at least some 

of) its reconfiguration and r('("ovrry actions. Since OSF's DCE is emerging as a de-facto 

standard environment for dnrlopiug ,listribut<'rl prOl(rams. WP ,k-cid<'d to drsign such a 

,ystrm for DCE-liasccl prOl(rams/sNvic·rs. 

\\'e bavejust started implem('nling th(' ha.sp ser,·ices. in particular the ,;roup communication 

and monitorin11; services. For hath services. we 11oticed that implem<'nting thrm 0111_,. wirh 

DC E's R PC would l<'a<l to poor 11Nformance. Thrrdore, we decid"cl to implrment th<'se 

services using C'oncert/Cl6], whirh prm·ides hoth message passing and R PC facilities. and 

gives means for interfacing DCE-hased applications. Our decision to implement monitoring 

as a fiexible service performed by processes came from the understanding that. monitoring 

is always very dependent on the particular exttution environment. and that one should be 
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able to adapt monitoring to the ,pedlk opl'rating s.vstems in use. Unfortunately, we han1 
not yet start<'d the impl<'m<•111ation of Sampa's d1Nkpoi11ting forility. hul WC' h<'licve that 
this will happen in the next mouths. 

In parallel to those developments, Wl' are designing the supervisor-agent protocols for 
monitoring and configuration coutrol a.nd impleinentiug 50me agent prototypes. Dy the 
middle of next year we expect to have an agent implementation with a reasonable set 

of monitoring and configuration control facilities and then we will finish the definition of 
Sampa's scripting language and implement the supervisor. 

We have not yet tackled many other important issues, such as security management, sup­
port for multiple management, and scalability issues, which we will consider in later steps 
of the project. 
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