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Abstract 

Distributed and concurrent systems tend to generate large number!! of events which require further 

processing, such as filtering and establishment of co-relations, in order to become useful for human 

or automated lll&llllgenl, This work fOCUBeS on the detection of composite events defined through 

event expm,siona involving primitive events and some operators: boolean crui,ju:nction and disjunction; 

sequence, repetition, and absolute, periodic and rellltive timer events. 

A concrete reau.lt of this work was the design and implementation of a gcneral-purpoee Event 

ProQmUlg Service (EPS) which may be uaed by monitoring applicstions to be informed about the 

occurrence of primiti.,. aud comp<>Clite -to. Composiie evento are commonly repn:oented .., I-real 

"here the leaf nodes represent primiti.,. event type,, and the intermediate nodes repreoen, any of the 

supported event operators. The main contribution of thia work la the description of a method to proce.,s 

composite events that share rommon nb-«q,re,,oions with other composite events. 

The E- Processing Service,.,.. implemented in Java within the framewod; of the Sampa Project. 

1 Introduction 

Collect.ion and analysis of events are inmnsic tasks of monitoring computer ll}'Btema, and may be used for 

a wide variety of purposes, BUch as management of = usage, detect.ion of program state transitions, 

capturing of 1111er interactions, performance analysis, secarity, etc. Thus, event processing has been used in 

many areas BUch as active databases, computer networks, software development tools, distributed systems, 

and many others. 

In networked and distributed systems, monitoring has always been a Vf!rY important function for the 

management of reaouroe utilization and sharing, as well as for the verification of proper functioning of a 

system [11). But monitoring also plays an important role in testing, debugging and optimizing concurrent 

{i.e. parallel and distributed) programs, where a developer has to deal with many sorts of indetermin­

ism. For most applications, monitoring also includes some form of event processing, such as filtering and 

detection of co-relations between event. 
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Composite events are el!l!elltial for applications where it is impoasible to detect a particular state of a 

system by looking only at isolated events. For example, in Local Area Network management, a problem 

with a physical link may be detected when the amount of incoming IP packets and the amount of outgoing 

IP packets at the attached network interfaces Btops to grow (e.g. no IP/ICMP activity). Although the 

freezing of the number of packets processed at one interface ill an i8ol&ted event that may or not be an 

imponant information, in this particular cue it ill the combination of ae11eml BUch event, that Is of relevance 

£or link-layer network management. 

Similarly, monitoring and correlating different types of events at different hosts, such as, for exam­

ple, large number8 of open TCP connectiona to/from a given Bet of host,, or unuaal procmses with root 

permi8sion may also be imponant for detecting abnormal system or uaer behavior&. 

Another class of applications that rely on the detection of composite events are process control systems, 

where the environment is continuously monitored through several lll!DllOr& (e.g. for temperature, pressure, 

motion, etc.). In theae systems prim"itive events are generated by thoee aenaore whenever aome of its 

Input variable trespasses certain boundary -.alues, and many control (re)actiona depend on the detection 

of patterns of events that have aome application-epecific correlation, such as: 

if (temperature < X or preuure > Y) and tank..ufull then atGf'f..reoction 

A concrete result of this work was the design and implementation of a general-purJQe Evmt P rocessmg 

Service (EPS) which may be 11-1 by applicat.looa which require aome form m mooitoring. Through EPS 

theae can be informed of the occummce of a composite event, i.e. a aet of related ffeDta occurring at 

components of a distributed system. Monitoring applicationa BUbmit request&-for-notific:ailon (R/N ) to 

the EPS which contain an event expreasion and a condition on event attribute. ihat must be aatis6ed for 

the application to be notified. The EPS also receivea messages (nent in.stances) from 1en10rs1 notifying 

the EPS of the occurrence of changes in either IIOftware or hardware components in the system. 

Composite events are defined through an """"' ~.rion based on prim"itive event types and combined 

by any of the following operators: boolean conjunction and disjunction; sequence and repetition, with 

arbitrary nesting degree. Moreover, it is poasible to specify also periodic and abeolute timer events and to 

relate the former to other primitive or composite mmta. Composite eventa are commooly repreaented as 

treM where the leaf nodes represent primitive mmt types and the intermediate nodes represent any of the 

aupported event operatorL 

The main contribution of this work is the development ol a method to p1'0a!l!!8 composite event, that 

&hare common sub-expN!881ons with other composite event&. Unlikl! other event processing systems(l, 6) 

which do not 111pport &ggnlg&ted trees, this method allows for an optimized ewluation ol event expressions 

since leBS leaf nodes need to be checked when a new event instance arrives from a lleDSOr. 

Due to the sharing of sub-trees derived from common sub-expressi0D11 within different RfNs, our method 

a1ao takes into account that RfNs may specify different conditions on the attribute. of event. types appearing 

in the common sub-expressions. Thia mabs the accounting of event uaage for the different CODditions more 

complicated, since for example, a primitive event instance that ha., not contributed to the satisfaction of 

1 A - may be any aystem component eapable of lllldlng primitive event iDlt&ncea to the BPS. 
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one condition cannot be eliminated unless there is no other event condition to which it may contribute. 

Our method consists of a four-phase tree-traversal algorithm, in which the first phase is done whenever 

a new event instance arrives at the EPS, the second and the third phases are done whenever an event 

condition of an R/N is satisfied, and the fourth phase can be done at any moment and aims at garbage­

collecting the events that actually contributed to the satisfaction of condition. The algorithm used in our 

method has been formally desaibed in an attribute grammar and has been implemented in the Event 

Processing Service. Despite being a general-purpose service, EPS is best suited for applications that 

require the detection of complex event patterns (eventually with similar structures), such as found in 

workflow control, network management or monitoring of automated processes (e.g. a chemical reaction, 

manufacturing, etc.). 

This work was done in the framework of a larger project aiming at the development of a system for 

supporting the execution and management of fault-tolerant distributed applications and services. This 

project is called Sampa (S11ate.m for Auailability Management of Procua-baaed Applicationa}(2], and also 

comprises other component services, 11Uch as monitoring, checkpointing, group membership and configu­

ration management, which are used to monitor, control and dynamically configure systems in response to 

the detection of failures. In this project, event monitoring is a basic service which is to be used for the 

purpose of availability management. EPS is also being used as a basic component for exception handling 

In an Object-Oriented Software Architecture for Dependable Systems(3], within another project. 

The remainder of the paper is organized as follows: In the next section we compare our approach to 

related work. In section 3 we present the underlying syatem model and in section 4 we introduce the Event 

Processing Service, its main components and their functionality. Then, in section 5 we describe the types 

of events supported, their attributes and the syntax of event expressions and conditions. Section 6 then 

explainll each of the four processing phases in detail, based on an example of a simple event tree, and in 

section 7 we discuss some time-related features of the service. In section 8 we compare our algorithm with 

other ones and in 9 we show some factors that have influence on EPS's performance. Finally, in section 10 

we show results of performance tests and discuss both achieved results and future research directions. 

2 Related Work 

Moet of the works dealing with compoeite events are related to the area of Active Database and are based 

on centralized monitors. Only few works, llllch as GEM and Eve, aim at distributed systems. 

While most of the works U11e trees as the basic data structure for implementing such event monitors, 

other computational models are need as well, llllch as Petri Nets or Finite Automata. 

Samos [10] is a project that uses a colored Petri Net Model to specify the behavior in Active Databases. 

This model is very suitable for modeling and desaibing complex and concurrent behavior, but its imp!~ 

mentation was shown to be complex and comparatively inefficient [4]. 

Ode [8] is a project in Object-oriented Databases that was developed at AT&T Bell Labs. Its main 

chara.cterist.ic is the use of triggers to automatically launch actions depending on the state of the database. 

One of the results of the project is COMPOSE, a system for specification and detection of composite events 
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which is based on finite automata. Ita main weaknesa is the impossibility to detect concurrent events and 

to NH>rder events according to their creation times. 

The following projects uae trees to represent composite events: Eve (1) is an event detector for worldlow 

control; Snoop [7] is a monitor for databaaea and GEM [6] is a generic event monitor for distributed aystems. 

The main reason for adopting trees is that they are simple, well BUited to represent composition, and have 

been thoroughly studied in the past, leading to a large collection of efficient algorithms for traversal and 

manipulation. 

In the Eve and GEM monitors, each request-for-notification (RfN , cf. section 4) for a composite event 

causes the creation of an entire new event tree, even when this tree contaius identical 1111btrees of other 

trees already created by the monitor. Consequently, the monitor may proce88 a same 1111btree several times, 

depending on the number of RfNs for llimilar compoeite events. 

For example, in a local area network it may happen that several progr1111111, 111ch aa a performance or 

aecurity management tool, a distributed operating system or a middleware lle1'Vice may be interested in 

notifications about very similar composite eventa concerning, for example, TCP connectiollll ( or IP traffic) 

to or from a specific host. 

Snoop is a monitor which is also concerned with the problem of repetitive processing of shared subtrees 

of composite eventa, md also uae11 aggregate trees to implement the composite event detector. Unlib, our 

approach, bowwm,r, Snoop definea a preclefh.d Mt of difFerent modM (called conta:t.) fior prooeaaing com­

posite events. The set cousists of the £ollowing £our proceasing modes, which will be explained considering 

a generic composite event type Ee= (Ei.~) with constituent event types Ei. md ~-

Recent only the most recent instances of the events are considered during the processing, I.e. when several 

instances of a given event type (e.g. Et) have been generated, then all but the most recent instance 

are ignored; 

Chronological the instances are processed according to the order in which they have been generated. 

Thus, m instance of a composite event type Ee is always built from the pair of the oldest instances 

of the constituent event types Bi and ~- After the composite instance is procesaed, its coustituent 

instances are not UBed again, and the next oldest pair of instances of Bi and ~ ill considered, and 

800ni 

Continuous in this mode, the instance of the constituent event type ( e.g. E,_) that triggered the detection 

of the composite event Ee is combined with all the instances of~- All the other instances of & used 

in the composition are removed and will not be used in future instances of Ee. The instance of E,_ 

that t riggered the detection of Ee may or not be used in futlll'tl instances of Ee, which depends on 

the composition operator. Foc example, for operator conjunction it is re-used while for the operator 

sequence it ill removed; 

Cummulative when a compOlli.te event is detected in this mode, the instance of Ee contains all the 

instances of both E,_ and ~ that have been generated so far, and the instance sets fur this event 

types are reset. 
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3 The System Model 

This work assumes a distributed application as being composed of processes executing on different hosts 

interconnected through a reliable communication network. 

Some of the processes (the sen.tors) are specialized to probe run-time stat\18 information about other 

processes or system resources. We also assume the existence of one (or several) monitoring components 

(the monitors), whose task is to do the application-specific analysis and presentation of the information 

provided by the sensors. This information is transferred from sensors to monitors via event me.,sages (of 

certain types) that contain a time-stamp. 

In this model, we further assume that clocks &re approximately synchronized (within a certain precision). 

Due to this assumption, and because sensors do not necessarily interact with each other, we chose to use 

time-stamps with real-time values instead of vector time-stamps to determine the precedence of event 

messages at arrival. Thus, in EPS time-stamp are supposed to be the value of the host's local clock at the 

moment the message is sent by the sensor. 

4 The Event Processing Service 

The Event Processing Service (EPS) is a general-purpose service that supports the detection of primitive 

and composite events for any application which requests this service. An application proceM makes a 

request by sending a message called Request for Notification (R/N) to the EPS. The R/N is composed of 

the following parts: 

Event expression It specifies the structure of the composite event in ~ of component primitive event 

types and five possible event operatorB, which are described in section 5. The set of all defined 

primitive event types is a parameter of the EPS, and each event type has associated a set of specific 

attributes. 

Condition expression It determines CODlltraints on attributes of event types which have to be satisfied 

for a notification to be sent to the requesting application proceaa. 

Callback port This is a reference to an entry point (e.g. a port or remote method) at the requesting 

application process, which is accessed/invoked by EPS to send a notification of occurrence of an 

event of interest. 

Notification This is a character string that the requesting application process will receive from EPS 

as part of the event notification. It will typically describe the application specific meaning of the 

corresponding event occurance. 

Each Request for Notification (R/N,) gets a unique reqvut-ld, which may further be ll8ed by the 

application process to access it, as for example, to cancel a the particular request. 

The monitoring of the system is actually performed by application specific ,enaor, (i.e. software pro­

cesses), which report the occurrence of any significant change in either software or hardware component, 
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by sending event messages to EPS. Each such message contains a single primitive event instance with some 

attribute values. 

4.1 Architecture 

Currently, the EPS is implemented 88 a centralized server program (shown in figure 1) composed of the 

following four functional units: 

Figure 1: Structure of the EPS 

'lree Mllilllgement This unit handles the acceptance of new RfNs, adds the corresponding event nodes 

in the event tree and sends requests for timer events to the Timer unit. 

Scheduler The scheduler receives event messages (with primitive event instances) from the sensors, im­

plements a detection window to eliminate outdated events (see section 7.1) and schedules the delivery 

of event instancea to the Tree Proceuing unit. In order to deliver the event instances in the correct 

order, the scheduler uses the •cheduler time ( cf. section 7) to wait for "late" instances. 

Tree Processing This Is the core unit within EPS. It performs all the event processing and detection, 

88 well 1111 garbage collection on one or more trees representing the event expressi0118 specified in the 

RJN. Upon every delivery of a new primitive event instance by the Scheduler, this unit eventu­

ally generates new event instances at intermediate nodes of the tree to represent the occurrence of 

composite events. The algorithm for tree traversal used in this unit is described in detail in section 

6. 

Timer This unit essentially implements an alarm clock, which receives requests to generate either absolute 

or periodic timer events. These requests arrive either from the 'lree Management or the Tree 

Processing units, where the first ones are for absolute and periodic timer events and the second 

ones are for absolute timer events. 
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5 Event Types and Attributes 

Events are instances of either primitive or compoaite e11ent type. Primitive event types have attributes that 

hold data values reflecting some change of state or behavior in either a software or hardware component 

of the distributed system. Composite event types describe complex events, such as the conjunction, dis­

junction, sequence, etc. of simpler primitive or composite event types. A composite event is defined by an 

event expression contained in a RfN. 

Common to all event types are the attributes origin and time-stamp. While for primitive events 

the value of a time-stamp is determined by the generating sensor, for composite events the time-stamp is 

inferred from the time-stamps of its component events. 

In order to combine primitive events, EPS has five operators: operator "&:" (boolean and); operator 

"II" (boolean or) operator ";" (sequence of events); operator TimesEq and operator TimesDf. The 

last two operators represent the repetitive occurence of a specific event. While operator TimesEq consider 

the repetion of an event whose instances have the same value for the specific attribute, operator TimesDf 

does the opposite, consider only the instances with different values for the specific attribute. 

In addition to these operators, it is possible to group an event expression by using parenthesis. For 

example, the following event expre&Sion 

TimeaEq(n,E1,attr1)ll(&;E1) 

describes the composite event of n occurrences of a event Et {all with the same value of attribute attr1) 

or the composite event " & followed by Et n. Such an event expression could be part of a R/N. 
Although the ability to express the absence of events certainly adds expressive power to an event 

description language, we chose not to support negative event expressions in EPS, since this would require 

the implementation of complex evaluation methods based on interval logic (9). 

Moreover, one can get around this problem by using special timer-equipped sensors ( or interposing them 

between the normal sensors and EPS) that periodically check if some state change or event has occurred 

within some period of time, and if this is not the case, deliver an event to EPS of the type •not event E 

within laat T time units'. Thus, we believe that for most applications EPS's genuine lack of negative event 

expressions will not be a major problem. 

Besides the composite operators, EPS is able to deal with timer events. The three kind of timer events 

which EPS can handle are: Absolute (specifying a unique moment in time); Periodic (specifying a 

repetitive event) and Relative. This last event type defines the generation of a timer event some time 

after the occurrence of an arbitrary composite or primitive event. For example, at{E, 0/0/! 0:01:05) 

specifies that exactly two days, one minute and five seconds after the occurrence of an e-vent of type E a 

timer event will be generated. 

6 Event Processing 

In this section we give an overview of the event processing method used in EPS. 
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Like some other works, we choee to represent composite events a., a tree, where the leaf nodes represent 

primitive event types (denoted by E1) and the intermediate nodes represent one of the possible event 

operators shown in section 5. In addition, there is a third kind of node called an a.pplication node, which 

represents an RJN and may be connected to a leaf or an intermediate node. Such event trees are built 

according to the event expressions of the R/N& received by EPS from the application processes. Unlike most 

other work in this area, where each application request calllle8 the creation of a aeparate tree representing the 

corresponding event expression, our approach hi to aggregate the trees whenever an event expression from 

an RfN shares BUb-expressions with another RfN, eventually from another application. The main advantage 

of this tree aggregation is that it facilitates the processing of eventa contained in 9eYeial expressions. Only 

Snoop [7) provides similar functionality. However, unlike Snoop, which adopta four modes to control the 

mmt processing, EPS uaes a generic mode where all possible combinations of events are considered. Details 

about Snoop'• four modes and the advant~e of using a generic mode in EPS are discussed in sections 2 

and 10. 

In what follows we will make a distinction between nodu of the event tree, e.g. describing primitive event 

types and operators, such as operator "&", operator •11•, etc. and evffll inata.ncu (or simply, irutancu), 

which are . the pieces of monitored data obtained through event messages &om the sensors. Whenever 

an instance arrives at the EPS, it is associated with the corresponding leaf node and its occurrence ii 

also propagated up the tree. This upward propagation is done by eventually creating new instance11 at 

the parent nodes of the leaf node, at the parent nodes of these, et<;. Thus, while processing incoming 

event instances, several trees of instances are created according to the operators represented by each of the 

intermediate nodes of the event tree. 

Figure 2 depicts a simple aggregated event tree built &om two R/N s 11ent by applications AP2 and AP1. 

In this example the event expression &om AP1 la (E1&1.Ea) &2.Ea and from AP2 is E1&1.Ea. Moreover, the 

Figure ahowa the instance trees corresponding to the arrival of four primitive event instances 0, 1, 2 and 

3. In this and the following figures we will represent the event trees by circles (the nodes) and thick lines, 

and the instance trees by small rectangles ( the Instances) and thin lines. In the rectangles representing the 

instances, the upper and lower parts are used to represent the attributes states and usera of each event 

instance, which will be explained in the following. 

Since we are Wling aggregate trees, each node can have one or more parent nodes. Therefore, for 

the event processing we need to decide if an instance has or not been already used in a com})Olli.te mmt 

including a specific parent node. This decision is BUpported by the following two attributes associated with 

every instance eat a tree node E. 

states. is a set which contains one flag for each pa.rent node of E. Each flag is either marked or not..ma.rked, 

which indicates whether this inatance has been used in an application notification involving the 

corresponding parent node, or not; 

Wien, is a set of identifiers that stores all the applicationIDs which were notified due to the occurrence 

of a composite event instance of which instance e is a component. 

The event processing in EPS consists of four phases, each of which is responsible for the following 
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Figure 2: First Phase of the event processing 

actioll8: the first phase creates intermediate event instances; the second and third phases eventually notify 

the application and mark all instances which participated in the notification; and the fourth phase does 

garbage collection, by removing parts of (unl18llble) instance trees. 

6.1 First Phase 

The first phase builds the instance trees. It is an incremental, bottom-up process, which happens every 

time an instance is delivered to a leaf node by the scheduler. The arrival of BUch instance causes the 

creation of additional instances at the corresponding parent node. The number of new instances that are 

created at such a node depends on the particular operator represented by the node and on the set of already 

existing instances at its child nodes. For example, at a node representing an operator "&:" the instance set 

is the Cartesian product of the instance sets of the corresponding child nodes. At an operator "II" node 

the instance set is the union of the instance sets at the child nodes. This is because any of these instances 

may be 1188d as an instance of the parent node (representing operator "II"). 
The event operator ";"is a particular case of the operator "k", with the additional constraint that an 

instance from the right branch (right child node) must be combined only with instances of the left branch 

which have a lower timestamp attribute. For example, if we assume that the left child of a node (repre­

senting operator";") has two instances, en and e12 with time-stamps eu.t = 10 and e12.t = 12 respectively, 

and a new instance, e,. with e,..t = 11, arrives at the node's right child, then because of the precedence 

constraint only one new composite instance, eu; e,. is created at this composite node {representing operator 

";"). 

At nodes representing either operator TimesEq or operator TimesDf the set of illBtances is the set 

of all possible choices of N elements out of the set L of instances at the (single) child node. Thus, in this 

case we build an inswice set with cardinality: 

The rules above are used for the creation of new intermediate instances at all levels of the event tree 
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except for the bottom level, which is composed of leaf nodes. 

Notice that by our method we build composite instances by forming all possible combinations of the 

child instances. This form of composite event derivation (All Combination.,) has some advantages com­

pared to the more restrictive derivations defined by Snoop's[7] modes recent, chronological, continuoua and 

cumulati11e, as discussed in Section 2. 

Figure 2 depicts an event tree and the instance tree after processing the First Phase for the instances 

0,1,2 and 3. 

6.2 Second Phase 

The second phase starts when a new set S of composite instances arrives at an application node representing 

an RfN. For each composite instance in S, the event condition of R/N is tested. H any composite instance 

satisfies the condition, then the corresponding instance tree is traversed down, and all the instances which 

collaborated to build the composite instance are marked. Otherwise, no action is taken. 

For each new set S 0£ composite instances that arrives at an application node, only one instance in S 

can trigger a notification to the application. This is because all composite instances in S have at least one 

primitive instance in common, but the application should be notified only once of the occurrence of this 

"commonn primitive event. Accordingly, all other instances of set S (and its component instances) should 

be marked so that they are not used again, Le. they are not able to cause new notifications. This marking 

is performed during the third phase (section 6.3). 

Figure 3 shows how the instance tree looks like after the aecond phase, assuming that instance 7 satisfied 

the event condition of an RfN, causing a notification to application AP1 • The black dots in this figure 

represent the marks at the event instances, as explained above. 

Figure 3: Second Phase of the event processing 
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6.3 Third Phase 

In the second phase we could mark the instances which constituted the final composite event. However, 

many other instances use the same set or subset of the primitive instances of the final composite event. 

As mentioned in the section 6.2, all of these instances are not suppOlled to generate new instances and 

therefore should be marked too. 

In order to mark all these instances, the third phase traverses the event tree up marking all instances 

that contain at least one primitive instance that is part of the composite event in S which caused the 

notification to the application (i.e. instance 7 in figure 3). 

To ensure that no wrong instances will be marked, the third phase checks only the instances associated 

with the nodes of the event tree corresponding to the specific event expression which caused the notification 

and which initiated the second phase. 

Figure 4 shows the instance tree at the end of the third phaBe. 

Figure 4: Third Phase of the event processing 

6.4 Fourth Phase 

The main goal of the fourth phase is to avoid an explosion of the number of event instances. After a 

notification, the instance tree may have many marked instances, and these instances cannot be used any 

more. The fourth phase travenes the event tree down, starting at the application nodes that have had a 

notification, and removing all the instances which (i) have a mark in all elements of states and (ii) do not 

have any more a parent instance. 

Applying this phase we guarantee that an instance is only kept in the tree if it can be part of a composite 

component for some future notification. 

Figure 5 shows the final instance tree after the whole event processing (phases one through four) caused 

by the occurrence of the primitive instances 0, 1, 2 and 3. 

Although by this event processing method the first phase tends to generate large numbers of intermediate 

event instances, the marking and removal of instancei performed in the phaseii two through four leaves 
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Figure 5: Fourth Phase (garbage collection) 

only the minimum number of instances eligible for contributing to future notifications. 

This is very important for ensuring a good proceising performance. Since EPS uses the generic pro­

cessing mode (c.f. section 6.1), the more instances are kepi at. a given level of the tree, the more composite 

instances at. the upper levels will be generated from the levels below, yielding a direct impact on the 

monitor's performance. 

7 Timing issues 

In this section we discuss several time-related issues and explain how they are handled by the EPS. 

Some well-known problems when monitoring distributed systems are the impossibility of achieving 

exaci synchronization among the clocks of the hOllta in a network and the unpredictable delay of message 

t ransmission. These problems have been taken into account in the design of EPS, in particular, in the way 

it ordeni incoming event instances and handles communicat.ion delaya. 

7.1 Handling of delays 

Concerning the first problem, in EPS we assume that machine clocks are 
approximately synchronized (with error rate :s; e) through the use of aome time-synchronization protocol 

[5]. Based on this aarumption it makes sense to compare the timestamp of events (received from sensors) 

in order to determine an approximate relative precedence. 

In order to deal with the problem of message transmission delay in the EPS, we use the following two 

parameters: 

detection window : is a window size E (i.e. a period of time in m.,) used to determine acceptance of 

event instances for proce55ing by EPS.An instance e can be accepted if its timestamp attribute e.t is 

greater or equal to CT - E, where CT is the current time at the arrival of the event instance. 
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AJJ. appropriate choice for a value of E mainly depends on the kind of applicatiOD which is usiDg the 

EPS. A large E is recommended for applicatiODS with relatively loog periods of stable states, i.e., 

where event instances are not generated frequently. Examples for such applications are monitors for 

chemical reactions. A small E is recommended for applications with frequent state changes, as for 

example, a monitor aiming to detect dependencies among concurrent computation tasks. 

scheduler time : is a delay r (in ma). This time is used to wait for event instances which have eventually 

arrived at the EPS with some delay. This is particularly important in a distributed environment, 

where the events instances sent by the sensors may arrive in a different order than their generation 

times. 

7 .2 Event Aging 

AJJ.other problem related to the momtoring of events is that some instances of primitive and compos­

ite events will never be marked by any application, mainly because their attributes do not satisfy the 

corresponding event conditions in the RJN . 

In order to get rid of those events, every event processing system needs to implement a garbage collection 

based on event aging. In the EPS, such garbage collection (based on event age) is done by traversing the 

tree top-down, scanning for and removing all instances e which have their timestamp attribute e.t satisfying 

e.t::; CT-(1/n)•E, where Eis the detection window and n is the frequency in which the garbage collection 

is executed. During this traversal, whenever a composite instaDce is to be removed due to its age, we know 

also that all of its child instances can be removed as well. This is due to the fact that the time-stamp of a 

composite instance ill always the maximum of the tim~ps of its child instances. 

The frequency n of the garbage collection execution has significant influence on the performance of EPS. 

H the frequency is high, the number of event instances in the tree is lower, but each garbage oollection 

execution will remove few instances. H the frequency is low, the instaDce tree will have more instances 

for a larger period of time, but each garbage collection execution will remove many instaDces. Thus, a 

reasonable periodicity for ag&-based garbage collection must be foUDd. 

8 Comparison with Related Algorithms 

In this section we compare the algorithm for processing event trees used in EPS with thaie used in Snoop (7) 

aDd GEM (6] momtors. UnfortUD8teiy, no performance data of these other momtors have been published or 

made available, making it impossible to compare execution times for similar composite event expressions. 

Table 1 summarizes the differences in the algorithms used in the momtors. 

GEM 

Both GEM and EPS use a single algorithm for proce.ssing the trees representing composite events. The 

major differences among the algorithms are summarized in table 1. 
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Monitor Trees Instance Ordering Tree Processing Modes 

EPS shared before tree processing four Phases generic 

Snoop shared no ordering one phase four 

modes 

GEM simple during tree processing two phases generic 

Table 1: Comparison between the algorithms 

The main difference between GEM and EPS is that the former does not consider the sharing of subtrees. 
This may cause the construction of several copies of a tree representing the same composite event requested 

by different monitoring application. Because of its simpler structurmg of oomposite events (i.e. without 

sharing), GEM has also a simpler tree processing algorithm which consists of two pha.,es: in the ascend­

Ing phase the composite instances are created, and In the descending phase used instances are removed. 

F&entially, these two phases correspond to EPS's first and fourth phases. 

The main disadvantage of GEM'a lack of subtree sharing is that the following two actions have to be 

carried out whenever a new primitive event instance is delivered to the monitor: first, all trees with the 

oorresponding event type have to be identified and then the processing associated with that Instance haa 

to be carried out In all the oorreeponding trees. 
In ordei- to reduce processing at the different trees, GEM employa jilten that specify which instances 

are allowed to ascend the tree. This filter is a logical condition on the instance's attributes and may 

be associated with any node in the trees. By using these filters it is pOIISi.ble to reduce significantly the 

repetitive processing of instances in different trees. 

Yet anothei- important difference is related to the ordering of instances which arrive at the monitor. 

Unlike in EPS, where the ordering is performed before starting the first phase, in GEM the ordering is 

done during tree processing. Thia means that when an old instance arrives at qEM, it is put at the correct 

position with respect to the othei- instances at the same node. 

Sentinel 

As mentioned in section 2 Snoop defines four modes for processing composite events. However, sometimes 

there exist composite events of interest to some applications which cannot be expressed by any of these 

modes, as will be explained below. 

Unlike Snoop, In EPS we chose to proce811 events in a complete way, i.e. always building composite 

instances from all possible combinations of the instances at the child nodes. This generic processing mode 

is required when the instances are to be oombined by considering only their logical dependence as expressed 
by the operators, rather than their temporal attributes. 

This form of generic processing is required by some applications where not only the most recent events 

are relevant for detecting and managing abnormal situations. Examples of applications are network security 

management or dataffow monitoring in a distributed system. 

For example, consider the case in which the goal is to detect cycles in message transmissions among 
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a set of processes, for example to avoid indefinite forwarding. In pamcular, let us consider the specific 

problem for three processes, Pi,Pi and Pa- Here we may have two types of events, ,end twe and receive 

type, denoted by [st,procID,msgID)) and [rt,proclD,msgID], where proclD and m,glD are the attributes 

that indicate, respectively, the process at which the event occurred and a unique message identifier. 

In this case, a cycle can be detected if a process receives a message that it has previously sent. Thia 

is essentially a sequence of the primitive event ,end followed by the primitive event M:eive, with matching 

attributes. Translating this into an event detection condition, it means that we are interested in composite 

events of the form (at, X, Y]; [rt, Z, W], where X = Z and Y = W hold. 

CollBidering the following order of instance arrivals ( where j in ei denotes the moment in which instance 

e has arrived): 

[at, 1, 2]1, (at, 2, 1]2, [rt, 3, 1]3, [rt, 2, 2)4, (at, 3, 1]6, [rt, 2, 1)8, 

it can be seen that the condition above can only be detected by considering all combinations of events. 

I 1 1 !, I, I -'l1mo 

•' • rt' -I ~ 
~ 2 

~ ~ 
4 ~ ~ 
$ ~ 

c-
' I> d 7 
I ~ 
~ 

' I> □ ~ 
10 ~ Deg II 
12 

13 I> ~ 14 ~ 
15 I> <I 
1' I> <I 
17 ~ 

Figure 6: Derivation of composite instances in Snoop and EPS 

Figure 6 shows which composite events would be generated in each of Snoop's modes (recent, chrono­

logical, contimwua and c,,mulative) and EPS's generic mode (all combination). 

After processing the six primitive event instances above, in the generic mode the set of derived composite 

instances would be (stl,rt3); (st2,rt3); (stl,rt4); (st2,rt4); (stl,rt6), (st2,rt6); (st5,rt6) , (lines 11 through 

17 in Figure 6). 

Now let us consider Snoop's modes, where the upward propagation of events is determined by the 

instances that start (1>) and finish ( <1) the detection of a composite event (the box symbol just represents the 

membership of a primitive instance in a compoeite instance). In rettnt mode the set of composite instance 
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Is (st2,rt3); (st5,rt6). In chronological mode the set is (stl,rt3); (st2,rt4); (st5,rt6). In the continuou, mode 

the set is (stl,rt3);(st2,rt3);{st5,rt6). Finally, the cumulative mode the set is (st2,si2,rt3);(st5,rt6). 

The llilion of the sets generated by each of Snoop's mode would have four elements plus the additional 

three-instance element (stl,st2,rt3). Thus, the three other poesible composite instances detected by EPS 

{lines 13, 15, and 16) would never be generated by Snoop, implying that BUch communication cycle would 

never be detected by Snoop. 

As a consequence of adopting four speciftc modes, Snoop just goes up in the tree. During the upward 

propagation of instances in the tree, the Snoop monitor remOVl!S instances from the lower levels according 

to the processing mode in use. This means that Snoop combines the EPS's First and the Fourth phases 

in only one, while the Second and the Third phases are not neceaary because a copy of each instance 

of the lower level is passed to the upper level. However, this approach is not suitable for generating all 

combinations (generic mode), where it is necessary to keep track of all instances that have arrived at the 

monitor. Without this, some combinations could be lost. 

9 Performance of the EPS 

In this section we pl'el!ellt the factors which have the largest influence on the performance of the event 

processing a.lgorithm presented in section 6. Unfortunately, a mathematically rigorous analysis of the order 

of complexity is very difficult in this case, because of the large number of factors and the difficulty of 

quantifying them. Based on the experience gained by testing EPS for various forms of shared event trees 

and different numbers of instances and arrival rates, we identified the main factors that determine the 

algorithm's performance. Below is a list in decreasing order of influence: 

Types of Operators: Among the pOllllible types of operaton, some contribute with more event instances 

in the tree than otben. For example, the operator "II" does not cause the creation of many instances, 

because it does not employ the Cartesian product of the instances at the corresponding child nodes. 

However, if the majority of nodes in the tree is of type operator "k", operator ";" or repetition 

(operator ThnesDf and operator ThneaEq ), the number of instances will grow exponentially with 

the height of the tree. 

Frequency of new primitive event instances: the more new event instances arrive at the EPS during 

a given period of time increll888, the lower will be the overall performance of the algorithm. This is 

due to the fact that more instances remain in the tree and may be used when applying the Cartesian 

product for deriving higher-level composite instances. 

Size of the detection window: it determines the period of time during which an instance is used to 

generate new intermediate instances in the tree. Thus, if the detection window is large, more instances 

remain in the tree and hence cause the creation of even more instances. 

Distribution of instances in the tree: this is also a factor that has influence on the total number of 

instances in the tree. H the distribution of instances at the leaf nodes is unbalanced, most intermediate 
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instances will be concentrated on certain parts of the tree, and thus will contribute less to the 

generation of more intermediate instances. Thus, an uniform distribution of instance arrivals for all 

event types is worse for the overall performance than a non-unifonn distribution. 

Structure of the tree: the tree structure also has a twofold effect on the generation of intermediate 

instances, i.e. on the total number of instances in a tree. For example, comparing a binary balanced 

tree and a backbone-like.tree (a linear tree where each node has a single additional node) with a 

same distribution of instances at the leaf nodes, the former will have less intermediate nodes than 

the latter, and hence will require less processing according to our algorithm. 

Condition expression: the event condition associated with a RfN determines the number of instances 

that can be eliminated from the tree once the corresponding application node has been reached. For 

example, the more restrictive the condition is, the smaller is the chance of being able to satisfy the 

condition with a set of composite instances. Hence, less instances are consumed or cancelled and 

remain in the tree. 

Most of the factors above depend on the nature of the application using the EPS, such as, common 

structures and conditions associated with composite events of interest, primitive instance arrival rates for 

the different types of events, etc. However, fine tuning of parameters such as the size of the detection 

window, or the periodicity of the execution of the Fourth Phase helps to improve the services performance. 

For example, if outdated instances are removed more frequently less instances are kept in the tree, which 

in turn reduces the amount of composite instances that are generated and proceseed. 

10 Conclusion 

Detection of composite events has been an active area of research in the database community, but more 

recently it is also being applied to other domains such as distributed computing, security and surveillance 

systems or analysis of financial markets. 

Our interest in thill subject aroee from the area of distributed ll)'lltem monitoring and control, where we 

are developing an infra-structure for availability management of distributed programa. In particular, we 

required a eervice capable of detecting composite events, expressed in terms of primitive events detected 

by unaor,, and describing complex relations of events concerning availability problems ol software and 

hardware components. Thia lead to the design of a generic event detection service th.at can be used by 

any application program, e.g. a monitoring program, and which handles delays in the delivery of event 

messages from SeDBOrs caused by network latency. 

The most significant contribution of this work is the ll9e of shared trees to repfflllmt event expressions 

with common sub-expressions. The major advantage of this optimization is that it reduces significantly 

the cost of scanning the leaf nodes and evaluating sul>-events that are common to many event trees. With 

our technique, the arrival of an instance of an event type appearing in a shared tree only once trigger8 the 

detection procedure (or composite events. 
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AB part of the design proceu, we have formally described this event processing method using a cus­

tomized attribute grammar. In this description we specified each node of the event tree a., an object and 

the interact.ions related to each of processing phase as invocations of the corresponding methods at adjacent 

tree nodes. Based on this £ormal description the actual programming of this event procesafng waa carried 

out without any major problems. 

The event processing service described in this paper waa fully implemented in Jaw with the use of the 

RMI facility as the basic means for communication among the EPS clients, i.e. application processes and 

the aensors2. We chose the Jaw language because it ia object-oriented, portable &Cl'Oll8 many environments, 

and because RMI provides a simple method invocation interface for remote applications. Inheritance waa 

very helpful for implemenwig the classes for the tree nodes (representing the primitive event types and 

operators) and foe structuring the EPS code in general. We U8ed threads to implement concurrency within 

the EPS, and this waa also wry simple with Java. Since many threw manipulate the event and instance 

trees, we were forced to synchronize the &CCe88 to them using Jaw's synchronization facility. 

We teated the performance of the EPS for compoeite event expressions corresponding to extreme tree 

configurations. Figure 7 shows the total processing time for a binary balanced tree ftl'IIUS a badtbon~like 

tree for different numbers of stored instances, i.e. instances that had previously arrived at the EPS. We 

measured the processing time from the moment of arrival of the Jut instance necessary for a notification 

until the moment C. the actual notification to the application proca8. Thia instance WIUI alwa.ya corra­

lJ)Ollding to a deeply nested event type in the event expression. Unlike our initial belief the processing time 

with the backbo~like tree lead to a lineai- increue of time 1Vhile the balanced tree shows an exponential 

behavior. Thia occured because although we kept the total number of instances the same, their distribution 

11'218 different in each tree. And this fact apparently had a bigger influence on the total processing time 

than the shape of the tree. 

We also compared the total proceesing time for a tree shared by two applications with the total proces&­

ing time for two copies of the same tree, and for different distributions of previous iDstancea in the trees. 

Again, here we measured the time between the arrival of the last instance and the moment of the eecond 

notification to the applicaiion program. Figure 8 shows that the speedup gained when ■haring treel is le8a 
for a binary balanced tree (tests l through 4) than for a backbone-like tree (test 5). 

In all tests, the processing of events ll8ing shared trees 11'218 faster than using simple trees, as expected. 

But thia diiference correspond■ only to the time saved in the tree processing. In addition, it ii important to 

consider also the time spent to find the trees 1Vhich have t.o be pr0Ce811ed. Then, the total speedup gained 

iB more than the ooe showed in the Figure 8. Because related work doe■ not present any data of the time 

spent to find the trees, this information 11'88 not included in the graphica. 

Our performance tests, and in particular Figure 7, also showed that EPS ia able to procesa approximately 

up to 1000-2000 eYellt inlltances per minute, and therefore is suitable for systems with a compatible instance 

creation rate (by all sensors). 

Although the performance of the EPS waa very good, its implementation could be optimiud and the 

results could be even better, meaning a larger number of instances processed by minute. 
2The EPS ia public domain IOfunu,, aad may be d"'"11oaded from http://ftW.m.up.br/"1111roto/opo/epa.~ 

18 



O 1000 2000 2000 «JOO 1000 1000 7IIGO 8000 8000 10000 .................. 
~l!IIWyBlllncodTIN -+--TIN 

Figure 7: Processing time of balanced binary tree versus Backbone-like tree 

10.1 Future Work 

We are aware of the major limitations of our service, namely its centralized implementation aod its as­

sumptions about approximately synchronized machine clocks, and we plan to address these issues in future 

work. 

A centralized implementation of aoy basic service embodies the problem of contention at concurrent 

BCC818. In order to reduce the <X>Dtention, the best solution is to have aeveral serwra, each being in charge 

of monitoring events of a certain class. Although this reduces the contention at each server, it makes the 

detection of composite events much more complicated. Distributed event detection is ao interesting aod 

challenging problem which we plan to investigate in future. 

One direction of future work is also to implement a class which acts as an interface between the EPS 

and the application-specific sensors. In addition to facilitating the programming of these sensor& this class 

would a1ao implement a clock synchronization protocol among the communicating machines, making the 

EPS portable and less dependent on the existence of network clock synchronization services. 

Another line of future work is to investigate methods for identifying event sub-expressions within a 

R/N that are already present in a previoll8 event tree and implement simple transformations on event 

expressions in order to take advantage of the structure of an already existing event tree. 
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