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Abstract

In this paper we present a client-server protocol which implements
reliable delivery of messages to mobile hosts. Reliable here means that
for every request from a mobile client to a network service, eventually it
will receive the result, despite its periods of inactivity and any number
of migrations. Such a protocol is suitable for network services based on
request-reply style of communication (e.g. RPC) and with long request
processing times. For these services, there is a high probability that a
client at a mobile host migrates to anather cell while waiting for the reply.

The main advantage of the protocol is that although at each moment
only a single Message Service Station is responsible for retransmitting re-
quest results to a given mobile host, the protocol achieves dynamic global
load balancing within the set of Message Service Stations.

1 Introduction

With the ongoing improvement and spread of cellular telephony technology, more
and more computer network services will be supporting wireless communication.
In near future, it will be possible to access a huge variety of information bases
from lightweight, inexpensive and hand-held terminals or PDAs, regardless of
their current location. Also, many of these information bases will be fed with
data sent by these mobile devices, which may range from frequent updates of
simple data, such as the current location, to occasional uploads of huge volume
of data. In addition, such information bases may be maintained by collections
of distributed servers so that whenever data is to be retrieved or updated, first
its storage location must be determined.

Currently we are working on a project called SIDAM (Distributed Informa-
tion Systems for Mobile Agents) that aims at studying the main architectural
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and algorithmical issues involved in the implementation of distributed informa-
tion services for mobile agents, investigating existing methods and technologies
and designing efficient protocols and services for data storage and access.

For that, a general model has been proposed as an integrator of the sev-
eral research areas involved, namely: distributed systems, performance analysis,
fault tolerance, software architecture, databases and knowledge representation.
The construction of this model was motivated by a real-life application: an on-
line service providing traffic information in a big city such as Sao Paulo. Project
SIDAM aims at developing a distributed information service that can be queried
and updated by mobile users. These users may be either common citizens re-
questing information about traffic situation in a specific part of the city or may
be Sao Paulo’s Traffic Engineering Company staff (in a car or helicopter) feeding
the system with data about traffic. This data will be stored (eventually in several
forms and degrees of accuracy) in an decentralized information base, consisting
of several interconnected Traffic Information Servers (TIS). The decentralized
nature of the information base is necessary to handle the high load of concur-
rent queries and updates, and to take advantage of the locality of updates. In
this context, queries and updates to the global information base may involve
complex searches, interactions and processing within the TIS network.

In order to implement efficiently the operations offered by the system to
mobile users (such as query, update, subscribe!, and multicast®) we are designing
some protocols[6] that handle different aspects of the operations, such as user
mobility, data location, data replication, TIS interaction, etc. We expect the
resulting model and design to be generic enough to be easily adaptable to a
variety of applications, ranging from support systems for strategical actions to
electronic mail systems for portable computers.

In the remainder of this paper we focus our attention on a communication
protocol for mobile clients that will be primarily used in the query and subscrip-
tion operations.

2 System Model and Assumptions

The model of the system consists of two types of machines, the static hosts and
the mobile hosts (Mh). Static hosts are connected to each other through a static
and reliable network.

Among the static hosts, some also serve as Message Service Stations (Mss)
for the mobile hosts and are assumed not to fail. Each M ss defines a geographic
region (cell) in which it is able to communicate with the set of mobile hosts
currently located in the cell. The information about the Mhs within a cell is
maintained at each Mss in a data structure local Mhs.

1 The user specifies an entity and a threshold on any of its attribute values, and the system
will notify the user about related changes in the entity.

2The user provides its identification, the identification of a group of users (previously con-
figured) and a message to be sent to the group.




Some of the static hosts may be servers (e.g. a Traffic Information Server)
that provide application specific services to both static and mobile hosts. It is
assumed that each server maintains a fixed address which can be obtained by
querying some directory service.

The mobile hosts are disconnected computers that have a system-wide unique
identification and which may be in two possible states, namely active and inac-
tive. In the inactive state (e.g. power save state, turned off) a Mh is unable to
receive or send any message. In order to join the system, a Mh sends a join
message to the Mss in charge for the cell it is currently in, which then becomes
the Mss currently responsible for the Mh (respMss). A Mh leaves the system
by sending a leave message to its respMss.

Mobile hosts are able to move from one cell to another. Whenever a Mh
enters a new cell it sends a greet(oldMss) message to the Mss responsible
for the target cell, where oldMss is the identity of the M ss responsible for cell
which the Mh is leaving. With this information the Mss of the new cell is able
to initiate a Hand-off protocol with the previous Mss.

This greet message is also sent by the Mh when it becomes active again
within the same cell where it has been before become inactive. In this particular
case, however, the Mss will not initiate a Hand-off protocol, since the previous
M ss mentioned in message greet is itself.

Actually, in this model we abstract from the details of how a Mh learns that
it is entering or leaving a cell, assuming that this can be achieved in different
ways according to the wireless technology in use.

Figure 1 shows a system with three M sss and five Mhs (in the corresponding
cells or migrating) and where mobile host Mh; is issuing a request to server S
from one cell, but may pick up the server’s reply while visiting another cell.

Figure 1: System with three Masss and five Mhs

The main assumptions of the model are the following:

1. Communication among the Msss is reliable and message delivery is in
causal order;

2. All Mss are reliable and do not fail;



3. At any time, each active Mh is associated with exactly one Mss (respMss).

4. If a Mh is active it must send an Ack to all messages received from its
respMss, and while it is inactive it must not reply to any message. When
a Mh migrates between cells it may be considered inactive by both the
(M ss,) or the new Mss (Mss,) during the period of time of the Hand-off
(see Section 3.2).

5. A Mkh is able to detect if a message from its respMss is a new one or if it
is a retransmission.

6. A Mh only leaves the system if it has acknowledged all messages received
by its respMss.

3 Result Delivery Protocol

In the remainder of this paper we present and analyze a protocol which guaran-
tees reliable delivery of reply messages from a server in the network to a mobile
client. This protocol, which we called Result Delivery Protocol, is suitable for
network services based on a request-reply style of interaction (e.g. RPC) and
with long request processing time. For such services, it is likely that the client
{on the mobile host) migrates to another cell while waiting for the result of the
request. The protocol can be used with a wide range of existing network services
since from the perspective of the server, service access is identical to the one by
a static client.

Although the presentation of the protocol is focussed on a request-reply style
of interaction, like operation guery of the traffic information service (Section 1),
it can be used as well for asynchronous notifications of events to mobile clients.
Thus, the RDP may as well be used for implementing the operation subscribe
(Section 1), by which a mobile client is informed of any major change in the
traffic situation.

The RDP protocol is based on the indirect model for client-server interactions
proposed by Badrinath et al.[2]. In this model the mobile support stations act
as representatives for all the mobile hosts within their cell, hold part of the Mh'’s
state, and do the translation between the wired and the wireless communication.

3.1 Outline of the Protocol

The Result Delivery Protocol (RDP) is based on the notion of a prozy for requests
(or simply prozy). A proxy is created on behalf of a Mk that wishes to interact
with servers within the wired network. It is created at the Mass responsible
for the Mh’s current cell (respMss) whenever the Mh initiates a new series of
service requests. The main purpose of the proxy is to provide a fixed location
for the reception of server replies, to keep track of pending requests, store the
request’s results, and to forward the results to the M ss responsible for the cell
in which the Mh is currently located. The proxy is an object which exists only



until all the result forwards are acknowledged by the corresponding Mh, after
which it is destroyed. Then, at a later moment, the same Mh may cause the
creation of a new proxy at the same or a different Mss, depending on whether
it has or not migrated. However, at any time each Mh owns at most one proxy.

In order to decide to which Mss to forward the result of a request, each
proxy holds a variable called currentLoc, which is updated with the address of
the current respMss of the corresponding Mh whenever it migrates. A proxy
also holds a requestList containing identifiers of all pending requests issued by
the Mh.

For being able to update currentloc at every migration, each Mh has one
prozy reference (or simply pRet) associated to it, which is hold by its respMss.
As the name suggests, a pRef contains a reference (the i.e. address of the Mss
and a proxyID) to the current proxy associated with the Mh. However, when a
Mh does not have a proxy (i.e. when it has no pending requests) pRef holds a
null address. A pRet also contains a flag called Ready to Kill pRef (RKpR), which
signals whether the proxy has forwarded the result of its last pending request
(see section 3.3 for more details).

Each time a Mss receives a new request from one of its local Mhs it checks
the corresponding pRef. If it has an null address, a new proxy is created locally
on behalf of Mh and Mss updates pRef with its own address and the proxy’s
objectID. Otherwise, Mss forwards the request to the proxy whose address is
mentioned in pRef.

When a Mh migrates from M ss, to Mss,, pRef is handed through the Hand-
off protocol (see Section 3.2) to Mas, as part of Mh's state. After completion
of the Hand-off for a Mh, Mh’s new location is updated at the proxy. This is
done by having M ss,, send a special message (update currentLoc) to the proxy.
This message is also sent when a respMss receives a greet message from the Mh
announcing its switch from the inactive to the active state. At the proxy, the
arrival of the update currentLoc message causes the variable currentLoc to be
updated and any non-acknowledged results from pending requests to be re-sent
to the new location.

When the result of any of Mhs pending request (say, request R) arrives at a
proxy (located at Mss,) it is forwarded by Mssp to the address mentioned in
currentLoc (i.e. respMss) and then delivered to Mh through wireless commu-
nication.

In normal conditions, i.e. when a Mh is active and stays in its cell for a
sufficient long period of time, the arrival of R’s result is acknowledged by the
Mh through a Ackgr message, which is forwarded by Mass,, to Mss,. Once it has
arrived, the proxy marks that request R has been completed, removes it from the
requestList, and possibly sends an acknowledgment to the server, depending
on the particular application-level client-server protocol being used.

If respMss is unable to reach Mh, because it is migrating or is in inactive
state, or simply because wireless communication failed, the respMss does not
attempt any new forwarding of the result. Instead, it is the proxy that will
re-sent the result as soon as it receives the next update of Mh's address.



At each Mss , higher priority is given to forwarding Ack messages (from Mhs
to Mss,) than to engaging in any new Hand-off transactions. This avoids that
results already acknowledged by a Mh are re-sent to the new cell. However, as
soon as respMss receives a request (from another Mss) to transfer Mh’s state,
as part of the Hand-off protocol, it will ignore all future Ack messages from this
Mh.

From the viewpoint of the proxy, until it does not receive an Ackr message
informing that R’s result has been indeed received by the Mh, it keeps re-sending
the result to every Mss,, from which its gets a update currentLoc message.
Notice that this guarantees that every result from a request will eventually reach
its destination (the Mh), provided that the Mh does not leave the system with
a pending request. The price to pay for this reliability is that eventually a result
will be sent more than once to a Mh.

3.2 Hand-off Protocol

The Hand-off protocol is executed between a Mss, and M ss,, whenever a Mh
switches cells, and aims at transferring all of Mh’s relevant state to Mss,. It
works as follows:

A Mh entering a new cell registers itself with the corresponding Mobile
Service Station (i.e. Mss,) by sending it a greet message containing the identi-
fication of its previous respMss. After having announced itself to Mss,, a Mh
must not reply to any message from any Mss other than Mass,,.

When receiving the greet message, Mass, sends Mass, a dereg message,
asking it to de-register Mh and send back Mh’s prozy reference (pRef). When
M ss, receives dereg Mh, it replies to Mss, with a deregAck message containing
MMh’s pRet, and then removes Mh from its local_Mhs list. As soon as message
deregAck from Mss, arrives, responsibility for MhA is officially transferred to
Mss,, which then includes MA in its locol Mhs list and updates Mh’s new
location with its proxy, by sending the update currLoc message to the proxy,
whose address is contained in pRef.

3.3 The Proxy Life-cycle

Although every Mh always has at most one proxy that forwards results to it,
the location of the proxies in the static network may change over time, by which
the protocol achieves dynamic global load balancing within the set of M sss.

As mentioned earlier, a proxy is created whenever a Mh issues a new request
and no proxy is yet available, i.e. when address in Mh’s pRef is empty. After
creation, a proxy is capable of handling several concurrent requests from its Mh.

When a proxy (hosted at Mssy) forwards the result of the last pending
request (say, L) to a respMss, flag del-pRet is set to true and is piggy-backed
on this result message sent to a Mh's respMss. It means that if this message is
received by the Mh, then the proxy can be deleted.

When the respMss receives a result message with del-pRef= true, it sets
flag RKpR=12r1ie at Mh’s pRef, meaning that respMss will confirm the removal of



the praxy (and erase proxy’s address in pRef’s) as soon as it receives an Ackg,
from Mh that is not preceded by any new request.

If this is the case, respMss sends message Ack;, with flag del-proxy= true
piggy-backed on it to M ssp, by which this one knows that the proxy can in fact be
deleted. However, if in the meantime, a new request from M arrives at respMss,
flag RKpR is re-set to false and Ack message is sent with del-proxy= false,
meaning that the old proxy will also be used for this new request.

Thus, the removal of the proxy is confirmed by respMss only if the following
condition holds: RKpR= true and for all of Mh's requests the corresponding Ack
has been received. Notice that since Mh will always use respMass as the gateway

for new requests, it will never happen that a new request is sent to 8 Mss which
is not hosting a Mh'’s proxy.

3.4 Examples

In this section we present two examples to illustrate how RDP works.
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Figure 2: Example of a single request

Figure 2 shows a scenario where a mobile host Mh issues a single request
to a server at Mss,, then migrates to Mss, and later to Mss,. Assuming that
this is Mh’s first request, its pRef will contain no address. Hence a new proxy
is created at Mas, with its variable currentLoc (abbreviated by currl) set to
Mss, and also the address in pRef is set to Mss,,.

Now each time the Mh migrates (and after the Hand-off protocol is com-
pleted) the new Mss sends an update currL message to the proxy in order to
update its variable currL.



When the response of the request (result) arrives at the proxy, Mss, for-
wards it to the Mss metioned in currL, even if in the meantime Mh has migrated,
as suggested by the qusetion mark in the figure. Piggy-backed on the result
message goes del~pRef= irue, because proxy’s requestList has a single entry.
Because Mh has meanwhile migrated to another cell, the proxy does not receive
an Ack from M ss,, hence will repeat the forwarding every time its variable currlL
is updated, until it finally receives an Ack from the Mh.

When Mass,, receives the result with del-pRef= true, it sets the flag RKpR=
true at Mh's pRet, forwards result to Mh and waits for an Ack from Mh.
As soon as this message arrives, and since still RKpR= true, Mss, erases the
address at Mh’s pRet and also sends Mss, message Ack piggy-backed with flag
del-proxy= true to Mss,. Finally, when this message arrives at Mass, the
proxy is deleted.
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Figure 3: Example of Multiple Requests

Figure 3 depicts a scenario where a Mh issues several requests through its
proxy, showing when the proxy is actually deleted. In this scenario, the mobile
host Mh first issues requestA at Mss, (creating a new proxy), and then migrates
to Mss. Thus, initially the proxy’s requestList contains only requestA and
when resultA arrives from the server, Mss, forwards resultA with del~pRef=
true to Mss. When this message arrives, M ss sets flag RKpR=true at Mh’s pRef,
and forwards resultA to Mh. However, since Mh issues a new requestB before
sending an Ack for resultA (AckA) flag RKpR is set to false. Since now Mss
receives AckA when RKpR= false, it leaves pRet’s address unchanged.

After receiving requestB followed by AckA, the proxy’s requestList ends
up holding only requestB, and resultB is forwarded to Mass.

Assume that meanwhile a new requestC arrives at the proxy, causing its
requestList to hold both requestB and requestC. When AckB is received by
the proxy, and resultC is received and forwarded, requestB can be removed
from requestList, leaving only the single pending requestC.



In this particular case, the proxy does not forward again resultB (which has
already been sent), but sends a special message containing only del-pRef= true
i8 sent to Mss, where it causes flag RKpR at MA’s pRef to be set to true. Finally,
when AckC arrives from Mh, pRet’s address is set to null, and message AckC with
del~proxy= true is sent to proxy, which causes its deletion. This means that
at the next time Mh issues a new request, a new proxy will be created at its
current respMss.

However, suppose that the last del-pRef message had arrived at Mss after
AckC. Since RKpR= false, pRef would be left unchanged and AckC would be sent
to Mssy, with del-proxy= false, avoiding the removal of the proxy.

4 Related Work

In our work, we adopt the indirect model for client-server interactions origi-
nally proposed by Badrinath et al.[2] and now adopted also in many other
works[12, 3, 7). In this model mobility is made explicit to all protocol layers
(up to the application layer) and the Mss’s serve as static intermediates for any
communication between the mobile clients and the servers executing on the net-
work. Compared to other approaches that make mobility explicit only to the
protocol layers up to the network layer (e.g. Mobile IP and its optimizations{9]),
the indirect model has as its main advantage the possibility to build mobility-
aware higher-level protocols which use locality information to dynamically adapt
themselves to variant transmission and/or network access conditions, such as
communication bandwidth of wireless media, closest server, etc. Moreover, this
model has the advantage of allowing the Mss’s to perform translations between
the wired and wireless medium, and also to store application-specific data related
to the state of the ‘local’ Mhs.

Although RDP is not a generic network protocol (since it is suited only
for connectionless request-reply protocols, rather than for connection-oriented
transport protocols), it is useful to compare it with Mobile IP due to some
common characteristics. In both protocols messages (or datagrams) are delivered
to mobile hosts via intermediate elements. In Mobile IP they are called home
and foreign agent and in RDP these are the prozy and the respMss.

The main differences between the protocols are the following: In Mobile [P
the home agent is fixed rather than dynamic, making dynamic load balancing
impossible.

Moreover, Mobile IP does not guarantee reliable data delivery to the Mhs.
For example, IP datagrams may be lost while a new care-of address change is
on its way to the home agent, or during the periods of inactivity of the mobile
host. In fact, Mobile IP delegates the duty for detecting and re-transmitting lost
datagrams to upper network layers, such as TCP. However, it has been shown
that conventional transport-level protocols without mobility-awareness present
bad performance when used in a wireless environment[4]. In RDP, on the other
hand, Hand-Off is tightly integrated with the message delivery, ensuring that no
messages (request results) are lost despite Mh migration or inactivity.



Many other works have investigated the issue of database and network ser-
vice access by mobile clients: In Project Dataman, Imielinski and Badrinath (8]
proposed several query and update strategies for distributed information services
that store frequently modified data, such as the geographic location of individual
mobile hosts.

Pitoura et al. [10] describe a general architecture of an information system for
mobile environment, and in [11] propose support for transactions management
for wireless environments. Although recently much attention has been given to
the problems of database transaction management(5] with disconnection require-
ments, this issue is not addressed by our work.

In Project Wireless-View [13] (U.lllinois-Chicago) several data allocation
schemes are studied and specific cost models for access to continuously changing
databases from clients at mobile hosts were proposed.

5 Protocol Analysis and Conclusion

The protocol presented in this paper guarantees delivery (of the result) with
at least-one semantics, since the proxy keeps re-transmitting the result until an
Ack message arrives, signaling that the Mh has indeed received the response.
However, a M h that becomes inactive right after reception of the result message
{but does not send an Ack message) will receive this message again when it
becomes active again, either in the previous or in a new cell.

If the Mh already sent an Ack to its respMss and if wired communication
guarantees delivery of messages in causal order, then the protocol ensures de-
livery of messages with exactly once semantics. This is because each Mss is
supposed to handle Ack forwards with highest priority, and therefore the follow-
ing sequence of causal dependencies among events (where send(m)@S denotes
the sending of message m from server S) always holds:
send(Ack)@Mss, —+ send(Ack+del-proxy)@M ss, —+ send(update currL)@Mss,
Hence, the proxy will receive the Ack message (forwarded by Mss,) before the
message update currl, from Mss,, and will thus remove the proxy instead of
re-transmitting result.

In any case, delivery of redundant messages is not a major problem, since it
can be assumed that the Mh is able to identify duplicated messages.

If the wireless communication is reliable, re-transmissions of the result with
the Result Delivery Protocol (RDP) occur only if the mean time period a Mh
spends in a cell is less than: 4+ Agirea+ 3% Ayireless, Where Agyireq a0d Awireless
are the average transmission times for the wired and wireless communication,
respectively. This is unlikely to be the case for current mobile support systems
where the diameter of the cells is of reasonable size, e.g. some kilometers.

The major advantage is that except for the proxy reference, neither result
forwarding pointers nor other residue (e.g. copies of the result message) need
to be kept at the Mss, i.e. the Mss can discard the result message after a single
attempt to forward it to the local MhA®.

31n fact, if the Mass is able to detect that the target Mh is currently inactive, it may keep

10



The overhead of this protocol is limited to the following extra messages: (1)
one update currl whenever the mobile host migrates or becomes active again,;
and (2) one extra Ack message sent from respMss to the proxy whenever Mh
acknowledges the receipt of result. Besides, every request from the mobile host
to an application server has to pass through the proxy, so that the proxy can
hold it as pending.

Our work extends the indirect model of Badrinath et al.[2] in the sense that
the proxy represents yet another communication mediator between the mobile
client and the server. The main advantage of using a proxy is that from the
server’s point of view, the service is being requested from a fixed client (i.e. the
proxy), which transparently handles all the mobility of the client it represents.
Compared with similar approaches(3, 1} our protocol aims at minimizing the
transfer of a Mh’s state between the old and new Mss during Hand-off, because
most of the data related to the request (e.g. the result) is kept at the proxy.

The Result, Delivery Protocol is being implemented as a prototype system in
the scope of the SIDAM Project. In this prototype, we are simulating host mobil-
ity through random communication between distributed processes (representing
Mhs, Mss and servers) within a Linux network. Using this prototype, we will
test this protocol concerning its efficiency with respect to several patterns of
mobility, queries and subscriptions. At a future step, we intend to re-implement
it in a network with real wireless communication support.
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