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This article explores how compliance operations

may become pivotal in bridging the gap between
technological innovation and regulatory requirements,
ensuring that compliance is seamlessly embedded into

operational workflows.

he European Union (EU) has emerged as a global
leader in digital regulation. Through legislative
frameworks, such asthe General Data Protection
Regulation (GDPR), the Artificial Intelligence
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Act (AI Act), the Digital Services Act
(DSA), and the Digital Markets Act
(DMA), the EU seeks to foster secu-
rity, transparency, accountability,
and fairnessin the digital landscape.
However, these laws also pose sig-
nificant challenges for organiza-
tions, as they must operationalize
compliance across dynamic and
complex technological systems.

Historically, compliance has
been approached as a series of pe-
riodic audits or checklists. Today,
it has become an ongoing process
embedded in every facet of an orga-
nization's operations.! To address
this, a new field of compliance op-
erations (ComplOps, for short) is
emerging through the evolution
of several related concepts, like
RegTech, compliance-by-design,
and compliance-as-code.23 ComplOps will integrate
regulatory adherence into organizations’ technological
practices, ensuring compliance is reactive and antici-
patory. This anticipation will allow for better systems de-
sign and implementation.

This short article argues that ComplOps research
will become indispensable for aligning innovation with
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regulation. By examining the EU's
digital laws and using a case study
from recent research, it demonstrates
the value of embedding compliance
within organizational systems. We use
the EU’s digital regulation as a main
example, but the ComplOps concept
can be applied to diverse regulatory
ecosystems.

THE RISE OF A WORLD OF
DIGITAL LAWS

The EU's regulatory push, exempli-
fied by the GDPR, the DSA, the DMA,
and the AI Act, among many others,
is reshaping the digital landscape.?
These laws aim to protect individual
rights, promote online security, and
ensure responsible digital transforma-
tion. Yet, they demand more than just
technical solutions. They necessitate
profound operational, cultural, and
systemic shifts within organizations,
not only in Europe but worldwide, as
several EU’s digital laws have extrater-
ritoriality, for instance by regulating
supply-chains.

The GDPR, introduced in 2018, revo-
lutionized data privacy and security pro-
tocols, pushing organizations to rethink
how they handle personal data. Compli-
ance requires not only technical mea-
sures, such as encryption but also orga-
nizational transformations, including
appointing data protection officers and
conducting continuous privacy audits.

The DSA and DMA, enacted in 2022,
impose stringent rules on online plat-
forms to protect users and promote
fairness. The DSA mandates content
moderation and real-time reporting,
while the DMA targets anticompet-
itive behavior by imposing addi-
tional responsibilities on gatekeeper
platforms.

The AI Act, enacted in 2024,
takes a forward-looking approach to

@ Available at: https://www.nldigitalgovernment.nl/
overview/europe-and-international/european
-legislation-and-regulation/.

regulating Al technologies. It intro-
duces a risk-based framework for Al
systems, demanding compliance not
just in terms of technical safeguards
but also regarding ethical and socie-
tal impact. Organizations must adopt
a holistic approach, ensuring trans-
parency, fairness, and accountability
in AI systems. The cybersecurity
of high-risk AI systems is further

Therefore, ComplOps is the system-
atic integration of regulatory compli-
ance requirements into software de-
velopment and operations workflows
through automated monitoring, adap-
tive systems, and continuous verifica-
tion processes.

During the past decades, software
development has evolved consider-
ably, in particular in order to avoid

ComplOps will offer a framework for developing
scalable systems that can evolve alongside
regulatory changes.

regulated by the Cyber Resilience Act,
also from 2024.

These regulations reflect the EU’s
ambition to harmonize technology with
human-centric values, creating a model
for the world to follow. However, they
also present a compliance maze, where
organizations must navigate conflict-
ing requirements and adapt swiftly to
technological advancements.3

WHAT IS COMPLOPS, AND
WHY WILL IT MATTER?
Compliance operations (ComplOps)
will represent a paradigm shift in how
organizations approach regulatory
adherence. Rather than viewing com-
pliance as a discrete function, Com-
plOps will integrate it into operational
processes and leverage sophisticated,
technology-enabled approaches neces-
sary for the complex reality of modern
regulatory environments. Organiza-
tionswillbeabletoensurethattheyare
continuously aligned with evolving
regulatory requirements by embed-
ding compliance within the develop-
ment cycle as in security operations,
development operations (DevOps),
machine learning operations (MLOps),
and agile methodologies.

silos in its cycles. Two clear examples
with direct benefits came from inte-
grating procedures, usually scheduled
at the end of the process, much earlier
in the software development cycle.
With this, automated tests are now
performed during the development
process, or sometimes even earlier
when well-known techniques, such as
test-driven development are used. The
same happened to the homologation
stage of software verification, which is
now usually integrated using DevOps
with continuous integration/continu-
ous delivery. Nowadays, both changes
are well accepted and do not compro-
mise the resulting software quality.

The complexity and rapid evolution
of legal landscapes are making Com-
plOps research a necessity. The high
stakes of noncompliance—ranging
from substantial fines to reputational
damage—further underscore the need
for adaptive compliance systems.
ComplOps will offer a framework for
developing scalable systems that can
evolve alongside regulatory changes,
providing a strategic advantage in
fast-moving industries.

A more concrete example of
the impact of policies on software
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development can be found in the
“Right to be Forgotten.” When this pol-
icy was implemented, the impact on
development was quite low, restricting
its impact to the removal of personal
data from Databases and from aggre-
gated information. With the advance

meant to be sold in the EU market are
as follows:

» Traceability by logs: To ensure
a level of traceability of the
functioning of a high-risk AI
system [...] logging capabilities

Collaboration between legal scholars, policymakers,
and technologists is essential to bridging the
regulatory theory and operational practice gap.

of ML, itis much more difficult to erase
the datausedintraining.#So, the same
policy has alarger impact nowadays.

CASE STUDY: INSIGHTS
FROM COMPLIANT-BY-
DESIGN Al FOR THE EU
MARKET
An example of what ComplOps could
bring into practice can be found in the
work by Canavese et al.° This study
explores how organizations can in-
tegrate EU legal frameworks into Al
development. The paper proposes a
compliance-by-design approach, incor-
porating automated compliance checks
into Al systems to ensure alignment
withlawssuchasthe Aland the CR Acts.
This case study highlights the im-
portance of continuous monitoring
and adaptive systems. By embedding
compliance into the lifecycle of Al
systems, organizations can ensure
real-time compliance and swiftly re-
spond to regulatory changes. Ad-
ditionally, it underscores the value
of cross-disciplinary collaboration,
where legal scholars, engineers, and
operational managers work together
to translate regulatory requirements
into actionable system features.
Theinsights obtained are that such
legislation can now translate directly
into functional, technical, and orga-
nizational requirements that impact
the IT system to be deployed. In the
case of the Al Act, examples of such
requirements for Al systems that are
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shall enable the recording of
events relevant for: [...] iden-
tifying situations that may
resultin the high-risk Al system
presenting arisk [...] facilitating
the post-market monitoring

[...] monitoring the operation of
high-risk Al systems.

» Data confidentiality: [The system
must] protect the confidentiality
of stored, transmitted or other-
wise processed data, personal or
other.

» Human oversight: High-risk Al
systems shall be designed and
developed in such a way, includ-
ing with appropriate human-
machine interface tools, that
can be effectively overseen by
natural persons.

This research indicates that by au-
tomating compliance and fostering
real-time adaptation, well designed
and implemented ComplOps princi-
ples will certainly help organizations
to remain compliant while innovating
within regulatory frameworks.

A RESEARCH AGENDA FOR
COMPLOPS

We believe that the best way to predict
the future is by designing it. There-
fore, we propose in the following sev-
eral critical interdisciplinary research
directions prioritized by impact (high,
medium, or low) and timeline (short-
term of 1-2 years, medium-term of

2-4 years, or long-term of 4+ years) to
make ComplOps a reality in future:

» Clear concept definition (high, short-
term): ComplOps should receive
a widely accepted interpretation.
It is important to have a precise
interpretation. Some other well-
known terms, such as DevOps® or
MLOps,” today still have am-
biguous interpretations, which
hampers their wider acceptance.

» Metrics for compliance (high, short-
term): Establishing frameworks
to assess the efficiency and
effectiveness of compliance sys-
tems and creating benchmark-
ing frameworks.

» Toolbox development (high,
medium-term): Adapting cur-
rent DevOps tools for Com-
plOps practices by developing
compliance-as-code frameworks
for automation and continuous
monitoring.

» Balancing legal interpretability
with computational implementa-
tion (high, medium-term): En-
suring that complex legal texts
are accurately translated into
system requirements.

» Compliant software development
tools (medium, medium-term):
integration of tools that ensure
that the software being devel-
oped is compliant (for example,
by accepting only libraries that
are themselves compliant).

» Automating regulatory updates
(medium, medium-term): Develop-
ing systems capable of adapting
to changes in the law, that is, the
new compliance requirements
canbe tested and integrated in
case of need.

» Cross-jurisdictional compliance
(medium, long-term): Addressing
the challenges of managing
compliance across conflicting
regulations in global operations.

» Audit and evidence management
(medium, long-term):Development
of cryptographically secured
audit materials that create

WWW.COMPUTER.ORG/COMPUTER



tamper-proof records of all
compliance-related activities,
decisions, and changes.

» Patterns and good practices (low,
long-term): Providing ways to
discover and share the patterns
and good practices to improve
software development and
maintenance.

Collaboration between legal schol-
ars, policymakers, and technologists
is essential to bridging the regulatory
theory and operational practice gap.
Industry case studies will be invalu-
able for testing ComplOps innovations
inreal-world settings.

he rapid evolution of digital laws,
particularly in the EU, points
to the advent of technically ad-
vanced compliance-by-design soft-
ware development, highlighting the
need for a robust ComplOps research
agenda. ComplOps will offer a path-
way to embedding compliance in the
heart of organizational operations
as the regulatory landscape becomes
more complex. By blending cross-dis-
ciplinary collaboration into software
engineering, ComplOps will trans-
form compliance from a burden into
an enabler of competitive advantage.
The computing community must
lead the way in operationalizing
compliance. By kickstarting ComplOps
research, we will ensure that technol-
ogy and regulation evolve in tandem,
fostering a future where compliance is
not just about adherence but also about
enhancing the ethical and societal im-
pact of digital transformation.
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