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ARTICLE INFO ABSTRACT

Keywords:

Security testing Context: The increasing use of mobile apps in daily life involves managing and sharing sensitive user
Metamorphic testing information.

Vulnerability testing Problem: New vulnerabilities are frequently reported in bug tracking systems, highlighting the need for
Mobile testing effective security testing processes for these applications.

Test automation Proposal: This study introduces a GUI-based Metamorphic Testing technique designed to detect five common
GUI-based testing real-world vulnerabilities related to username and password authentication methods in Android applications,

as identified by OWASP.

Methods: We developed five Metamorphic Relationships to test for these vulnerabilities and implemented a
Metamorphic Vulnerability Testing Environment to automate the technique. This environment facilitates the
generation of Source test case and the automatic creation and execution of Follow-up test case.

Results: The technique was applied to 163 real-world Android applications, uncovering 159 vulnerabilities.
Out of these, 108 apps exhibited at least one vulnerability. The vulnerabilities were validated through expert
analysis conducted by three security professionals, who confirmed the issues by interacting directly with the
app’s graphical user interfaces (GUIs). Additionally, to assess the practical relevance of our approach, we
engaged with 37 companies whose applications were identified as vulnerable. Nine companies confirmed
the vulnerabilities, and 26 updated their apps to address the reported issues. Our findings also indicate a
weak inverse correlation between user-perceived quality and vulnerabilities; even highly rated apps can harbor
significant security flaws.

1. Introduction The increase in the number of available apps is paralleled by the rise
in vulnerabilities, as reported by Skybox Security in 2020 (Skybox Secu-

Mobile devices have powerfully entered our daily life in a grow- rity, 2020): “Vulnerabilities on mobile OSs increased by 50 percent, driven
ing worldwide market where 7.516 billion smartphone users are ex- solely by Android flaws. This rise has come at the same time as home
pected by 2026 (O’Dea, 2020). Regarding mobile operating systems, networks and personal devices increasingly intersect with corporate networks
Android is the most widely used, as it is installed on 70% of devices, as a result of the move towards a mass, remote workforce. These trends

while 27.7% are equipped with iOS (Laricchia, 2024). To understand
the diffusion of mobile applications (a.k.a. apps) on Android devices,
consider that over 109 billion apps were downloaded in 2023 from
Google Play Store, the official app market for the Android operat-
ing system (Ceci, 2023). Mobile applications are integral to daily
tasks, including entertainment (e.g., Netflix), games (e.g., Among Us),
transport (e.g., Uber), socializing (e.g., Instagram, Facebook, Twitter,
TikTok), education (e.g., Duolingo), and e-commerce (e.g., Amazon,
eBay, Zalando).

should focus on the need for organizations to improve access controls and
gain visibility of all ingress and egress points to their network infrastructure”.
In such a scenario, mobile apps manage and share users’ sensitive
information (like family addresses, private contacts, phone numbers,
emails, messages, and credit card credentials) that must be kept safe
from malicious mobile attacks (Junior et al., 2021).

Most of these attacks exploit vulnerabilities in mobile apps, such
as unsecured sensitive data storage (OWASP, 2023c), unencrypted

e
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networking channels (OWASP, 2023b), and insecure authentication
(OWASP, 2023a). A vulnerability is a specific type of fault related
to security properties that can be exploited by an attacker (Felderer
et al.,, 2016) and is a major cause of security and privacy breaches
in commercial software. Vulnerabilities are often caused by software
errors made by developers in their projects, as noted by Weir et al.
(2020) from an analysis of bug tracking systems. While vulnerabilities
are primarily introduced due to developers’ lack of specific knowledge
about software security issues (Ribeiro et al., 2018; Jtnior et al., 2021),
they are also difficult to detect for several reasons: (i) known testing
techniques are complex and inefficient (Ribeiro et al., 2018; Weir
et al., 2020; Janior et al., 2021), (ii) apps are not tested against real-
world known vulnerabilities (Jtnior et al., 2021), and (iii) defining
and implementing oracles to assess the absence of vulnerabilities is
challenging (Ribeiro et al., 2018; Jtnior et al., 2021).

Metamorphic Testing (MT), a testing technique that supports the
creation of new test cases, is often adopted as a valid alternative to
alleviate the oracle problem (Chen et al., 1998). The key element in
its application is the definition of a set of Metamorphic Relationship
(MR), i.e., relations derived from properties that must be satisfied by
the Application Under Test (AUT) (Chen et al., 1998; Segura et al.,
2016). Mai et al. (2020b,a) and Chaleshtari et al. (2023) successfully
applied MT to find vulnerabilities in web systems. Heavily inspired
by these results, we decided to define a MT technique for detecting
vulnerabilities in Android mobile apps.

Among all security issues, authentication and authorization vulner-
abilities rank second in the Open Web Application Security Project
(OWASP) Top 10 vulnerabilities (OWASP, 2023d). We applied MT
to detect authentication and authorization vulnerabilities in Android
mobile apps related to username and password authentication methods.
Our research direction is justified mainly by two reasons, namely,
(i) username and password is one of the most common authentica-
tion methods provided by mobile apps (Lahav, 2016) and (ii) new
vulnerabilities in username and password authentication methods are
frequently discovered and reported by users and developers. Indeed,
Common Weakness Enumeration (CWE) (CWE, 2023a) reported at least
six types of vulnerabilities that affect those methods among the Top
25 Most Dangerous Software Weaknesses in 2021." Moreover, in 2023,
the OWASP (2023d) pointed out that among the “Top 10 Mobile Risks”,
three were related to those methods.?

Even though these vulnerabilities are generic and affect software
applications regardless of their nature (desktop, mobile, or web), this
paper presents a GUI-based MT technique for detecting weaknesses
that may cause real vulnerabilities in username and password au-
thentication methods in Android mobile apps. Our approach is based
on deriving MRs from real-world vulnerabilities reported in OWASP
and related weaknesses described in CWE. The MRs are defined as
properties that must be satisfied by an Application Under Test (AUT)
when it does not present a weakness described in CWE. A particular
feature of our technique is that it defines MRs as AUT properties that
can be checked through GUI-based testing.

To design the MT technique, we followed a process similar to the
one adopted by Mai et al. (2020b,a) and Chaleshtari et al. (2023).
While Chaleshtari et al. (2023) applied metamorphic testing to de-
tect vulnerabilities in web systems using a comprehensive catalog of
metamorphic relations (MRs), our work focuses on Android mobile
apps and targets vulnerabilities that manifest during runtime inter-
actions with graphical user interfaces (GUIs). Following this process,
we defined five MRs formalizing the properties that a secure mo-
bile app should provide to the user. These were implemented and
tested using a capture-and-replay GUI-based technique supported by
the Metamorphic Vulnerability Testing Environment we designed.

1 See vulnerabilities ranked at (11, 14, 18, 20) in CWE (2021)
2 See Insecure Authentication/Authorization (M3) and Insecure Communi-
cation (M5) in OWASP (2023d)
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Static analysis approaches, such as the notable AUTHEXPLOIT (Ma
et al., 2022), have also significantly advanced the detection of authen-
tication flaws through dependency analysis and intermediate represen-
tations. While these methods excel in identifying vulnerabilities at the
code level, our approach complements them by directly validating dy-
namic properties of Android apps during runtime, focusing on security
flaws observable through GUI interactions.

The technique’s effectiveness in detecting authentication vulnera-
bilities was tested on 163 popular Android apps, revealing that 66.3%
(108/163) were affected by at least one vulnerability. This experimental
process draws inspiration from the methodology employed by Ma et al.
(2022), though with significant differences in scope and approach.
While their study analyzed a larger dataset of 1200 Android applica-
tions using static analysis to detect authentication flaws at the code
level, our approach leverages dynamic metamorphic testing to identify
vulnerabilities that manifest during runtime through GUI interactions.
Interestingly, one of our findings aligns with one of those of Ma et al.
(2022), revealing that even highly rated and widely used apps are not
immune to authentication vulnerabilities. Indeed, our analysis uncov-
ered a weak inverse correlation between user-perceived quality and
vulnerabilities: apps with higher ratings and downloads showed slightly
fewer vulnerabilities, yet security risks persisted even in high-quality
applications.

Results were validated through expert analysis, where three security
professionals confirmed the identified vulnerabilities by interacting
with the app’s graphical user interfaces (GUIs). To assess the practical
utility of our technique, we engaged with 37 companies whose applica-
tions were identified as vulnerable. Nine of these companies confirmed
the reported vulnerabilities, and 26 updated their apps to address the
issues, demonstrating real-world relevance.

The main contributions of this paper are as follows:

1 We introduce a novel, tool-supported approach for detecting vul-
nerabilities in Android mobile apps by combining MT with GUI-
based testing through a capture-and-replay methodology. This
approach is designed to be replicable and extendable, offering re-
searchers and practitioners a practical framework for automated
security testing.

2 We provide actionable insights into vulnerabilities emerging from
GUI-level interactions by analyzing their prevalence and corre-
lation with user-perceived quality metrics, such as app ratings
and downloads. These findings help practitioners understand and
address security risks specific to runtime and GUI behavior.

3 We validate our approach through a large-scale empirical study
involving popular Android apps, demonstrating its effectiveness,
and applicability to real-world scenarios. Additionally, we show-
case the practical utility of our technique by presenting feedback
from industry professionals, highlighting how several companies
addressed the vulnerabilities reported by our method by updating
their apps.

The paper is structured as follows: Section 2 introduces the theoret-
ical background necessary to support this research; Section 3 presents
the selected username and password authentication methods vulnera-
bilities and describes the process followed for the definition of the MRs
for detecting them; Section 4 details the MT technique for the detection
of selected vulnerabilities and the testing environment designed and
implemented for automating the technique; Section 5 describes the
structure of the experiment and provides a more in-depth discussion
of the findings; Section 6 summarizes the threats to the validity of
the study; Section 7 addresses some related work and the contribu-
tions to improvements in the state-of-the-art in security and MT on
Android apps; finally, Section 8 is devoted to the conclusions and
future research directions. Appendix includes a comprehensive list of
acronyms used throughout the paper to aid the reader in understanding
the terminology.
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2. Background

This section introduces the reader to the key concepts and the
terminology used in this study. The following sections provide back-
ground on metamorphic testing, security testing, and the username and
password secure authentication method implemented by mobile apps.

2.1. Metamorphic testing

Metamorphic testing was introduced in 1998, in a technical report
published by Chen et al. (1998), according to a survey conducted
by Segura et al. (2016). Chen et al. (1998) claimed “Metamorphic testing
is a technique conceived to alleviate the oracle problem”. Underlying the
metamorphic testing technique is the idea it is often simpler to reason
about existing relations between a program’s outputs than to fully
understand or formalize its input-output behavior. MT is a solution that
can be highly automated towards easing both the oracles definition and
execution in cases in which, in practical means, the correctness of out-
puts generated from valid input data is of difficult judgment (Weyuker,
1982). A classic application of MT involves testing a program designed
to compute the sine function. This program can be effectively tested
by leveraging the mathematical property of the sine function, which
states that sin(x) equals sin(180 — x) for any numerical value of x. By
randomly sampling values for x, each value is automatically paired with
its corresponding 180 — x, allowing verification of whether the mathe-
matical property holds true for the sine function. This is an example
of Metamorphic Testing (MT) consisting of (1) an input transformation
that can be used to generate new test cases from existing test data and
(2) an output relationship for comparing the outputs produced by a pair
of test cases.

Segura et al. (2016) described the general MT process for testing
a program P implementing a function £ and an example of how the
process can be applied (Segura and Zhou, 2018).

The generic MT process consists of the following four steps:

(i) identification of the properties of  and their representation by
MRs;

(ii) generation or selection of a test suite, composed by Source test
cases (STC), I, which can be defined by traditional testing
techniques such as random testing or model-based;

(iii) use of MRs for generating a new test suite, I, made by Follow-up
test cases (FUTC);

(iv) execution of I, and I,, and check of whether respective outputs
0O, and O, violate or not MRs. If an MR is violated for a couple
of base and follow-up test cases, then P contains errors.

A well-known example of the application of such a process is the
testing of a program P implementing a function f that calculates the
length of the shortest path on a graph G, between an origin vertex 0
and a destination vertex D. Said | SP(G, 0, D) | such distance, an MR
for £ can be defined as if the origin and destination vertexes are exchanged,
then the size of the shortest path must be the same, i.e., |SP(G, 0, D) |
== |SP(G, D, 0)|. If the aim is to apply MT for verifying whether
f performs correctly on very large graphs, then |SP(G, 0, D) | can
be defined as a source test case, | SP(G, D, 0) | can be described as
the Follow-up test case, and MR |SP(G, 0, D) | == |SP(G, D, 0) |
can be checked on whether it is not violated for any couple of origin
and destination vertexes of G. As an example, such vertexes could be
selected through a random testing strategy.

2.2. Security testing

According to the System and Software quality models defined in the
ISO/IEC 25000 SQUARE series (ISO, 2011), the security requirement,
a.k.a. “security characteristic”, represents the degree to which a software
product or a software system protects information and data so that users
or other systems have access to data appropriate to their types and levels
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of authorization. Security testing is the process of assessing whether the
features of a software implementation are consistent with the expected
security requirements (Felderer et al., 2016).

The literature reports two main security testing approaches, namely,
security functional testing and security vulnerability testing (Tian-yang
et al., 2010). The former aims to validate whether specified security
requirements have been correctly implemented regarding both secu-
rity properties and security mechanisms. On the other hand, security
vulnerability testing aims to identify unintended vulnerabilities in AUT.

A vulnerability is an error in the system design, implementation,
operation, or management (Tian-yang et al., 2010; Potter and McGraw,
2004). Attackers usually exploit vulnerabilities to perform improper
actions in the system, e.g., collecting sensible users’ data. Security
vulnerability testing can identify vulnerabilities and prevent them from
being exploited by malicious attackers (Potter and McGraw, 2004).

The literature describes two methodologies for security vulnera-
bility testing: (i) simulating attacks or conducting penetration tests
to compromise the system’s security (Arkin et al., 2005), and (ii)
identifying system risks and generating tests to uncover vulnerabilities
associated with those risks (Potter and McGraw, 2004).

In this paper, we focus on the latter methodology in the context
of security vulnerability testing of mobile apps implementing user and
password authentication methods.

2.3. Secure username and password authentication in mobile apps

OAuth 2.0 (OAuth, 2012) is the de-facto standard authorization
protocol designed to allow applications to access Protected Resources
(PR) on behalf of users. It defines an abstract protocol flow (D. H, 2012)
that client applications, including mobile apps, should follow to obtain
access. Fig. 1 illustrates the typical process for client apps on Android
Device.

Initially, the client app sends an Authentication Request (AR) to the
user, who responds with an Authorization Grant (AG). Among the four
grant types defined by OAuth 2.0, User and Password Credentials (UPC)
is the most commonly implemented (Ma et al., 2019, 2020). Typically,
the app presents a Sign-In Screen (SIS) where the user enters their user-
name and password before proceeding. The client forwards the AG to
an Authorization Server (Auth-Server), which validates the credentials.
If successful, the client receives an Access Token (AT), which it uses
to request PR from the Resource Server (Res-Server). A well-known
example is the Netflix app, which requires user authorization through
credential entry before granting access to its catalog. To ensure secure
implementation, OWASP (OWASP, 2001) provides guidelines in the
Mobile and Web Application Security Testing Guides (Mueller et al.,
2023; Saad and Mitchell, 2019). Key recommendations include:

(i) SSL certificate verification: The app must verify SSL/TSL certificates to
prevent Man-in-the-Middle (MITM) attacks (Wei and Wolf, 2017; Wang
et al., 2020). Valid certificates, issued by trusted Certificate Authorities,
ensure encryption of client-server communications.

(ii) Encrypted data transmission: OWASP advises using HTTPS Con-
nection Channel (HTTPS-CC) instead of HTTP Connection Channel
(HTTP-CC) to protect sensitive data from interception.

(iii) Access token management: Access token lifetime must be properly
handled to prevent session hijacking (Mueller et al., 2023). Tokens
should expire after logout and have limited lifetimes, with high-risk
apps often using shorter expiration times (2-5 min).

(iv) Session verification: Access to sensitive functionalities should be
restricted to authenticated users. Res-Server must verify user authen-
tication with each PR request.

Non-compliance with these guidelines may introduce weaknesses
that could lead to authentication vulnerabilities, potentially exploitable
by malicious attackers. The following sections describe the activi-
ties undertaken to define and experiment with the MT technique for
detecting authentication vulnerabilities in Android mobile apps.
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Table 1
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Fig. 1. Abstract protocol flow of user authorization and access to PR defined by OAuth 2.0.

Weaknesses related to vulnerabilities due to improper design and implementation of username and password authentication methods.

CWE ID

CWE name

Weakness description

OWASP vulnerability category

CWE-295 (CWE,
2023c)

Improper Certificate
Validation

A mobile app is potentially vulnerable if the
Authentication Server accepts the user authentication
request even if communication with the client is not
established over an SSL/TSL secure channel.

MS5: Insecure Communication
(OWASP, 2023b)

CWE-613 (CWE,
2023f)

Insufficient Session
Expiration

A mobile app is potentially vulnerable if the AT is not
refreshed or destroyed after a long user’s inactivity time.

MS5: Insecure Communication
(OWASP, 2023b)

CWE-384 (CWE,
2023e)

Session Fixation

A mobile app is potentially vulnerable if the AT is not
destroyed after the user has signed out.

MS5: Insecure Communication
(OWASP, 2023b)

CWE-311 (CWE,
2023d)

Missing Encryption of
Sensitive Data

A mobile app is potentially vulnerable if the
Authentication Server accepts the user authentication
request even if communication with the client is not
established through an HTTPS-CC protocol.

MS5: Insecure Communication
(OWASP, 2023b)

CWE-288 (CWE,
2023b)

Authentication Bypass
Using an Alternate Path
or Channel

A mobile app is potentially vulnerable if it does not limit
the access to functionalities and screens, collecting
sensible data, for only authenticated and authorized users.

Ma3: Insecure
Authentication/Authorization
(OWASP, 2023a)

3. Metamorphic relationships for detecting authentication vulner-
abilities

This section outlines the process we employed to define the MRs
for detecting vulnerabilities associated with username and password
authentication methods. It relied on the execution of two steps, i.e., Vul-
nerabilities selection and weaknesses description and Metamorphic Relation-
ships definition that are described in the following.

3.1. Vulnerabilities selection and weaknesses description

In this step, we identified weaknesses corresponding to two cat-
egories of real-world vulnerabilities as documented by OWASP: Mb5:
Insecure Communication (OWASP, 2023b) and M3: Insecure Authentica-
tion/Authorization (OWASP, 2023a). CWE defines weaknesses as errors
that can result in vulnerabilities. As OWASP correlates each vulnerabil-
ity with a set of weaknesses outlined in CWE, we manually examined
weaknesses linked to the two aforementioned vulnerability categories.
From these, we selected those that could arise if developers fail to ad-
here to the guidelines outlined in OAuth 2.0, as discussed in Section 2.3,
for implementing a secure Abstract Protocol Flow.

Table 1 provides a summary of the selected weaknesses. For each
weakness, it includes the CWE ID, CWE Name, a textual description,
and the corresponding OWASP vulnerability category.

3.2. Metamorphic Relationships definition

In this step, we manually defined one or more MRs for each weak-
ness listed in Table 1, presenting their corresponding IDs and formal-
izations in Table 2. While techniques for automatically generating MRs
exist (Ayerdi et al., 2024), they are not yet applicable to GUI-based
testing. Consequently, the MRs in this paper were manually specified
using the template proposed by Segura et al. (2017a). This flexible
template, inspired by widely adopted formats in software engineering,
facilitates the structured description of MRs through both natural and
formal language.

MR, - improper certificate validation (CWE-295). This MR verifies
whether the Authorization Server rejects authentication when the
device uses No Trusted SSL/TLS Digital Certificate or a Self Signed
Digital Certificate for encryption. The authentication function GUI =
Auth(And Dev,U PC, AUT, certificate) returns the GUI when the Re-
source Owner authenticates through the Sign-In Screen of the Appli-
cation Under Test using a specific certificate.

MR, - insufficient session expiration (CWE-613). This MR checks if the
Access Token refreshes after one hour of inactivity. The token identifier
at t; (idAT(t;)) must differ from the one at t; + 4 (idAT(t; + 4)),
where 4 > 60 minutes. Functions GU I Interact(AUT, RO, tisty) and
GUISleep(AUT, RO, 1;,17) indicate user interaction or inactivity during
specific periods.

i
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Table 2
Formalization of the five MRs introduced for each weakness listed in Table 1.

CWE ID MR ID

MR Formalization

CWE-295 MR, IN THE DOMAIN oF Android applications

THE FOLLOWING METAMORPHIC RELATION SHOULD HOLD MR,
Ir

GU I, = Auth(And Dev,U PC, AUT, TSSLDC)

AND

GUI,, = Auth(And Dev,U PC,AUT,NTSSLDC) or
GU,, = Auth(And Dev,U PC, AUT, SSDC)

THEN GU I, # GU1,,

CWE-613 MR, IN THE DOMAIN OF Android applications

AssuMING THAT the RO has authenticated at time 7,
THE FOLLOWING METAMORPHIC RELATION SHOULD HOLD MR,
Ir

GU IInteract(AUT, RO, t,,t,) AND

GU1Sleep(AUT, RO, t,,t, + 4) (4 > 60 min)

THEN IdAT(t, + A) # [dAT(t)).

CWE-384 MR, IN THE DOMAIN OF Android applications

AssuMING THAT the RO has authenticated at time ¢,
THE FOLLOWING METAMORPHIC RELATION SHOULD HOLD MR;
Ir

SignOut(AUT, RO, t;) AND

SignIn(AUT, RO,UPC,t, +6) (6 ~ 2 min)

HEN TdAT (1, + 8) # [dAT(t,).

CWE-311 MR, IN THE DOMAIN oF Android applications

THE FOLLOWING METAMORPHIC RELATION(S) SHOULD HOLD MR 4
Ir

GUI, = Auth(And Dev,UPC,AUT,HTTPS — CC) AND
GUI,, = Auth(And Dev,UPC,AUT,HTTP — CC)

THEN GUI, # GUI,,

CWE-288 MR, IN THE DOMAIN oF Android applications

THE FOLLOWING METAMORPHIC RELATION SHOULD HOLD MRg
Ir

GUlIgo_pr ={GUI : GUI accessesto PRof RO} anND
GUIysqy = {GUI : GUI accessed by NAAU }

THEN GU I pr (YGU Iy 00 =D

MR; - session fixation (CWE-384). This MR ensures a new AT is gener-
ated after logout. The token identifier at logout (id AT'(¢,)) must differ
from the token at the next login (id AT (¢,)), where § ~ 2 minutes. Func-
tions SignIn(AUT, RO, U PC,t) and SignOut(AUT, RO, ) represent user
sign-in and sign-out actions.

MR, - missing encryption of sensitive data (CWE-311). This MR checks
if the Authorization Server rejects authentication when HTTPS Connec-
tion Channel (HTTPS-CC) is not used for transmitting UPC. The function
GUI = Auth(AndDev,UPC, AUT, channel) returns the GUI when the
Resource Owner authenticates through a specific channel.

MR; - authentication bypass (CWE-288). This MR ensures the AUT does
not allow unauthenticated users to access PR GUIs. Two GUI sets are
defined: GUIg,_pg (accessible to authenticated users) and GU Iy 44y
(accessible to unauthenticated users). This MR verifies that the two sets
do not overlap.

3.2.1. Baseline comparison

To provide additional context, we compared our MRs with the
ones proposed in Chaleshtari et al. (2023) for web systems, identifying
overlaps and distinctions. While their approach emphasizes static and
hybrid analyses for web traffic, our MRs target runtime GUI-based
interactions in Android mobile apps. It is important to note that the
relationship between the MRs used in this work and those proposed
in Chaleshtari et al. (2023) is conceptual. Directly applying MRs from
one domain, such as web systems, to another, like Android apps, is not
feasible without adaptation. Each MR must be tailored to the specific
characteristics and challenges of the target domain. Below, we specify
whether each MR has a total, partial, or no overlap with the ones
proposed in Chaleshtari et al. (2023).
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MR,. This relationship addresses SSL/TLS misconfigurations, such as
trusting invalid certificates, which are directly aligned with MRs tar-
geting outdated or improperly validated certificates (e.g., CWE-298,
CWE-599) addressed in Chaleshtari et al. (2023). Our contribution
extends these checks to runtime GUI interactions specific to Android
apps. Overlap: Total

MR,. This relationship focuses on ensuring access tokens are refreshed
after prolonged inactivity, aligning partially with the MRs, defined
in Chaleshtari et al. (2023), addressing session expiration issues (e.g.,
CWE-613). The prior work concentrates on session-related vulnerabil-
ities in web systems, whereas our rule captures mobile-specific usage
scenarios. Overlap: Partial

MR;. This relationship ensures token regeneration upon
re-authentication, addressing session fixation vulnerabilities. While
similar MRs exist (e.g., CWE-384, CWE-610), they are tailored in
Chaleshtari et al. (2023) for cookie-based authentication in web sys-
tems, whereas our approach targets token-based mechanisms in mobile
apps. Overlap: Partial

MR,. This relationship checks for secure transmission of sensitive
credentials, directly overlapping with MRs targeting unencrypted data
transmission (e.g., CWE-312, CWE-315) proposed in Chaleshtari et al.
(2023). The distinction lies in our focus on Android-specific communi-
cation channels. Overlap: Total

MR;. This relationship ensures that unauthenticated users cannot ac-
cess restricted GUI elements. While Chaleshtari et al. (2023) includes
MRs addressing authorization vulnerabilities (e.g., CWE-288, CWE-
863), these do not explicitly target GUI-specific bypass scenarios in
mobile apps. Overlap: None

4. The proposed testing technique

This section describes the technique we defined to detect vulner-
abilities in Android mobile apps. The proposed technique, illustrated
in Fig. 2, integrates GUI-based testing, capture and replay testing, and
metamorphic testing within a scenario-based framework.

The technique is GUI-based as test cases consist of user event
sequences on the GUI, with test oracles implemented through GUI
assertions. It is metamorphic because the Metamorphic Relationships
in Section 3 automatically translate Source test cases into Follow-up test
cases. Capture and replay testing is incorporated by capturing manual
tester interactions for STCs, which are subsequently replayed to execute
FUTCs.

The manual interaction follows a predefined scenario, facilitating
the automated generation of executable Follow-up test cases. As shown
in the figure, the technique consists of three main steps: “App explo-
ration”, “Follow-up test cases generation”, and “Follow-up test cases
execution”. The figure also highlights the required inputs, produced
outputs, and the supporting tools for each step. A detailed description
of each phase follows.

App Exploration. step generates a single Source test case through man-
ual tester interaction with the GUI, covering a defined usage scenario,
as shown in Fig. 3, which illustrates the Booking app. During interac-
tion, user events and GUI descriptions are captured in the STC. GUIs
are described by their widgets and attributes (Amalfitano et al., 2018).
The scenario involves four key activities, essential for creating Follow-
up test cases by applying MRs. These activities and their rationales are
detailed below.

+ DEvice seTup PRECONDITIONS - AUT raunch: The Android Device must

be configured by (1) installing a TSSLDC and (2) routing com-
munication with Auth-Server and Res-Server through a controlled
proxy. Finally, AUT is launched.
Rationale: This ensures compliance with OAuth 2.0, encrypting
traffic with TSSLDC and routing over HTTPS Connection Chan-
nel. The proxy enables monitoring of network traffic to detect
vulnerabilities.
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Fig. 2. The proposed metamorphic-based vulnerability testing technique.

« User AUTHENTICATION: The tester (Resource Owner) authenticates
with valid User and Password Credentials through the Sign-In
Screen of AUT, rendering a Welcome GUL

Rationale: Supports MR, and MR, verifying authentication failure
if TSSLDC is missing or if credentials are not transmitted over
HTTPS-CC.

Access To Pro1ECTED RESources: The RO navigates the GUI to access
PR.

Rationale: Essential for MR, and MRs. MR, checks if Access To-
ken refreshes periodically, while MR5 ensures unauthorized users
cannot access PR.

USER SIGN OUT
re-authenticates.
Rationale: Supports MR;, ensuring Access Token is destroyed at
sign-out and regenerated at re-authentication.

REAUTHENTICATION: The RO signs out and

“Follow-up test case s generation”. This step automatically generates
FUTCs by applying the MRs from Section 3.2 to the GUI-based STCs
produced in the previous phase. Six FUTCs are generated, despite the
definition of only five MRs. Specifically, two test cases are derived from
MR, : one verifies authentication refusal when NTSSLDCs are installed,
and the other when SSDCs are used. Follow-up test cases replay all or
part of the four activities recorded during App Exploration. They can
include commands to collect ATs or trigger random GUI events over a
defined period. Preconditions may mirror those from App Exploration
or differ to simulate vulnerabilities in specific configurations.

Table 3 outlines the design of each FUTC, describing precondi-
tions, activity sequences, and test oracles for pass/fail determination.
A detailed summary follows.

FUTC, Supports MR, by replaying the USErR AUTHENTICATION step with
valid User and Password Credentials on a device equipped only
with NTSSLDC. The resulting GUI is compared with that from
App Exploration. A mismatch indicates authentication refusal.

FUTC, An alternative MR, test case, identical to FUTC,, but uses SSDC

instead of NTSSLDC as preconditions.

Relates to MR,. After User AUTHENTICATION, the initial AT (AT1)

is collected. One hour of GUI navigation follows, after which

AT?2 is obtained. The test verifies that the two tokens differ,

ensuring session expiration functions correctly.

Designed for MR;, this test case replicates the App Explo-

ration process, with token collection after User Sign Outr and

subsequent User AuthenTicATION. The two tokens must differ,
indicating session termination.

FUTC,

FUTC,

FUTC5 Supports MR,, mirroring FUTC; and FUTC, but redirecting
traffic over HTTP Connection Channel to test for vulnerabilities
caused by unencrypted communication.

FUTC Applies MRs. The test replays User AuTHENTICATION With incor-
rect credentials, followed by the Access To PR step to verify that
access to Protected Resources is denied.

“Follow-up test cases execution”. This step simply executes the
follow-up test cases, produced in the previous step, on the Android
Device.

4.1. The metamorphic vulnerability testing environment

This section describes the Metamorphic Vulnerability Testing Envi-
ronment, designed and implemented to support the execution of the
proposed metamorphic-based vulnerability testing technique.

4.1.1. Architectural overview

Fig. 4 presents the architectural diagram of the testing environment,
highlighting its core components. One key component is the Android
Device, which can be either a Real or Virtual Device with the AUT pre-
installed and preconditions set. The tester manually interacts with the
device’s GUI to execute the scenario shown in Fig. 3.

The Capture component records GUI interactions using Android’s
getevent (Android, 2023a) and uiautomator (Android, 2023b)
tools. getevent streams kernel-level input events triggered during
app exploration, detailing timestamps, device names, event types, and
screen coordinates. uiautomator generates XML dumps describing
GUI widgets and attributes. The Capture component produces a GUI-
based source test case in JUnit (Gamma and Beck, 2017).

The follow-up generator creates a JUnit test suite from the Source
test case, producing six Follow-up test cases that implement the testing
logic. This component modifies initial preconditions by removing ex-
isting certificates and installing either NTSSLDC or SSDC. It translates
user event sequences captured during App Exploration into a replayable
format using a custom solution based on the sendevent tool, as
detailed in Amalfitano et al. (2019).

Additionally, the generator integrates the Monkey tool to conduct
60 minutes of random GUI exploration (Android Developers, 2024). It
converts GUI descriptions into oracles by embedding assertions directly
into the test cases. Finally, it inserts commands to collect Access
Tokens, which are critical for further analysis.

The Android Device is also responsible for executing the Follow-up
test cases using the Replay component. This component employs the
sendevent tool to simulate GUI events on the AUT and uses uiau-
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Fig. 3. Example of source GUI based test case scenario performed on the real Booking application.

Design of the six test cases related to the defined Metamorphic Relationships.

MR Follow-up test Preconditions Test steps Test oracle
case
MR FUTC, Only NTSSLDCs are REPLAY [User AUTHENTICATION (correct UPC)] The resulting GUI has not be the one collected
! installed on the AndDev during the App exploration step, i.e., the
authentication must be refused
FUTC, Only SSDCs are installed REPLAY [USER AUTHENTICATION (correct UPC)] The resulting GUI has not be the one collected
on the AndDev during the App exploration step, i.e., the
authentication must be refused
MR, FUTC, Same preconditions used in REPLAY [User AUTHENTICATION (correct UPC)] - AT1.1d # AT2.1d
the App exploration step Collect AT1 - 60 MmN oF GUI Ranpom EXPLORATION
- Collect AT2
MR, FUTC, Same preconditions used in REPLAY [USer AUTHENTICATION (correct UPC)] - AT1.1Id # AT2.1d
the App exploration step REPLAY [Access To PR] - REPLAY [User siGN out] -
Collect AT1 - REPLAY [USER AUTHENTICATION
(correct UPC)] - Collect AT2
MR, FUTC, The mitmproxy is REPLAY [User AUTHENTICATION (CorRRECT UPC)] The resulting GUI has not be the one collected
configured to redirect the during the App exploration step, i.e., the
network traffic over a authentication must be refused
HTTP Connection Channel
MRy FUTC Same preconditions used in REPLAY [User AUTHENTICATION (INcorRrecT UPC)] - The resulting GUIs have not be the ones collected

the App exploration step

REPLAY [Access To PROTECTED RESOURCES]

during the App exploration step, i.e., the
Protected Resources are not reachable through the
graphical user interface.

tomator to obtain the current GUI description in XML format. The
XML description is evaluated against test oracles to verify whether the
encountered GUI matches the expected result. Fig. 5 shows an example
from the Booking app, where the left image displays a snapshot of the
GUI indicating denied user authentication. This represents the expected
outcome for MR, and MR, requiring a mismatch between the obtained
GUI and the one recorded during app exploration (right image). The

figure also includes an excerpt of the XML description for the left
snapshot, highlighting the widget responsible for displaying the mes-
sage “Something went wrong” during authentication. If the application
is vulnerable under MR, or MR,, successful user authentication would
yield the same GUI as during app exploration, resulting in identical
XML descriptions. This allows the oracle to detect the vulnerability.
The ability to capture and replay events at the kernel level enables
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Fig. 5. Snapshot of the expected GUI (left), excerpt of the XML description of the expected GUI (middle), and snapshot of the GUI obtained during the app exploration step (right).

the application of the metamorphic testing technique, even for Android
apps without source code access.

The Network Controller component provides full control over the
network used by the AndDev to communicate with the authentication
and resource servers of the AUT. This component utilizes two free tools,
Burp Suite (PortSwigger, 2016) and mitmproxy (Cortesi et al., 2010),
and performs several critical functions.

First, it generates and installs digital -certificates, including
NTSSLDC or TSSLDC, on the device. Second, it redirects network traffic
through a controlled proxy, acting as an intermediary between the
AUT and both Auth-Server and Res-Server. This allows for selecting
the communication channel, such as switching between HTTP-CC and

HTTPS-CC. Finally, the component monitors network traffic, enabling
the interception and analysis of AT.

5. Experimental evaluation

Following a methodology similar to Ma et al. (2022), we conducted
this study to detect authentication vulnerabilities through Metamorphic
Testing at the graphical user interface level. This section describes
the experiment we conducted to achieve three main goals: (1) to
determine if the proposed MT technique can identify vulnerabilities in
real Android mobile apps, (2) to characterize the prevalence of these
vulnerabilities, and (3) to assess whether Android applications with
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Table 4
Proposed metrics for answering the research questions.

Metric Name Description

Vulnerabilities Number of detected vulnerabilities per app; the metric is
used to answer RQ;, RQ,, and RQ;.

Downloads Number of user downloads per app; the metric is combined
with Metric4 to evaluate the user perceived quality for
answering RQj;.

Stars Number of stars rated by the users per app; the metric is

combined with Metric3 to evaluate the user perceived
quality for answering RQ;.

higher user-perceived quality are less vulnerable. Following the GQM
(Goal, Question, Metric) approach (Cruzes et al., 2007), we formulated
three research questions, each with its own rationale, to guide us in
reaching these goals:

RQ, Is the testing technique able to detect vulnerabilities related to the
username and password authentication method in real Android
apps?

Rationale: this research question has the main aim to evaluate
whether the proposed MT technique is suitable for detecting new
vulnerabilities (i.e., that are not known a priori to the developers)
in real mobile apps available on the official Google market store.

RQ, How do different MRs compare concerning their ability to detect

vulnerabilities?
Rationale: supposing the answer to RQ, is yes, this research ques-
tion has twofold aims. On the one hand it has been proposed to
understand the ability of each MR to detect real vulnerabilities.
On the other hand, it could give an overview of the most common
user authentication vulnerabilities.

RQ; How does vulnerabilities in Android apps vary with the user-

perceived quality of the apps?
Rationale: This research question aims to explore whether Android
apps with higher user-perceived quality, as indicated by higher
ratings and more downloads, tend to have fewer vulnerabilities.
The assumption is that apps with better user-perceived quality are
more likely to undergo thorough testing, making them less prone
to security issues.

To answer the research questions we defined the metrics reported
in Table 4.

5.1. Object selection

To build the sample of AUTs, the objects of the experiment, we
defined the inclusion (IC) and exclusion (EC) criteria summarized
below. These criteria were intended to construct a sample from the
most downloaded real Android apps utilizing username and password
authentication methods. In this study, we did not use open-source ap-
plications, e.g. downloaded from F-Droid, since we were not currently
interested in understanding the code errors causing vulnerabilities.
Moreover, we believe our sample is significant since we tested our
approach on the most downloaded real apps.

IC, The AUT can be freely downloaded from the official Brazilian or
Italian Google Play Stores.

IC, The AUT belongs to one of the following three apps categories:
Food & Drink, Shopping, and Travel & Local. We chose these cat-
egories because their apps typically use username and password
authentication to grant access to the user’s PR.

IC; The AUT is among the top 100 downloaded apps in its category.
This criterion allowed us to build a sample composed of the most
popular Android apps.

EC, The AUT does not adopt a user and password authentication

method.
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EC, The AUT fails during either the registration or sign-in process. In
other words, it was not possible to complete the authentication
process due to a failure of the selected Android app.

EC; We were unable to change the digital certificate of the AUT. It was
needed to apply MR,.

EC, It has not been possible to identify and analyze the AT after the
authentication. This was necessary to apply MR, and MR;.

ECs; We could not redirect the network traffic over a HTTP-CC, as
needed to evaluate the MR,.

As the ICs were used solely as prerequisites to construct the initial
dataset and not as elimination steps. The ECs were applied sequen-
tially to filter out apps that did not meet the technical requirements
necessary for the application of specific MRs. The order of application
follows a logical progression, ensuring that fundamental prerequisites
are addressed first to avoid unnecessary analysis of apps that fail critical
steps. Table 5 summarizes the number of apps remaining after applying
each EC. The breakdown is presented by app category (Food & Drink,
Shopping, and Travel & Local) to provide a clear understanding of the
selection process. The final sample consists of 163 apps, distributed as
follows: 57 apps in Food & Drink, 65 apps in Shopping, and 41 apps in
Travel & Local.

Fig. 6 graphically shows the characteristics of our sample by two
box plots displaying the distributions of the rated stars, Fig. 6(a), and
the number of downloads, Fig. 6(b), respectively. From these graphs,
it is evident that more than half of the apps in the sample have been
rated with more than 4.3 stars (users can rate the quality of an app
from zero to five stars) and have more than 1,000,000 downloads. We
defined three levels of user-perceived quality for an Android app: High,
Medium, and Low. An app is classified as High user-perceived quality
if its rating is greater than or equal to 4.3 stars and its downloads
are greater than or equal to 1,000,000. Conversely, an app is classified
as Low user-perceived quality if its rating is less than 4.3 stars and it
has been downloaded fewer than 1,000,000 times. In all other cases,
an app is classified as Medium user-perceived quality. According to this
definition, in our sample, 46 apps were classified as Low, 46 as Medium,
and 71 as High perceived quality.

5.2. Experimental procedure

The experimental procedure we followed relies on the following
steps that we executed for each app of the sample.

* Registration of new user: a new user account was created for testing
the AUT.

Manual AAUT exploration: the AUT was manually explored by
one of the authors according to the scenario outlined in Fig. 3
to produce a GUI-based Source test case. This step was performed
on an Android Virtual Device equipped with Android Q (ver. 10),
one of the newest and the most diffused versions of Android at
the time of the experiment.

Follow-up test cases generation and execution: The GUI-based Source
test case was automatically translated into a suite of executable
Follow-up test cases. These test cases were executed on the same
AVD used in the previous step to avoid failures due to differences
in user interface characteristics. This choice does not affect the
results, as the vulnerabilities we are considering do not depend on
the hardware characteristics of the mobile device, particularly the
device screen. Finally, details about the detected vulnerabilities
were recorded in the Test execution report.

Vulnerabilities validation: To validate the identified vulnerabilities,
we consulted three security experts, each with over ten years of
experience in the software security industry, including extensive
work in mobile application security. Each expert independently
analyzed the vulnerabilities detected by our approach. Since the
source code of the applications was not available, the validation
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Fig. 6. Characterization of the sample regarding rated stars and number of downloads.

Table 5

Number of apps remaining after applying each Exclusion Criterion, by app category.

Exclusion Criterion (EC) Food & Drink Shopping Travel & Local Total remaining apps

Initial number of apps collected 70 75 60 205

EC,: Fails during registration or login 65 70 55 190

EC,: Does not use username/password authentication 60 68 50 178

EC;: Unable to change the app’s digital certificate 58 66 47 171

EC,: Unable to analyze the access token 57 65 41 163
focused on reproducing the vulnerabilities by interacting with Table 6
the app’s graphical user interface (GUI). The experts used the Number of vulnerabilities detected by each MR for each app category.
same inputs and testing scenarios that triggered the vulnerabil- Apps Category MR, MR, MR, MR, MRs Total
ities during the automated tests, observing the app’s behavior Food & Drink 8 42 9 8 1 68
to verify whether it violated the security properties defined in Shopping 4 43 13 4 0 64
h hi lati MRs). All th fi d th Travel & Local 3 19 3 2 0 27
the metamorphic relations (MRs). three experts confirmed the Total 15 104 25 14 1 159

vulnerabilities by verifying that the app’s behavior corresponded
to specific weaknesses outlined in OWASP and CWE, and they
assessed the potential impact, such as unauthorized access or data
exposure. To mitigate threats to validity, the same tests were
also executed on earlier Android versions, such as Android 6.0
(Marshmallow), Android 7.0 (Nougat), which were among the
most used versions in Brazil at the time of the experiment, and
Android 9.0 (Pie). We found that all vulnerabilities identified in
Android 10 were also present in the earlier versions. While the
work of Ma et al. (2022) has addressed the detection of authen-
tication flaws in Android apps, we were unable to perform a
direct comparison with existing tools. This is due to differences in
scope and implementation, as our technique focuses on GUI-based
metamorphic testing, whereas prior approaches primarily target
protocol-level vulnerabilities or rely on static analysis. Despite the
lack of direct baseline comparison, the ability of our technique to
uncover vulnerabilities unknown to developers serves as a strong
indication of its effectiveness.

5.3. Experimental results and answers to RQs

Table 6 shows the number of vulnerabilities detected and validated
by each MR for each app category and Fig. 7 displays a clustering of
our app sample in six groups based on the app vulnerability and the
three levels of user-perceived quality. Each cluster indicates the number
of apps contained and the corresponding percentage. An application
is clustered as vulnerable if it exposes at least one vulnerability. The
bubble charts in Figs. 8(a) and 8(b) show two detailed views of the
clusters in Fig. 7. More precisely, each bubble in Fig. 8(a) reports the
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number of applications that have a given number of rated stars (x-
axis) for which the number of vulnerabilities on the y-axis was found;
analogously, Fig. 8(b) shows the distribution of the applications on
the basis of their downloads (x-axis) and number of vulnerabilities
(y-axis).

5.3.1. Answer to RO,

Table 6 indicates that our testing technique successfully detected
159 vulnerabilities across the sampled apps, with at least one vul-
nerability identified for each MR. As shown in Fig. 8, 66.3% (108
out of 163) of the apps exposed at least one vulnerability. Moreover,
Fig. 8 provides a breakdown: 71 of these 108 apps exposed a single
vulnerability, 31 apps presented two vulnerabilities, 4 apps revealed
three vulnerabilities, and lastly 2 apps exposed 4 and 5 vulnerabilities,
respectively. Based on these findings, we can derive the following
answer to RO,.

RQ, Answer: the proposed metamorphic-based testing tech-
nique is capable of detecting previously unknown vulnera-
bilities related to the username and password authentication
method in real Android apps.

5.3.2. Answer to RQ,

As reported in Table 6, most of the vulnerabilities were detected by
MR, (104/159), followed by MR; (25/159). This indicates that weak-
nesses related to the handling of AT are the most widespread among
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Table 7
Spearman correlation coefficients.

Downloads Stars User perceived quality
Vulnerabilities -0.27 -0.13 -0.243
Is vulnerable -0.225 -0.13 —-0.193

those considered in this study. Fourteen vulnerabilities were detected
by MR,, showing that some apps still transmit sensitive data over an
insecure HTTP channel. MR, identified 15/159 vulnerabilities related
to the incorrect use of digital certificates, revealing that some apps in
the sample enable authentication and access to protected data even on
devices with untrusted certificates. Even though only one vulnerability
was found by MR, it was particularly severe, as we observed that one
application allowed unauthenticated users to read private chats. Given
these findings, we can conclude the following answer to RQ,:

RO, Answer: Certain MRs are more effective at detecting
vulnerabilities than others, which suggests that some security
weaknesses are much more widespread in mobile apps than
others.

5.3.3. Answer to RQO;

Figs. 7, 8(a), and 8(b) provide graphical representations of poten-
tial correlations between app vulnerabilities in the sample and three
factors: user-perceived quality, rated stars, and the number of down-
loads. Since these plots do not visibly suggest strong correlations, we
conducted a statistical analysis to confirm this observation.

To explore the relationship between these variables more rigor-
ously, we evaluated Spearman’s correlation coefficients, as shown in
Table 7. Spearman’s correlation was chosen for two main reasons:
firstly, because it measures the strength and direction of the monotonic
relationship between two ranked variables, making it appropriate for
ordinal data such as user ratings and download counts. Secondly, this
method is ideal when the data are not normally distributed, which
was the case for our dataset. Unlike Pearson’s correlation, Spearman
does not assume a linear relationship and is less sensitive to outliers,
providing a more robust analysis in this context.

Table 7 presents the correlation coefficients calculated between the
number of downloads, rated stars, and overall user-perceived quality in
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relation to the number of vulnerabilities and the presence or absence
of vulnerabilities in the apps. The negative values of the correlation
coefficients suggest an inverse relationship between these variables and
the presence of vulnerabilities in the apps.

Specifically, the correlation between the number of vulnerabilities
and the number of downloads is —0.27, indicating a weak negative
correlation. suggests that apps with a higher number of downloads tend
to have fewer vulnerabilities, though the relationship is not particularly
strong. Similarly, the correlation between vulnerabilities and user-
perceived quality is —0.243, and between vulnerabilities and star ratings
is —0.13, both indicating weak inverse relationships.

When examining whether an app is vulnerable or not, the correla-
tions with the number of downloads (—0.225), star ratings (—0.13), and
user-perceived quality (—0.193) also suggest weak negative associations.
This implies that apps with higher user-perceived quality, as measured
by star ratings and downloads, are somewhat less likely to contain
vulnerabilities.

However, all the correlations are relatively weak, suggesting that
while there is a tendency for higher-quality apps to be less vulnerable,
this trend is not particularly strong. This could imply that other factors,
beyond user-perceived quality and popularity, play a significant role in
determining an app’s security. Our findings align with those reported
in Ma et al. (2022), where the authors analyzed correlations between
app characteristics, such as popularity and categories, and the presence
of authentication flaws. Similar to our results, they observed no strong
correlations, concluding that app popularity and perceived quality are
not definitive indicators of security. While their study focuses on static
analysis and a broader set of characteristics, our approach specifically
investigates GUI-based runtime vulnerabilities, offering complemen-
tary insights into how user-perceived quality relates to app security.
Based on the statistical analysis and graphical data representations, the
following conclusions can be drawn for RQ3:

RQ; Answer: The analysis reveals a weak negative correlation
between Android apps’ user-perceived quality and vulnera-
bility levels. Apps with higher ratings and more downloads
tend to exhibit fewer vulnerabilities; however, the correlations
identified are not sufficiently strong to make definitive claims
about the influence of perceived quality on app security.
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Fig. 8. Distribution of vulnerabilities per user perceived quality characteristics.

5.3.4. Feedback from industries

To assess the practical utility of our technique, we engaged with 50
companies whose applications were identified as vulnerable. Thirteen
companies were excluded from the process due to the lack of valid
contact information or because the provided details (such as email
addresses, online forms, or social media accounts) were invalid. Of the
remaining 37 companies, 9 confirmed the reported vulnerabilities. Fur-
thermore, 3 of these 9 companies requested consultations to gain more
insights into the vulnerabilities and how to address them. Although the
majority of the 37 companies did not respond, we observed that 26 of
them updated their applications, effectively addressing and fixing the
reported vulnerabilities.
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6. Threats to validity

This section addresses potential threats to the validity of the study
and discusses the measures taken to address these issues, as well as
possible future mitigations to further improve the study’s robustness.

External validity. A key threat to external validity is the sampling
method used for the experiment. The applications were downloaded
exclusively from the Brazilian and Italian official Google Play Stores
and were limited to three specific categories. Although we attempted
to mitigate this threat by including a diverse sample of apps in terms of
categories and user-perceived quality, the findings may not generalize
to other types of applications or markets. The experiment aimed to
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demonstrate that vulnerabilities could be exposed using our approach,
but it does not guarantee that all applications will exhibit these vulner-
abilities. To enhance external validity, future research should include
a broader sample of apps from different international markets and
additional categories.

Another potential threat to external validity is the use of a single
version of Android. While Android 10.0 is one of the most recent
and widely used versions, the study also tested previous Android ver-
sions (e.g., Android 6.0 and 7.0) to validate the results. To further
address this threat, future experiments should include different Android
versions and devices to ensure the technique’s effectiveness across
various platforms. Additionally, using only free applications instead
of including open-source and paid apps may limit generalizability.
Including a mix of open-source and paid applications could provide a
more comprehensive assessment of the technique’s applicability.

Internal validity. The technique primarily detects vulnerabilities related
to self-implemented authentication methods, excluding other methods
such as (i) third-party services (e.g., Google or Facebook), (ii) self-
pinned certificates, and (iii) multi-step authentication methods. As a
result, the presence of other types of vulnerabilities in the analyzed
apps cannot be ruled out. To address this threat, future work should
involve modifying the testing technique by incorporating additional
MRs that account for these authentication methods and extending
the Metamorphic Vulnerability Testing Environment to support their
evaluation.

Conclusion validity. A threat to conclusion validity is related to the
metric used for assessing user-perceived quality, which is based on the
number of downloads and star ratings. Although these metrics provide
objective and measurable indicators of quality, they do not capture
user opinions directly. To mitigate this threat, future studies should
involve real users to evaluate or confirm the user-perceived quality of
the sampled apps.

Construct validity. The quality metrics used in this study, such as
the number of downloads and star ratings, have limited relevance
to authentication security. As evidenced by Table 7, no statistically
significant relationships were found between these quality metrics and
authentication security. To mitigate this threat, a variety of statistical
tests were performed to explore potential correlations from different
perspectives. This approach aimed to ensure that any subtle rela-
tionships between quality metrics and authentication security were
thoroughly examined.

7. Related works

This section provides an overview of related work on key techniques
for security testing of Android apps and the application of metamorphic
testing to non-functional requirements, highlighting its relevance to
mobile app security.

7.1. Security testing on Android apps

Numerous techniques have been proposed for security testing of
Android apps, which can be classified into three main categories: (i)
static, (ii) dynamic, and (iii) hybrid approaches. According to Felderer
et al. (2016), static testing approaches analyze software development
artifacts (e.g., requirements, design, or code) without executing them,
dynamic approaches evaluate apps by observing their execution, and
hybrid approaches combine both static and dynamic analyses.

Static techniques have been extensively applied to detect vari-
ous security issues in Android applications, including sensitive data
leaks (Zhang et al.,, 2021), Inter-Component Communication (ICC)
vulnerabilities (Bagheri et al., 2021; Wang et al., 2023; Nirumand
et al.,, 2024), Android WebView objects (El-Zawawy et al., 2021b),
and Next-Intent Vulnerability (NIV) (El-Zawawy et al., 2021a). For
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example, FastDroid (Zhang et al., 2021) is a static analysis tool de-
signed to detect data leaks in large-scale Android applications using
taint analysis. In the context of ICC vulnerabilities, Bagheri et al.
(2021) introduces FLAIR, a technique that efficiently analyzes incre-
mental system changes by updating only the affected results, rather
than reanalyzing the entire system, ensuring performance gains with-
out compromising soundness or completeness. Similarly, Wang et al.
(2023) presents IAFDroid, a framework that combines static analysis
and taint analysis to detect collusion attacks between apps, identifying
hidden inter-app communication channels that could compromise user
privacy. Additionally, Nirumand et al. (2024) introduces VAnDroid3,
a model-driven framework that identifies ICC vulnerabilities in both
intra- and inter-app communications, creating unified security models
and formal analysis to identify six categories of ICC vulnerabilities.
Furthermore, static analysis tools like WebVSec (El-Zawawy et al.,
2021b) and NIVD (El-Zawawy et al., 2021a) have also been proposed
to address specific vulnerabilities. WebVSec detects new vulnerabilities
in WebView objects with improved precision and efficiency compared
to prior tools. NIVD, on the other hand, applies a type system to
analyze smali code and identify sequences of calls to NIV-related APIs.
Despite their scalability, static approaches often face challenges with
high false-positive rates due to their reliance on approximations of
runtime behaviors.

Dynamic testing techniques have been mainly adopted for the detec-
tion of memory leaks (Liang et al., 2018) and ICC vulnerabilities (El-
Zawawy et al., 2022; Hu et al., 2024). Liang et al. (2018) proposed
an analysis system called AppLance, which runs the app through its
UI (User Interface), logs the execution data, and analyzes them to
identify memory leaks. El-Zawawy et al. (2022) presents DLAIR, a
dynamic analysis technique that enhances Intent resolution in Android
to prevent security issues, such as sensitive information leaks. Unlike
static taint analysis, DLAIR dynamically works across multiple apps
simultaneously and can be integrated into the Android OS. Hu et al.
(2024) introduces SIAT, a dynamic analysis technique designed to
detect privacy-sensitive data leaks in ICCs by tracking data and control
flows during runtime using taint tagging.

Hybrid methods combine static and dynamic analyses to lever-
age the strengths of both approaches. Notable examples include (Liu
et al., 2018; Wang et al., 2020), which detect SSL/TLS vulnerabilities
by combining static identification of vulnerable code with dynamic
confirmation, and RONIN (Romdhana et al., 2023), which uses rein-
forcement learning for dynamically generating ICC exploits. Moreover,
hybrid methods have been used to identify permission misuse, such as
in Demissie and Ceccato (2020), which combines static and dynamic
analysis to detect second-order permission re-delegation vulnerabilities
in Android apps, where indirect permission flows between components
are exploited for unauthorized access. Similarly, Natesan et al. (2020)
proposed a hybrid approach for detecting data leaks in Android ap-
plications by combining static and dynamic analysis, where runtime
permissions and logcat information are used to detect and categorize
data leaks based on their probability and associated risk levels. Hybrid
techniques aim to reduce false positives while maintaining scalability
but often require significant computational resources.

Among these hybrid approaches, Ma et al. (2022) introduced AU-
THEXPLOIT, a sophisticated tool designed to detect authentication
flaws in Android apps. AUTHEXPLOIT employs a combination of static
analysis and manual template definitions to identify vulnerabilities in
password authentication protocols, such as insufficient SSL/TLS valida-
tion and plaintext password transmission. By leveraging intermediate
representations, call graph construction, and dependency analysis, AU-
THEXPLOIT achieves remarkable precision in pinpointing these flaws.
Notably, their evaluation, conducted on a diverse dataset of 1,200
Android apps across multiple categories, demonstrated the tool’s ro-
bustness and applicability to real-world scenarios, setting a high bench-
mark in the field of security testing. While AUTHEXPLOIT represents
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a significant advancement in the detection of authentication vulner-
abilities, its focus is primarily on static dependencies and predefined
templates. Consequently, it excels in identifying vulnerabilities related
to code structure and implementation but does not address dynamic
runtime behaviors or interactions with graphical user interfaces (GUISs).
This limitation opens a complementary avenue for research, as certain
vulnerabilities only emerge during runtime or through user interactions
with the app’s GUI. Our work builds on the foundation laid by Ma
et al. (2022) by addressing this gap. Specifically, we propose a GUI-
based metamorphic testing technique that evaluates dynamic properties
of Android apps during runtime. Unlike static methods, our approach
derives metamorphic relations (MRs) from real-world vulnerabilities
reported in OWASP and CWE, enabling the detection of authentication
flaws that manifest during GUI interactions. While AUTHEXPLOIT sets
the standard for precision in static analysis, our technique complements
it by focusing on runtime behaviors, offering a holistic view of app
security.

7.2. Metamorphic testing for non-functional requirements

MT has been successfully applied in several application domains,
such as Web (Andrade et al.,, 2019), Machine Learning, Concurrent
Programs (Sun et al., 2023), and others. However, Segura et al. (2017b,
2018) discussed the hypothesis of its application as an effective and
practical approach to detect issues related to NFRs. Therefore, studies
have aimed to check its effectiveness of in detecting issues such as
performance (Azimian et al., 2019; Johnston et al., 2019; Ayerdi et al.,
2022) and security (Corradini et al., 2023; Mai et al., 2020b; Rahman
and Izurieta, 2023; Chaleshtari et al., 2023).

Regarding performance testing, Johnston et al. (2019) applied MT
to Adobe Experience Platform Launch Tag Manager software for iden-
tifying performance anomalies. They created test pages that imple-
mented Adobe tags as well as test pages that implemented the tags
through Experience Platform Launch, expecting both pages would be
functionally identical, but their page-load performance would probably
be different.

Azimian et al. (2019) identified known bugs and hot-spots energy
(i.e., performance issues) on Android apps using MT. They designed
MRs based on known bugs and hot-spots energy and then checked if the
MRs had been violated. More recently, Ayerdi et al. (2022) proposed
an MR pattern called PV (Performance Variation) for the identification
of failures in CPRs (Cyber-physical systems), which are systems that
integrate software with physical processes. The proposed PV eases the
identification of performance MRs in CPSs, alleviating the test oracle
problem.

In the context of security testing, Mai et al. (2020b) proposed
an approach based on MT concepts to evaluate the security of Web
systems. The authors adopted the technique proposed by Huang et al.
(2003), according to which an intentionally invalid input (i.e., source
input) and a valid input (i.e., follow-up input) are generated for each MR.
They first selected a set of known vulnerabilities that usually occur on
Web systems, then designed a set of 22 system-agnostic MRs to detect
them. Finally, security properties were automatically captured from the
Web system for checking whether the MRs had been violated.

Rahman and Izurieta (2023) extended (Mai et al., 2020b) study by
introducing a substantial expansion of the MRs catalog. They metic-
ulously developed 54 additional system-agnostic MRs, thereby ampli-
fying the original collection from 22 to a comprehensive total of 76.
They employed automated testing procedures within two well-known
web systems, namely, Jenkins and Joomla, to showcase the practical
efficacy of the catalog. Remarkably, the augmented approach proved its
ability to detect a substantial 85% of vulnerabilities in those systems.

Chaleshtari et al. (2023) employed MT to evaluate banking software
functionalities based on their inherent properties. They devised a com-
prehensive set of 11 MRs meticulously categorized into three primary
groups aligned with fundamental banking operations, namely, Deposit,
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Withdrawal, and Transfer. These MRs focus on vulnerabilities specific
to web systems and business processes. While their work emphasizes
static and hybrid analyses, our approach differs by targeting vulner-
abilities that emerge during runtime interactions with graphical user
interfaces (GUIs) in Android mobile apps. This distinction allows us
to address authentication and authorization issues unique to mobile
platforms, which are less explored in the existing literature.

8. Conclusions and future work

This study introduced a GUI-based Metamorphic Testing technique
designed to identify vulnerabilities in Android applications resulting
from improper username and password authentication methods, par-
ticularly those that disregard OAuth 2.0 guidelines. Our work dif-
ferentiates from prior studies in two key aspects. First, unlike exist-
ing approaches that primarily focus on detecting authentication vul-
nerabilities through static code analysis and automated orchestration
(Chaleshtari et al., 2023), our method operates at the GUI level during
runtime, enabling the identification of flaws that manifest through
user-driven interactions. Second, while other metamorphic testing tech-
niques have been successfully applied to web systems by manipulating
HTTP requests and URLs (Ma et al., 2022), our technique extends this
paradigm to the mobile domain, addressing vulnerabilities in Android
applications through GUI-based testing. This shift allows us to detect
flaws that may not be observable through web-focused or purely static
approaches. Building on prior studies that adapted MT for web applica-
tions (Mai et al., 2020b,a; Chaleshtari et al., 2023) this tool-supported
technique to detect five prevalent and representative real-world vul-
nerabilities associated with username and password authentication,
as identified by OWASP. Our approach involved designing five MRs
and implementing a Metamorphic Vulnerability Testing Environment to
evaluate them. We applied this technique to 163 widely used Android
applications from the Brazilian and Italian markets. The results were
significant: 159 vulnerabilities unknown to developers were uncovered.
Of these, 108 applications were found to have at least one vulnerabil-
ity, demonstrating the technique’s effectiveness. Three security experts
independently reviewed the identified vulnerabilities and confirmed
their existence by interacting with the apps’ graphical user interfaces,
validating the effectiveness of our technique in real-world scenarios.
In addition to the technical evaluation, we sought feedback from in-
dustry professionals to assess the practical utility of our technique.
We engaged with 50 companies whose applications were identified as
vulnerable. Among the 37 companies that we successfully contacted,
9 confirmed the vulnerabilities, and 3 of them requested consultations
for further guidance. Furthermore, 26 companies updated their appli-
cations, effectively addressing and fixing the reported vulnerabilities.
This real-world feedback highlights the practical relevance and impact
of our approach in identifying and mitigating security risks in mo-
bile applications. An interesting finding from our analysis is that no
strong correlation was found between higher perceived quality, more
downloads, or better ratings and fewer vulnerabilities. This suggests
that other factors may play a more significant role in the presence of
vulnerabilities in mobile applications. Overall, our work contributes
to the security testing field by providing an effective and practical
technique for detecting authentication vulnerabilities in Android apps.
We believe that the demonstrated ability to uncover vulnerabilities
unknown to developers, combined with the real-world feedback from
industry partners, validates the utility and impact of the proposed
method.

Future research will focus on expanding the scope and applicability
of our GUI-based metamorphic testing approach to further enhance
its effectiveness in detecting authentication vulnerabilities across a
broader range of mobile applications and environments. Building on
the feedback from the reviewers, we outline several key directions.

First, we plan to extend our study to application categories that
handle highly sensitive information, such as finance, communication,
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and social networking. This will allow us to evaluate the applicability
and robustness of our approach in high-stakes environments.

Another important direction is the investigation of vulnerabilities
beyond username and password methods, encompassing multi-factor
authentication (MFA), biometric systems, and third-party login services
(e.g., Google and Facebook OAuth). This broader analysis aims to
address evolving authentication practices and provide a more compre-
hensive security framework.

Future work will also involve empirical evaluations that compare
the detection effectiveness of our metamorphic relations (MRs) with
existing methods. In particular, we will assess overlapping MRs, such
as improper certificate validation and missing encryption, to provide
quantitative insights into their relative performance.

Additionally, we recognize the need to evaluate the scalability of
our GUI-based approach compared to traditional static and decom-
pilation methods. Although our technique currently requires manual
intervention, including user registration and GUI interaction, we plan
to formally assess its scalability by applying it to larger and more
complex applications. This will help identify bottlenecks and improve
automation where feasible.

To enhance the transparency and reliability of our findings, we
will incorporate open-source Android applications in future studies. By
leveraging community feedback on platforms like GitHub, we aim to
cross-reference vulnerabilities detected by our technique with known
issues and patches in public repositories.

Another avenue of future work involves analyzing paid applications
to investigate whether they exhibit different vulnerability patterns com-
pared to free applications. This comparison will help assess whether the
pricing model influences the level of security investment and overall
vulnerability presence.

Finally, we plan to adapt and extend our GUI-based metamorphic
testing approach to desktop and web applications. This cross-platform
expansion will explore how metamorphic testing can detect vulnerabil-
ities across different user interfaces and environments, broadening the
applicability of our method beyond the mobile ecosystem.
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Appendix. List of acronyms

Acronyms

AG Authorization Grant

AndDev Android Device

AR Authentication Request

AT Access Token

AUT Application Under Test

Auth-Server Authorization Server

CWE Common Weakness Enumeration

FUTC Follow-up test case

HTTP-CC HTTP Connection Channel
HTTPS-CC HTTPS Connection Channel

MITM Man-in-the-Middle

MR Metamorphic Relationship

MT Metamorphic Testing

NAAU Not Authenticated and Not Authorized User
NTSSLDC No Trusted SSL/TLS Digital Certificate
OWASP Open Web Application Security Project
PR Protected Resources

Res-Server Resource Server

RO Resource Owner

SIS Sign-In Screen

SSDC Self Signed Digital Certificate

SSL Secure Sockets Layer

STC Source test case

TSL Transport Security Layer

TSSLDC Trusted SSL/TLS Digital Certificate

UPC User and Password Credentials
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