





be effected through virtual worlds can be related to activities such as entertain-
ment, electronic commerce, education, culture, and the provision of services e.g.
related to electronic government.

Relevant technologies to support the interaction through virtual worlds in-
clude multi modal interaction, and the related field of semantics of data that
can be provisioned by heterogeneous sensors and actuators, to allow a natural —
and therefore more immersive — interaction experience for users through virtual
worlds.

Using a rather technical terminology, this can improve the gffordance of the
virtual worlds [1], i.e. the extent to which the experience of being in the virtual
worlds is natural and intuitive, together with the extent to which the actions of
users in these virtual worlds is guided to belong to a controlled set of actions,
in such way that the users do not feel constrained in their attitudes.

We propose to employ virtual worlds as a natural and immersive interface
for the electronic government. This paper presents a Government Virtual Insti-
tution Model for the provision of public services, that satisfies relevant issues
such as:

e citizens education level;
e heterogeneous government systems;

e government services requirement for security, privacy, reliability and scal-
ability

e government interoperability requirements.

We believe that independently of the level of citizens education, virtual
worlds provides an easy interface for interaction and facilitates the learning
process to use a public service system.

On the govern side, the system requirements are an important issue to ad-
dress, before effectivelly provide a public service. In order to satisfy these re-
quirements, we propose to adopt the JamSession decentralized architecture for
virtual worlds. This architecture provides support to build special purpose
virtual worlds, ensure reliability, robustness and security, also managing the
required computational resources effectively.

The heterogeneity of the government systems is respected in this architecture
both, on the back-end and on the front-end, where diferent kinds of system
interface may be delivered.

To provide the correct execution of the system, the government services and
the information flow are formally described using a LCC (Lightweight coorde-
nation calculus) language. The government interoperability requirements are
also specified in LCC.

Finally, we belive this model will contribute to increase the capillarity of
public services, providing users with an immersive experience in a rather familiar
environment, avoiding the need of them to physically travel to a governmental
office, also avoiding the need of maintaining too many governmental offices.



In the present article we describe in detail the GVI model. In section 2, we
present an overview of Eletronic Government. In section 3 we briefly review the
Lightweight Coordination Calculus, in section 4 we introduce the JamSession
Architecture and in section 5 we employ these concepts to present the GVI
model. Finally, in section 6 we present some conclusions about this work.

2 Electronic Government

The Internet has proven to be an important tool to increase the capillarity of
public services. An important issue to be taken into account, however, is that
such services are directed to citizens whose levels of education can vary signif-
icantly. Hence, some recipients of these services may not be acquainted with
digital technologies and with the software interfaces that are most commonly
employed to access these services.

We propose to employ virtual worlds as a natural and immersive interface for
the electronic government, simulating situations for users that they would live
through if they were physically present at an office and attended by a human
clerk. A user can navigate across a virtual world, interact with a synthetic
character that simulates a human clerk and/or with avatars of governmental
officers, get his/her tasks accomplished and reach his/her goals, experiencing
situations that are familiar to him/her and yet avoiding the need to physically
travel to a governmental office — and, in many cases, the need to count on an
officer for personal assistance at the other end of the line. Figure 1 ilustrates
such a situation, considering the example of issuing a document.
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Figure 1: Simulation of a real situation

Many services offered through electronic government systems involve the ex-
change of sensitive information (e.g. bank transfer records, document numbers,
personal identification codes, personal address and telephone number, etc.).

To deal with that, we define a model of Govenmental Virtual Institution
(GVI) that presents a formal model of information representation, service mod-
eling and governmental interoperability rules. We use the Lightweight Coordi-



nation Calculus (LCC) [2] to formally model, simulate and control the services
and interoperability rules relevant that are relevant to electronic government.

The GVI model defines interactive systems to be built on the JamSession
architecture, satisfying all necessary requirements and ensuring security and
reliability in transactions.

3 Lightweight Coordination Calculus (LCC)

The Lightweight Coordination Calculus (LCC) is a process calculus for spec-
ifying social norms and was designed for expressing P2P interactions within
multiagent systems [3]. LCC also permits simple but powerful mechanisms for
analysis, simulation and deployment of interactive systems.

LCC can be used to specify, verify and execute interaction protocols. The
specification of interaction protocols makes use of the formal syntax of LCC
to build interaction models, which can be intuitively secen as templates that,
once fulfilled by appropriate agents, processes and parameter values, can be
performed as scripts of actions. Interaction models can also be formally verified,
in order to ensure the satisfaction of desired properties.

LCC is employed in GVI to encode interaction protocols in two different
senses:

1. Interaction protocols are defined to guard the behavior of objects in con-
nected and synchronized virtual representations of agencies, so that un-
desired or unexpected behavior of peers can be identified and treated ac-
cordingly in real time.

2. Interaction protocols are also defined to encode the interactions between
characters, services and simulations of physical objects in virtual agencies,
to ensure the usability and the affordance in these representations of real
agencies.

In a Governmental Virtual Institution, LCC is employed to encode govern in-
teroperability protocols.
The syntax of LCC is presented in Figure 2:

o null denotes an event which does not involve message passing.
e Term is a structured term in Prolog syntax.
e Id is either a variable or a unique identifier for the agent.

¢ Operators «—, A e V are the normal logical connectives for implication,
conjunction and disjunction.

* => represents a message being sent.

<= represents a message being received.



Framework ::= (Clause, ...)
Clause ::= Agent :: Def
Agent ::= a(Type, Id)
Def ::= Agent | Message | Def then Def| Def or Def|
Def par Def| null — C
Message := M => Agent | M = Agent — C |
M & Agent | M < Agent —C
Cu=Term |CAC|CVC
Type := Term
M :=Term

Figure 2: LCC Syntax

An agent is represented as o(Type, Id), identifying the agent (Id)} and its
role (Type).

Defis the definition of interactions between agents, and it can be composed
as sequences, choices or in parallel. It also may be have a precondition (C).

The language provides two primitive operations to access variables: get and
put. Finally, the timeout introduces some time management into the language.

To give a flavor of how LCC works, we show in Figure 3 a very simple
interaction protocol. This small example shall suffice, nevertheless, to provide
an intuitive overview of LCC and suggest how it is used in GVI.

1. a(r, M)

2 (req(X) = a(r2, N2)) — need(X) then
3. prau(X) <~ a(‘l‘z, Nz)

4. a(ry, Np) :

5. req(X) < a(ry, Ny) then

6. prov(X) = a(r,, Ny)

Figure 3: An Interaction Protocol in LCC

We employ the usual PROLOG convention for names of variables and terms,
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namely capital letters indicate variables (i.e. placeholders for values) and small
letters indicate constant terms. The terms r; and r2 are the names of the roles
that are being specified in this interaction protocol. This protocol requires the
availability of two different agents, to assume each one of these two roles, in
order to be fulfilled. The first agent shall have his name unified with N, and
the second agent shall have her name unified with Na.

Agent N, is prepared to assume role r; if he needs an object that can be
unified with X, in which case a request is sent to agent N. If this clause can
be satisfied, then agent N; will be satisfied if N; can provide X to it.

Agent N, in turn, is prepared to assume role 72 if he receives a request of
X from agent N;. If this happens, then agent N; provides X to agent N;.

Lines 1 and 4 specify templates that can be fulfilled by specific concrete
agents, provided that they are prepared to assume their corresponding roles.
Line 2 is a clause, whose condition is need(X), stating that agent Ny needs the
object X, and whose consequence is a request addressed to agent N2. Double
arrows denote message passing, and single arrows denote logical consequence.
Line 3 is also a clause, whose condition is the provision of X by N2, and whose
consequence is a state of satisfaction for Ni. The word "then” at the end of line
2 indicates that the clauses must be satisfied sequentially.

Similarly, line 5 denotes that agent Ny receives a request from N;, and then
provides the requested object to Nj.

In the case of JamSession, if this interaction protocol is fulfilled, then a
sequence of events can be added to the island(s) where N, and N3 are located,
which are then added to their queues of events accordingly.

When two characters stand up as candidates to fulfill this interaction model,
they submit a proposal to assume their corresponding roles. For example, john
and mary can be candidates, respectively, to assume roles r; and r;. The
constraints characterized by the predicates need, req and prov are then tested,
upon proper instantiation of the variable X, and, all things going well, the model
is fulfilled and scripts of events can be generated and addressed to the queues of
events that govern the behavior of the corresponding characters in the virtual
worlds where they are rendered.

4 The JamSession Architecture

Virtual worlds constitute a highly popular media for general purpose social
interaction, as well as for purpose oriented cooperative task execution, in which
a group of individuals — who may be geographically dispersed — share the digital
simulation of a physical environment to cooperate in the achievement of a goal.

The tasks that can be effected through virtual worlds can be related to
activities such as entertainment, electronic commerce, education, culture, and
the provision of services e.g. related to electronic government. Relevant tech-
nologies to support the interaction through virtual worlds include multi modal
interaction, and the related field of semantics of data that can be provisioned
by heterogeneous sensors and actuators, to allow a natural — and therefore more



immersive — interaction experience for users through virtual worlds.
The wide adoption of this type of media has brought to attention the need
for better support to:

e build special purpose virtual worlds more easily;
o ensure the reliability, robustness and security of these worlds; and

» manage the required computational resources to build, deploy and access
virtual worlds effectively.

These features are required so that the adoption of virtual worlds for special-
ized tasks can become more widespread, including tasks that can be sensitive
to features such as privacy, security and reliability.

In this section we introduce JamSession, a decentralized architecture for
guarded virtual worlds that adds on desirable features related to all issues re-
ferred to above.

JamSession is an architecture for the exchange, communication and sharing
of software applications based on virtual worlds. It is decentralized and based on
the notion of islands. An island is hosted by a computational device connected
to the Internet. When two or more islands are connected, they accept the medi-
ation of a router, which is typically located together with one of the islands and
coordinates the synchronization of the connected islands. Each island contains
a queue of events that must occur within itself, and synchronization is based
on the exchange of a minimal set of messages that ensures consistency among
all queues of events. Hence, events do not necessarily occur simultaneously in
all islands, but the sequence of events occurring in each of them is equivalent.
Once a set of islands is connected and synchronized, the islands can virtually
see each other through gateways. Physically, this is done by replication of all
islands that are connected and synchronized in each computational device that
hosts each one of the synchronized islands.

Upon mutual agreement, two islands in JamSession can exchange objects, i.e.
the simulation of physical objects, characters or processes that embody services
can migrate through a gateway across islands, thus enabling the interaction of
objects whose origin is based on different islands, and creating the capabilities
to build the purpose oriented cooperations for task execution. Physically, this
is done by the dynamic update of the minimal set of messages that is exchanged
between synchronized virtual worlds, as well as by the actual migration of mobile
objects across the Internet.

JamSession is fully decentralized, and therefore does not require a full fledged
network server to host the virtual worlds. Alternatively, computational devices
with different capabilities — including desktops, smartphones, mobile and low
cost equipment — can host islands, i.e. simulations of bounded spaces in which
specific characters, services, objects and events can be found, which can be
accessed through the Internet by other computational devices which can also
have heterogeneous capabilities, and which can in turn host their own islands.



JamSession advances on the features presented above, by adding to it a
higher level of abstraction that enables the guarded construction of islands,
which are ensured to be reliable, robust, secure and efficient. Morcover, the
guarded construction of islands is based on a conceptual language, whose basic
terminology varies depending on the specific tasks at hand, in such way that it
becomes more natural and user friendly.

The conceptual language for the guarded construction of islands in JamSes-
sion is based on LCC [2]. Using LCC, we can build interaction models, which
are formal expressions that characterize templates of interactions among groups
of agents. Once we find agents and conditions that fulfill an interaction model,
the sequence of events that comprise that interaction can be effected.

Interaction models are used in two different ways in JamSession: at an
object level, they characterize the concrete sequences of events that comprise the
actions that must be coordinated in order to perform a task. At a system level,
interaction models are also used to effectively guard the interactions between
synchronized islands, ensuring that ill behaved objects do not migrate across
different computational devices.

The motivation to build JamSession has been to provide users with a friendly,
robust and secure environment to build and deploy services through the Internet.
JamSession has been carefully engineered to run on a variety of computational
devices and platforms. Using JamSession, users will be able to publish their
ideas and systems easily and using low cost resources and equipment.

JamSession is still a work in progress. The JamSession architecture has been
designed in detail, and some programming experiments have been developed to
ensure that this architecture can be implemented effectively, see section 4.2
below for further details. In the very near future the first complete toolset will
be deployed for users to build their own islands and publish them on the Internet.
The JamSession project is committed to the release of open source software, and
the JamSession architecture shall be freely available on the Internet.

4.1 The JamSession Architecture Components

JamSession is made of independent islands that are not replicated upon con-
nection. In order for two islands to be connected, they must be compatible
with each other. Compatible islands refer to the same virtual space, and their
contents are ensured to be consistent with each other. This way, we avoid the
traffic of multimedia contents across the Internet, to improve the efficiency and
the security of JamSession.

Connected islands in JamSessoion are mediated by a router that maintains
the consistency between their queues of events. This also guaranties synchro-
nization of JamSession islands.

A JamSession island is comprised by a set of components, as depicted in
Figure 4. The components are as follows:

¢ VW: virtual world (island). Virtual worlds in JamSession exchange mes-
sages with a Router, in order to keep synchronized with each other.



Figure 4: The Components of a JamSession Island

EI: external interface, that interacts with a variety of computational de-
vices, such as I/O devices and file storage devices. Both external interfaces
and virtual worlds are visible to users. They comprise the presentation in-
terface of JamSession. External interfaces and virtual worlds also identify
relevant events that occur within themselves, and inform the occurrence
of these events to the event manager EM.

¢ EM: event manager, that keeps track of relevant events occurring in vir-
tual worlds and registered by external interfaces, contains a table of entry
points for the existing interaction models and, when a set of concurrent
events allows the fulfillment of an interaction model, matches the events
with the corresponding interaction model and triggers the interaction.

e IM: database of interaction models, that is triggered by the event manager
whenever an interaction model can be fulfilled. When this happens, the
corresponding interaction model is run and a script of events is built and
dispatched to the script manager SM. Interaction models are written in
LCC.

SM: script manager, that receives scripts from completed interaction mod-
els, turns them into series of events, and updates the local queues of events
of VW and EI accordingly. Once these queues of events are updated, the
Router synchronizes the queues that are connected, in order to preserve
consistency across islands.

4.2 Some Virtual Worlds That Can Be Based On JamSes-
sion
The JamSession architecture has been through conceptual testing on a variety

of domains and applications, in order to assess its flexibility and genericity, as
well as whether it is truly becoming user friendly, robust and secure.




Each domain demands special attention to a specific subset of the compo-
nents of the JamSession architecture, as discussed below.

Besides Electronic Government, the domains and applications that have been
analyzed in the JamSession project to date are:

o Ambient Intelligence: ambient intelligence (aka smart environments) can
relate to virtual worlds in at least two senses:

1. a virtual world - which can be visible or invisible to end users, who
inhabit a smart environment in this case — can mediate and manage
the services provided by sensors and actuators in the environment.
The virtual world, in this case, can simulate the physical environ-
ment, and provides a set of support services to enable the expected
behavior of the physical environment.

2. avirtual world can be itself the location for interactions among agents
and computational services. The provision of services and the avail-
ability of interactions can be, depending on the application, influ-
enced by the location, actions and gestures of the users. In this case,
the roles of the physical and the virtual spaces contrast with the
previous case, since it is the physical environment that provides sup-
port services to enable the expected interactions within the virtual
environment.

Of course, both possibilities can be combined in sophisticated applications,
e.g. based on augmented reality, virtual reality, ambient intelligence per
se and mixed reality.

Any of these possibilities requires that the external interface interacts with
sensors and actuators, in order to interpret information gathered from
sensors and address appropriate messages to actuators. Hence, also in this
type of applications we need to build sophisticated external interfaces to
enable the implementation of appropriate JamSession islands. Contrasting
with the previous sort of applications, however, if we have an asymmetry
of roles between peers, in this case it is the external interface that sits
on the client side of the connection that requires special attention, since
this is the external interface that connects directly with the devices in the
physical environment, considering that the client side of the connection
comprises the computational devices that are physically placed together
with the users who inhabit the smart environment.

Digital Entertainment and Interactive Arts: in the JamSession project,
we have given great attention to the design and implementation of syn-
thetic characters, i.e. autonomous agents who share the virtual space with
avatars controlled by human users. Such characters are of particular inter-
est for applications related to digital entertainment, in which it is desired
that automated characters, whose control is fully determined by computer
programs, become similar and equivalent in all possible senses to human
controlled characters.
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We have worked on experiments to build synthetic characters presenting
a variety of distinctive features, such as:

— synthetic characters whose behavior rules evolve with interactions;

— synthetic characters whose behavior is controlled by features of per-
sonality and emotion; and

— synthetic characters who are capable of generating humorous utter-
ances autonomously.

The implementation of these distinctive features could be encoded in a
variety of ways. In order to preserve the structure proposed in the Jam-
Session architecture, we have disciplined ourselves to encode these features
as interaction models. The implementation of the behavior of characters
presenting the features above, therefore, has been devised as a collection
of interaction models that are available to specific characters, who then
satisfy the corresponding models whenever necessary and receive the cor-
responding scripts of actions to enact the corresponding interactions.

The construction of synthetic characters for digital entertainment - in-
cluding interactive arts, such as interactive narratives and some sorts of
performative arts — requires, therefore, that relatively sophisticated in-
teraction models are built, with their corresponding event managers and
script managers featuring compatible levels of sophistication, since they
shall respectively provide the interaction models with sensed events that
can trigger specific interactions and receive scripts that shall be translated
into appropriate entries into queues of events in the synchronized virtual
worlds.

5 The Governmental Virtual Institution

We use the concept of Virtual Institution as defined in [4]: Virtuel Institutions
are 3D Virtual Worlds with normative regulation of interactions. They propose
to separate the development of Virtual Worlds based on the concept of Virtual
Institutions into two independent phases: specification of the interaction rules
and design of the 3D Interaction environment.

In GVIs this separation also exists, and has the advantage of making the
specification of the interaction rules independent of particular Virtual Worlds
technology used for the visualization of the system. It alows a quick and easy
portability to new visualization platforms and diferent kinds of renderization.
The specification of the interation rules and specifically the governmental inter-
operability protocol are written in LCC.

GVI assumes a distributed architecture, consisting on an interconnected net-
work of virtual worlds where each node is a virtual governmental agency repre-
sentative or an agency's department (see Figure 5). Users interact with agencies
through their avatars, and agencies exchange information based on interaction
protocols implemented using LCC and knowledge representation techniques,
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such as ontologies and reasoning mechanisms based on formal logics. Differ-
ent groups of services must be required by interaction protocols with different
features and specificities.

GVIs do not have to worry about fundamental issues such as security, pri-
vacy, reliability, scalability and interoperability as they are guaranteed by the
JamSession architecture.

Figure 5: Virtual Govenment Institution

5.1 Simple Example: Document Issuing

To illustrate GVI, LCC and JamSession in action, we show in Figure 6 a sim-
plified scenario related to document issuing in the context of electronic govern-
ment. In this scenario, the external interface interacts with the database system,
through messages coined ezists and regisier, respectively to check whether a birth
date is a valid entry in the database sysiem and to update that database.

1. a(citizen,ID1)::

(need(DOC) => a(govagent, 1 D2))
+— has(DOC, birth) then

3. issue(DOC) <« a(govagent, 1 D?2)

»

=

a(govagent, ID2) ::
(need(DOC) <= a(citizen, ID1)) «
exists(birth, system) then
6. (issue(DOC) = a(citizen, ID1)) —
register(DOC, birth, system)

o

Figure 6: Document Issuing in LCC

The components in JamSession for this scenario are devised as in Figure 7.
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When a character assumes the role of citizen, it must check its birth date
and then present the corresponding request for a document, DOC. This must
be informed to a second character who must have assumed the role of govagent.
The character who has assumed the role of govagent can, in turn, receive the
request for the document. It verifies in the external database system whether
the corresponding birth date exists. If it does, then it can issue the requested
document and register the transaction in the external database.

Figures 6 and 7 shows how intuitive is the processing of the LCC protocol
definition in the JamSession architecture components.

Figure 7: Issuing a Document in JamSession Architecture

Note that govern and citizen are two separated JamSession islands and
Router is the mediator. They may be hosted anywhere that has access to the
Internet. The two islands have all the JamSession components described in Sec-
tion 4.1, but only the govern has a database (system) connected to the External
Interface component (EI). The citizen island has no access to such a database.
As the objective of the GVI is to provide an immersive experience to the users,
our proposal of user interface is a 3D virtual world. However, to guarantee the
capilarity of service and respect govern system heterogeneity, users may also see
a 2D interface, without any loss of functionality for the system.

Security and reliability in transactions, whose steps must be carefully recorded
in the databases that are connected to JamSession as well as to governmental
information systems, is a prominent issue for this sort of applications. In the
JamSession architecture, these features are dealt with by the ezternal inter-
face, which must be particularly well engineered in this case. Considering that
there can be an assymmetry between peers in JamSession, in which a computa-
tional device functions as the provider of a service and another connected device
functions as a client (for example, the provider can contain a local database of
transactions, and connection to secured external sources of information about
the whole population, whereas a client may contain solely connection to a per-
sonal database of the history of transactions of a single user), the external
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interface that must be particularly well crafted in order to ensure the required
quality of services for this sort of applications is the one hosted by the service
provider.

6 Conclusions

In JamSession project, the slogan is: complezity at the service of simplicity,
since the idea is to employ state-of-the-art technology to make the construction
and the utilization of virtual worlds as simple and friendly as possible.

The motivation for that comes from the desire to provide end users with
a set of tools that can be used to build and deploy sophisticated information
services through the Internet, as easily as possible, freely and independently,
with the potential to turn these services into profitable business.

In GVI project, we have the same motivation of JamSession, and the same
ambition of being able to collaborate with initiatives for economic inclusion that
can enrich the world economy as well as significantly improve the quality of life
of many individuals, as for example the initiatives of Mohammad Yunus [5).

Also, we aim to increase the capillarity of public services, facilitate the access
(and execution) to government services and provide citizens with a natural and
immersive experience.

Our work has focused on the definition of a model of Governmental Vir-
tual Institution that will facilitates the construction of a variety of government
applications, whose central metaphor for interactions is based on participation
in virtual worlds, which are physically implemented based on a decentralized
model.

To date, we have a relatively mature conceptual design of what GVI shall
be. We also have the results of some experiments that confirm that it can be
implemented as planned.

Future work includes, evidently, the full fledged implementation of a gov-

ernmental application using GVI, with a set of services modeled as described in
the previous sections.
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