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Abstract. Opinion mining for app reviews plays a crucial role in supporting
software maintenance and evolution by analyzing user feedback. However, the
manual analysis of a large amount of textual data poses a challenge. Machine
learning-based methods have been employed to address this, but they primarily
focus on historical user behavior and do not explore trend detection and risk
classification of emerging issues. We describe the MApp-IDEA tool as an ana-
lytical data exploration tool that embodies the outcome of our research group’s
extensive research and development efforts over several years. Our approach
presents a novel methodology to identify and prioritize emerging issues in app
reviews. It involves the identification of defective software requirements and
training predictive models to anticipate negatively evaluated requirements. Fur-
thermore, we detect review issues, classify them using a risk matrix with priori-
tization levels, and monitor their evolution over time. By integrating these inno-
vative components, the MApp-IDEA tool provides a comprehensive solution for
app issue analysis and effective risk management. We explored our approach us-
ing over 6.6 million reviews across 20 domains, identifying and ranking nearly
270,000 issues. The results demonstrate the competitiveness of our approach
and highlight the importance of extracting insights from user reviews to miti-
gate risks and improve app quality. The MApp-IDEA tool incorporates industry
best practices, providing a powerful and user-friendly solution for app issue
analysis and risk management.

1. Introduction

Opinion mining for app reviews aims to analyze user comments on app stores to
support software engineering activities, primarily software maintenance and evolution
[Araujo et al. 2022]. One of the main challenges in maintaining software quality is
promptly identifying emerging issues, such as bugs. However, manually analyzing these
comments is challenging due to the extensive textual data.

Methods based on machine learning have been employed to automate opinion
mining and address this issue [Araujo et al. 2020]. While recent methods have achieved



promising results in extracting and categorizing issues from users’ opinions, existing stud-
ies mainly focus on assisting software engineers in exploring users’ historical behavior
regarding app functionalities and do not explore mechanisms for trend detection and risk
classification of emerging issues. Furthermore, these studies only cover part of the is-
sue analysis process, from automated review collection to detection, prioritization, and
analysis through an unsupervised approach [Lima et al. 2022].

We advance the state-of-the-art in opinion mining for app reviews by proposing an
approach to identify and prioritize emerging issues. Our proposal introduces a two-fold
approach that (i) identifies possible defective software requirements and trains predictive
models for anticipating requirements with a higher probability of negative evaluation and
(i1) detects issues in reviews, classifies them in a risk matrix with prioritization levels, and
monitors their evolution over time.

We present the MApp-IDEA (Monitoring App for Issue Detection and Prioritiza-
tion), an analytical data exploration tool that allows engineers to browse the risk matrix,
time series, heat map, issue tree, alerts, and notifications. Our goal is to minimize the time
between the occurrence of an issue and its correction, enabling the quick identification of
problems. We processed over 6.6 million reviews across 20 domains to evaluate our pro-
posal, identifying and ranking the risks associated with nearly 270,000 issues. The results
demonstrate the competitiveness of our approach compared to existing models. We have
proven that opinions extracted from user reviews provide crucial insights into app issues
and risks and can be identified early to mitigate their impact. Our main contributions are
briefly summarized below:

1. We introduce the prioritizing issues approach that automatically generates a risk
matrix, combining sentiment analysis, clustering, and graph theory.

2. We present a method to generate the temporal dynamics of issues and the risk
matrix using time series. Our method uses interval segmentation to calculate the
frequency of problems in each time interval, where we are especially interested in
intervals where abrupt changes occur.

3. Finally, we introduce an analytical data exploration tool that allows you to interac-
tively browse the risk matrix, time series, heat map, and issue tree. Additionally,
our analytic system triggers alerts and notifications.

This technical report is organized as follows. In Section 1, we provide an intro-
duction to the concept of opinion mining for app reviews and its relevance to software
engineering activities. Section 2 presents the MApp-IDEA method architecture, which
is divided into five stages for detecting and prioritizing emerging app issues (EAI). In
Section 3, we demonstrate the practical application of MApp-IDEA through an example.
Section 4 offers a comprehensive technical and documentary overview of the design and
architecture of the MApp-IDEA tool, focusing on key aspects such as component-based
development, technologies schema, patterns, and the graphical interface. Finally, in Sec-
tion 5, we provide concluding remarks summarizing the main findings and contributions
of this research.

2. MApp-IDEA Method Architecture

To detect and prioritize EAI, we introduce MApp-IDEA. Our method is divided into five
stages, as shown in Figure 1. First, we collect mobile app reviews from app stores via a



web crawler. Second, these reviews are processed on a multilingual network model with
over 100,000 nodes. We found the network node most associated with each review’s snip-
pets and searched the network for the best label to display. Third, we prioritize reviews in
a risk matrix divided into three priority levels. Fourth, we model the risk matrix in time
series to detect issue peaks over time and trigger alerts. Finally, we present the output of
the previous stages in a user-friendly real-time interface through an interactive dashboard.
An overview can be seen in Figure 1.
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Figure 1. The architecture of the MApp-IDEA framework for detecting and priori-
tizing emerging issues

2.1. App Reviews

In the first stage of MApp-IDEA, raw reviews are collected from app stores using a web
crawler tool via RESTful API. The app stores provide the textual content of the reviews,
the publication date, and the rating stars of the reviews reported by users. In addition to
reviews, we collect app metadata and metrics such as release dates, versions, number of
installs, overall rating, and the total number of reviews. We use app metadata to drive
overall performance and provide additional analysis of the temporal dynamics of metrics.

All configuration is done in this step through a user-friendly interface, as shown
in Figure 3. The developer enters the app ID of the app store, the language, and the
number of reviews to be processed. The crawler process runs in the background, and
upon completion, the data is organized into the appropriate data structure for processing
by the MApp-IDEA issue detection stage, as shown in Figure 2.

After app registration and initial processing, new app reviews are automatically
processed and synchronized in the background over time, as shown in Figure 4. From this
moment on, all app information is automatically tracked.
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2.2. Issue Detector

We explore word embeddings to build acyclic graphs for representing app issues. Word
embeddings have recently been proposed to support NLP. They can calculate the semantic
proximity between tokens and entire sentences, and the embeddings can be used as input
to train the classifier. Additionally, graph-based methods have been widely used in several
NLP tasks, such as text classification and summarization [Mihalcea and Radev 2011].

In our approach, we have an acyclic graph, where each issue is a vertex, and
edges are defined by the similarity between issues based on the proximity of the issues
vectors. In practice, we have a tree where each issue is a node, and similar issues with
spelling variations or related issues are adjacent and connected by an edge. Therefore, we
represent each issue through word embedding.

In graph theory, a tree is an undirected graph in which any two vertices are con-
nected by exactly one path or, equivalently, a connected acyclic undirected graph. A forest
is an undirected graph in which any two vertices are connected by at most one path, an
acyclic undirected graph, or a disjoint union of trees [Williamson 2010].
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Our approach has a forest represented by the disconnected graph of the disjoint
union of 3-tier trees. Each tree in the forest can have up to 3 tiers, wherein we have
the best issue formations on the first and second tiers. The child nodes are connected to
the parent nodes with better formations, but this is the same or related issue in practice.
Therefore, we can group related issues and search the tree for the best node to display.
We might have structurally weak issues in the tree, but we can search the tree and find
the best good issue to display, as shown in Figure 5. However, a forest can have singleton
graphs consisting of a single isolated node with no edges. In our approach, we can have
issues that are not connected to any other.

To generate the issues graph, we used a multilingual model based on the BERT
[Devlin et al. 2018], which allows the processing of reviews in several languages for issue
detection. BERT is a contextual NLM where we can learn a word embedding represen-
tation for a token for a given sequence of tokens. For example, the vector space of em-
beddings preserves the proximity of similar issues but written in different ways by users

such as “problem with the payment”, “i can’t pay”, “ i can’t complete the payment” and
“payment error”.

In our architecture, we use a version of the BERT model called DistilBERT (a dis-
tilled version of BERT) [Sanh et al. 2019], which has the same architecture as the BERT
model. In summary, the DistilBERT is a general-purpose pre-trained version of BERT,
40% smaller and 60% faster, that retains 97% of the language understanding capabilities
[Sanh et al. 2019].

We use the Facebook Al Similarity Search (Faiss) [Johnson et al. 2017] to detect
similarity between vectors. This library allows us to search high-dimensional vectors sim-
ilar to each other using nearest-neighbor search implementations. Given a query vector,
the similarity search returns a list of vectors closest to that vector in terms of Euclidean
distance. Our issue detector classifier receives the correlation threshold and n-gram size
parameters set to 0.8 and 7, respectively. The correlation threshold parameter defines the
minimum similarity correlation between the vectors. A snippet is an issue if the distance
between the most similar vectors exceeds the minimum correlation threshold. The n-gram
size parameter is the maximum size of words that an issue can assume.

Summarly, we found the graph node most associated with each review’s snippets
and searched the 3-tier tree for the best label to display. From this, we can prioritize the
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most critical issues through sentiment analysis and particulars of the issues graph.

2.3. Issue Prioritization

After identifying issues, app developers must prioritize and address the most critical issues
and ensure timely software maintenance and evolution. We propose prioritizing issues
through an automatically generated risk matrix combining sentiment analysis, clustering,
and graph techniques. Therefore, given an app and its reviews, we summarize reviews
with one or more issues into a risk matrix, as shown in Figure 6.

We introduce the automatic generation of a risk matrix to predict issues with the
most significant potential negative impact and probability of occurring. First, we assume
that the likelihood of an issue ¢ occurring is related to the similarity distance d; of the issue
¢ in relation to other nodes in the graph. We also assume that the issue’s negative impact is
related to how negative the issue’s sentiment score is. Therefore, for each detected issue,
we need a measure to calculate how many nodes are associated with the issue in the graph
and the issue’s sentiment score.

2.3.1. Negative Impact

To calculate the issue sentiment score, we use VADER (Valence Aware Dictionary for
Sentiment Reasoning), a model used for text sentiment analysis sensitive to both polari-
ties (positive/negative) [Hutto and Gilbert 2014]. VADER sentiment analysis relies on a
dictionary that maps lexical features to emotion intensities known as sentiment scores.
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The sentiment score of a text can be obtained by summing the intensity of each word in
the text.

The compound score is a metric that calculates the sum of all the lexicon rat-
ings which have been normalized between —1 (most extreme negative) and +1 (most
extreme positive): (i) positive sentiment (compoundScore > 0.05), (ii) neutral sentiment
(compoundScore > —0.05), and (iii) (compoundScore < 0.05) negative sentiment
(compoundseore < —0.05). For our risk matrix, we consider negative sentiment, i.e., the
compound score less than or equal to zero (Cs < 0). On the x-axis of the matrix is the
discretization of the negative sentiment score into four levels.

To show the result more understandably, we present the negative impact in abso-
lute (positive) values, ranging from 0 to 10, as shown in Figure 7.

2.3.2. Likelihood

On the y-axis (likelihood), we have the discretization of the degree of similarity of the
issue with other issues in the graph in four levels. The higher the level, we have more
related issues. The lower the level, the less similarity the issue has to other issues.

We use a partitional clustering strategy to calculate the issue degree measure in
the graph. We cannot simply compute the degree of the node in the graph to generate the
x-axis value because, in our model, we may have too many singleton graphs, which would
unbalance the matrix. Therefore, we need to consider this to calculate the likelihood. Let
V' be the number of vertices in the graph. We group all vertices of the graph into \/m
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clusters and define the x-axis value of each node as the size of its cluster, i.e., the number
total number of issues that are in the cluster.

In partitional clustering, the main goal is to partition a set of examples into k
groups, where the user typically determines the value of £. MApp-Reviews utilizes the K-
means algorithm [MacQueen et al. 1967], which is a widely recognized and extensively
employed method for partitional clustering, particularly in the analysis of textual data.

Formally, let R = {iy,is,...,4i,} a set of issues, where each issue ¢ is a m-
dimensional real vector from an word embedding space. The K-means clustering aims
to partition the n issues into k (2 < k < n) clusters C' = {C}, (s, ..., C }, thereby min-
imizing the within-cluster sum of squares as defined in Equation 1, where ; is the mean
vector of all issues in C;.

S =l 1)

C,eC rec;

We defined the cluster number k as /n, where n is the total issues (nodes). Then,
for each issue, we define its likelihood as the size of the cluster in which it is inserted. We
then normalize this value between 0 and 1 using Min-Max (2). Therefore, the likelihood
of the issue occurring is associated with the similarity between the nodes in the network,
as a very frequent issue will have many occurrences, variations of writing, and different
ways of describing the same problem by users.



2.3.3. Risk Matrix Construction

Our algorithm for calculating the risk matrix places the reviews with one or more issues

in their respective cell [i,j] of the matrix according to the thresholds of negative impact
and likelihood.

With the algorithm’s output, we prioritized the analysis, observing the most likely
and critical problems, as shown in Figure 6. The algorithm subdivides the matrix into
three priority levels: level 1 (low), level 2 (medium), and level 3 (high).

2.4. Temporal Dynamic

Considering that the issue time series is a set of observations obtained sequentially over
time, as illustrated in Figure 8, we can model the occurrence of issues over time in a
time series to detect upward trends in their frequency, as shown in Figure 9. Formally,
an issue time series / of size s can be represented as an ordered sequence of observations
denoted as I = (i1, 4o, ..., i), Where each observation i, at time ¢ belongs to the set of real
numbers (R) and represents the number of issues observed at that particular time point
[Chatfield 2003].

10

can't play specific songs
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o Min
Dec 26 Jan 02 Jan 09 Jan 16 Jan 23

Figure 8. Issue time series “can’t play specific songs”

In addition to capturing the temporal dynamics of issues, we also explore the tem-
poral dynamics of the risk matrix. Once we have constructed the risk matrix, we examine
its temporal behavior for each cell and prioritize level. Figure 10 visually depicts the
time series of priority levels associated with the identified issues. The green, yellow, and
red lines in the figure correspond to low, medium, and high priority levels, respectively.
This analysis provides insights into how the risk levels evolve over time and allows us to
monitor the changing prioritization of issues.

3. MApp-IDEA in Action

We present an example of MApp-IDEA’s usage in this section.
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3.1. Monitor

On the home screen, MApp-IDEA presents all monitored applications, with daily perfor-
mance statistics of apps concerning comment volume and star rating, as shown in Figure
12. We also provide a summary of notifications and flips, the daily trend of top issues,
the volume of issues detected for all apps, and changelog statistics, as shown in Figure 11
and Figure 13.

3.2. 3-tier Navigable Tree

In this visualization approach, interactive navigation across the three layers of the tree
is facilitated, enhancing the understanding of the underlying data structure. The size
(diameter) of each node in the visualization corresponds to the volume of issues associated
with the subtree rooted at that node, as illustrated in Figure 15. Larger nodes indicate a
higher frequency of issues. Furthermore, each distinct tree in the visualization is assigned
a color, representing a group of related issues categorized within up to three levels, as
illustrated in Figure 14. This visualization technique enables users to explore and analyze
similar issue groups effectively.
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Figure 11. Dashboard with daily performance information for each app on the
star rating and number of reviews

3.3. Network Exploratory Heatmap

We developed an exploratory issue network called a heat map, which emphasizes issues
with higher priority according to the volume of occurrences and degree of the node in the
graph. In this form of visualization, we use the most representative nodes of the tree, from
layers 1 and 2, to generate a new graph of issues with approximately 600 nodes.

Mathematically, a network is defined as an undirected graph G = (V, E), formed
by aset V = (vq,vs,...,v,) of nodes (words). A set £ = (ey, ey, ..., €,) of edges that are
represented by an adjacency matrix A, whose elements A;; are equal to 1 whenever there
are an edge connecting nodes (words) ¢ and j, and equal to 0 otherwise.

This new graph allows us to identify critical regions of the graph through the vol-
ume of issues related to each node and categorize the visualization into different critical
levels. Each node of this graph is connected to similar nodes, calculated by the distance of
similarity between the vectors. The “payment problem’” node will be close to the “credit
card problem” node, with an edge connecting these two nodes. We call this new graph
a Heat Map, representing the critical nodes in 4 levels, from the least critical to the most
critical, as shown in Figure 16 and Figure 17.

For example, consider app A, with 10,000 reviews in the last 30 days. After
detecting the issues, we already know which tree nodes are related to the issues. The
identified application A issues can belong to any of the three layers of the original tree,
with layers 1 and 2 being the most representative. Suppose 200 issues of application
A were detected. These detected issues are distributed in the graph according to their
representation. Consider that 50% of these issues are related to the “app stopped working”
node, 25% are related to the “payment problem” node, 15% are related to the “T can’t
access my account” node, and 10% are related to other nodes. The Heat Map Graph has
600 nodes in all. However, these three detected nodes will be highlighted, as exemplified
in Figure 18. In this example, the “app stopped working” will be marked with red color,
flashing on the screen, and with a larger diameter than all the others.

The “payment problem” node will be marked red, but without flashing and with a
smaller diameter. The “I can’t access my account” node will be marked in yellow. The
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Figure 12. Dashboard with daily performance information for each app on the
star rating and number of reviews

other nodes in the network will be marked in blue or gray. Nodes marked in blue are
nodes not detected by the issue detector for application A, with a high vertex degree, i.e.,
they are more strongly connected to other nodes. If these blue nodes turn yellow or red,
it could be a severe problem. The nodes marked in gray were not detected by the issue
detector and had a low vertex degree value, i.e., they are problems of lesser impact.

To calculate the threshold between the critical levels of the graph, we calculate the
frequency of occurrence of each node. Then we normalize the frequency to obtain values
between 0 and 1, using the Min-max scale, according to equation 2.

T — Ty
m — ( mzn) (2)
(mmaz - xmin)
where m is the new value, z is the original value of the cell, ,,;, i1s the minimum fre-
quency value, and z,,,, is the maximum value of the frequency.

Subsequently, the computed value of m is compared to a threshold value deter-
mined by the software engineer. The choice of the threshold influences the sensitivity of
the heat map graph coloring. A lower threshold increases the level of sensitivity, resulting
in more evident variations in the color scheme of the heat map graph, as shown in Figure
19.

The expectation is that denser regions at higher critical levels will receive priori-
tization. If there are numerous red dots clustered in a specific region, it indicates that app
users are reporting a common and frequent problem. Such frequent issues tend to occur
repeatedly, and spelling variations will be a “hub” in the network.

Our platform offers interactive navigation within the graph, allowing visualization
of reviews associated with each node and access the top-n issues linked to those reviews.
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3.4. Interactive Risk Matrix

The risk matrix generated by our algorithm is presented in a dynamic and navigable way.
Each cell of the matrix is clickable, where we can view the issues related to each cell
and the reviews and sentences linked to the issues. We can also sort issues by priority,
likelihood, and negative impact levels. For each cell in the matrix, we also display the
temporal modeling, i.e., the evolution of that cell over time, as shown in Figure 20.

Additionally, we provide summary reports of issue priority levels, as shown in the
screen example (Figure 21).

3.5. Time series

The MApp-IDEA presents different types of time series to observe the time evolution of
issues and identify trends.

The trend detector time series is based on the moving average displayed in three
colors on the lines. Red represents the uptrend, green represents the downtrend, and light
blue represents stability, as shown in Figure 22.

We use a peak detection algorithm based on the dispersion principle (Z-score). If
a new data point is a given z number of standard deviations from some moving average,
the algorithm triggers +1 or —1. The system triggers an Uptrend alert if a +1 signal is
returned. If a —1 signal is triggered, we alert a Downtrend.

Formally, a raw score x is converted into a standard score (Z-score) according to
equation 3:

p=2"F 3)

where p is the issues mean and o is the issues standard deviation.

The absolute value of z represents the distance between this raw score = and the
issues mean in standard deviation units. z is negative when the raw score is below the
mean and positive when it is above.
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The issue detector algorithm receives three parameters: (i) the moving window,
(i1) threshold (the Z-score on which the algorithm signals), and (iii) influence (value be-
tween 0 and 1 that implies the influence of new signals on the average and in standard
deviation).

With the risk matrix output, we generate a stacked area time series with three
priority levels of issues stacked on each other. Therefore, we can compare the evolution
of the whole and the contributions of individual parts over time, as shown in Figure 23.

In addition, we present trend detection signals, i.e., a time series emphasizing
trend detection points. Red areas represent uptrends, and downtrends are represented by
green areas, as shown in Figure 24. Each point in the time series has a complete report of
all reviews and detected issues, as shown in Figure 25.

3.6. Notification System

Issue alerts occur when MApp-IDEA monitoring detects risks associated with an in-
creased volume of issues. MApp-IDEA generates intelligent alerts to notify the team
about changes, high-risk issues, or environmental failures, as shown in Figure 26.

Due to the way the issue detector module is implemented, even if there is no de-
fective functionality related to a software requirement in the app, the MApp-IDEA alert
system will still be able to identify failures in the environment, e.g., offline resources or
processing web requests taking longer than usual, decreasing database latency, or app pol-
icy changes. These environmental issues are also frequently reported by users, although
described differently.

The purpose of alerts is to quickly identify and resolve issues that affect app avail-



Figure 15. 3-tier tree dashboard

ability, speed, and functionality without manual monitoring. Using automatic features to
monitor apps and generate alerts, developers can minimize downtime and reduce diag-
nostic time and the associated high cost.

3.7. Online Performance Reports

The MApp-IDEA dashboard generates a complete real-time report of the relationship
between releases and issue peaks, reports on average updates, average issues detected per
day, and the average interval between releases. In addition, it presents a summary of the
total reviews collected and processed and the total number of issues detected. A sample
screen is shown in Figure 27.

4. Design and Architecture of the Analytical Data Exploration Tool

Now, we provide a comprehensive technical and documentary overview of the architec-
ture and implementation of our analytical tool designed for data exploration, called the
MApp-IDEA tool.

The rest of this section is structured as follows. In section 4.1, we will discuss
various system design and implementation aspects. We will start by presenting the tech-
nologies schema 4.2, which provides an overview of the key technologies components
separated in a stacked layer schema. Next, we will delve into patterns 4.3, specifically
architectural patterns and design patterns. We will explore the characteristics of these
patterns and how they are used in the project. Section 4.4 explores the system’s graphical
interface, discussing user interface design principles and frameworks employed. Addi-
tionally, we will explore the RESTful Bus (4.5) architecture for communication, explain-
ing its concept, advantages, and implementation details in the system.

4.1. Component-based Development

Software development is a complex process that can benefit significantly from adopting
a component-based development approach. Component-based development focuses on
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building software systems by assembling reusable and self-contained components, each
responsible for a specific functionality or service [Szyperski 2002].

The MApp-IDEA tool is based on components aimed at reusability and interop-
erability between systems and services. The components were designed to be indepen-
dent and self-contained, making them highly reusable in different contexts and projects
[Clements et al. 2002]. By reusing existing components, we can save time and effort,
leading to increased productivity and improved software quality.

We highlight important keys about component-based development adopted by the
MApp-IDEA tool:

* Modularity. Components are developed, tested, and maintained independently,
allowing for better code organization and easier maintenance [Budgen 2003].
Changes made to one component are less likely to have an impact on other parts
of the system, making it easier to update and evolve the software.

* Scalability. Components are designed to be loosely coupled and independent, so
it becomes easier to scale specific parts of a software system without affecting the
entire application [Szyperski 2002]. This enables efficient resource utilization and
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ensures optimal performance even under high loads.

* Collaboration. By providing well-defined interfaces and contracts, components
enable developers to work together effectively [Clements et al. 2002]. Teams can
focus on developing specific components (e.g., APIs) that can be seamlessly inte-
grated into the larger system. This encourages specialization and facilitates code
reuse and knowledge sharing within the development team.

* Maintainability. The modularity of components makes updating or replacing
individual components easier without impacting the entire system [Budgen 2003].
This allows for efficient bug fixes, enhancements, and system evolution, making
software maintenance less challenging and costly.

The component-based development approach adopted in the MApp-IDEA tool of-
fers numerous advantages. It promotes reusability, modularity, scalability, collaboration,
maintainability, and extensibility. By leveraging pre-built components and assembling
them into a cohesive system, we can streamline development and improve productivity.

4.2. Technologies Schema

The development of the MApp-IDEA tool involved utilizing several key technologies,
e.g., frameworks, libraries, NL models, and APIs. Each of these technologies played
a crucial role in different aspects of the tool, contributing to its functionality and user
experience.

To facilitate comprehension of the technology interaction, we have organized it
into a stacked layer scheme, where the technologies are grouped based on different scope
levels. This division allows for a clearer understanding of the relationships and interac-
tions between the various components involved, as follows:

* Data collect. Involves the process of collecting data, e.g., reviews and app metrics.
* Opinion Mining. Involves analyzing text to identify and classify issues from
opinions expressed by app users.
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* Persistence. Refers to the storage and retrieval of data in a durable and reliable
manner.

» Application. Refers to the practical implementation and utilization of a system or
software. It involves software components, integrating different technologies and
user interfaces to provide functionalities and solutions to end users.

* Synchronization. Involves data replication, conflict resolution, and communica-
tion protocols to achieve consistency and maintain coherence between entities and
data.

Figure 28 shows an overview of the technologies separated by the stacked layer
scheme. The following is a summary list of technologies. Additional information can be
found in the project’s public repository on Github !.

* Programming languages: PHP, Python, Javascript, CSS (style), and HTML
(markup);

* Frameworks: Laminas, Bootstrap;

NL Model: DestilBERT;

Database: Postgres; and

¢ Libraries: Faiss, Nltk, NetworkX, Sklearn, VADER, Transformers, Pandas,
Numpy, SciPy, ONNX Runtime, Vijs, Am5Chart, and others.

These technologies stack facilitated seamless server-side and client-side function-
ality integration, enabling an efficient and user-friendly tool for data analysis.

Several of these technologies intermingle and depend on each other to handle
specific functionalities, e.g., crawling, issue detection, and synchronization. For example,
PHP code made background calls to Python code, which utilized its rich ecosystem of
libraries and tools for these tasks.

"https://github.com/vitormesaque/mapp-idea
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Through the RESTFul bus, with log systems, notifications, and listeners, it is pos-
sible to integrate all technologies transparently for the user. For instance, after completing
each step, the Python module responsible for issue detection sends a message to the com-
munication bus (Figure 31). Subsequently, the PHP modules can access the bus as a
listener to check for new communication messages.

4.3. Patterns

Design patterns and architectural patterns are both important concepts in software engi-
neering, but they differ in their scope and level of abstraction. The following sections will
discuss the patterns incorporated into the MApp-IDEA tool.

4.3.1. Architectural Patterns

Architectural patterns deal with higher-level structures and the organization of entire soft-
ware systems. They provide a framework for designing the overall structure and interac-
tion between major components and subsystems. Architectural patterns define the funda-
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mental principles and guidelines for system organization, distribution of responsibilities,
and communication between different parts of the system [Sommerville 2013].

Model-View-Controller Pattern — MApp-IDEA tool uses the MVC (Model-View-
Controller) architectural pattern widely used in software development. It provides a struc-
tured approach for designing and organizing applications by separating the concerns of
data, presentation, and user interaction [Gamma et al. 1995].

In the MVC pattern, the application is divided into three main components
[Gamma et al. 1995, Reenskaug 1979]:

* Model represents the application’s data and business logic. It encapsulates data
access, data manipulation, and business rules. The Model component is responsi-
ble for managing the state and behavior of the application.

* View is responsible for the application’s presentation layer. It displays the data
from the Model to the user and handles the user interface elements. The View is
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focused on providing a visually appealing and intuitive user interface.

* Controller acts as an intermediary between the Model and the View. It receives
input from the user or external systems, performs the necessary actions, and up-
dates the Model and View accordingly. The Controller handles user interactions,

interprets requests, and coordinates data flow between the Model and the View.

The MVC pattern promotes modularity, maintainability, and code reusability by
separating data, presentation, and user interaction concerns. It allows developers to
change one component without affecting the others, facilitating code organization and

collaboration in larger projects [Gamma et al. 1995].

Overall, the MVC pattern provides a clear separation of responsibilities, making
developing, testing, and maintaining software applications easier. It is widely used in web

development frameworks, desktop applications, and mobile app development.
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In our project, we use the Laminas framework 2 to support the implementation of
the MVC architectural pattern. The Laminas is a PHP framework for building robust web
applications.

One of the key advantages of the Laminas is its modular architecture. The frame-
work is designed as a collection of independent and reusable modules, allowing develop-
ers to selectively use and integrate the necessary components for their specific application
requirements. This modular approach promotes code organization, reduces development
time, and facilitates code reuse and integration across multiple projects.

In addition to its modular architecture, the Laminas offers seamless integration
with various databases. It provides convenient abstractions and utilities for working with
different database systems, making it easier for developers to handle database operations
such as querying, data manipulation, and transaction management. This integration sim-
plifies the development process and ensures compatibility with different database back-
ends.

Furthermore, the Laminas Framework emphasizes the importance of community-
driven development. It has an active and supportive community that provides regular
updates, extensive documentation, and a wide range of resources. This community-driven
approach fosters collaboration, knowledge sharing, and continuous improvement, making
it easier for developers to learn and leverage the capabilities of the Laminas Framework.

4.3.2. Design Patterns

As described by [Gamma et al. 1995], design patterns focus on solving specific design
problems at the class or object level. They provide reusable solutions to recurring design
challenges and encapsulate best practices for designing individual components or interac-
tions within a system. Design patterns address object creation, structuring relationships,
and behavior delegation.

Several popular design patterns have been widely adopted and studied in the field.
We highlight the characteristics and applications of the main patterns (Factory, Singleton,
Observer, Adapter, Strategy, and Table Data Gateway) [Gamma et al. 1995, Fowler 2002]

https://getlaminas.org
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used in the MApp-IDEA tool.

» Factory. Focuses on creating objects without specifying their concrete classes. It
encapsulates object creation logic within a separate class or method, providing a
centralized and flexible approach to object instantiation [Gamma et al. 1995]. The
Factory pattern promotes easy modification and extension of the object creation
process.

* Hydrator. Focuses on separating the process of object creation from the process
of populating that object with data. It acts as a bridge between data sources (e.g.,
databases or APIs), and object-oriented programming models.

 Singleton. Restricts the instantiation of a class to a single object. It ensures that
only one instance of a class exists throughout the application, providing global
access to that instance. The Singleton pattern is useful in scenarios where a single
shared resource or state must be accessed from multiple system parts. It simplifies
coordination and avoids unnecessary resource duplication.

* Observer. Establishes a one-to-many dependency between objects, where the
dependent objects (observers) are notified and updated automatically when the
state of the subject object changes [Gamma et al. 1995]. This pattern decouples
the subjects and observers, enabling them to evolve independently and reducing
their interdependencies.

* Adapter. Allows incompatible interfaces of different classes to work together. It
acts as a bridge between two incompatible interfaces, converting the interface of
one class into another that clients expect [Gamma et al. 1995]. The Adapter pat-
tern enables the integration of legacy code or third-party libraries into new systems
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without modifying their existing interfaces, promoting component interoperabil-
ity.

Strategy. Focuses on encapsulating interchangeable algorithms or behaviors
within a family of classes. It allows clients to select different strategies dy-
namically, depending on their requirements, without modifying the client code
[Gamma et al. 1995]. The Strategy pattern promotes flexible design and enables
the easy extension and modification of the system’s behavior.

Table Data Gateway. Provides a centralized gateway for accessing a database
or data source. It encapsulates the data access logic within a single class, which
handles all interactions with the underlying data store. The Table Data Gateway
pattern abstracts the database operations and provides a convenient interface for
clients to query and manipulate data [Fowler 2002].
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4.4. Graphical Interface

To build a robust and standardized graphical interface, we use a well-known framework
called Bootstrap ? to build. It provides pre-designed and responsive components, saving
time and effort. Bootstrap ensures visual consistency and a professional standard. It has
extensive documentation and a supportive community. The framework is mobile-first,
enhancing responsiveness and usability.

The MApp-IDEA aims to provide an efficient and user-friendly experience for
users accessing it through different devices, including smartphones, tablets, and desktop
computers. By implementing a responsive design, the MApp-IDEA tool ensures that
users can easily navigate and interact with the tool’s features, regardless of the screen size
or device they use. This adaptability enhances usability and accessibility, allowing users
to conveniently access the tool’s functionality on their preferred devices. Additionally, a
responsive graphical interface reduces development and maintenance costs by eliminating
the need to create separate versions for different devices.

We developed dark mode navigation to improve the navigation experience, as Fig-
ure 30 illustrates. The availability of a dark mode option in apps enhances visual comfort,
saves battery life, and improves accessibility. Dark mode provides a high-contrast inter-
face that can benefit users with visual impairments or sensitivities. The darker background
and lighter text make it easier for individuals with low vision or color blindness to read
and navigate the app’s content.

4.5. RESTful Bus

The RESTful bus refers to a messaging infrastructure that follows the principles of REST
architectural style. The RESTful bus allows communication and coordination between
different software components or services using HTTP as the underlying protocol. It

Shttps://getbootstrap.com
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relies on the principles of REST, such as the use of uniform resource identifiers (URIs) to
identify resources, stateless communication, and standard HTTP methods (e.g., GET and
POST) for performing operations on these resources.

For better understanding, we define communication messages into two distinct
levels: 1) RESTFull bus messages, and i1) alert trigger messages, as follows:

* RESTFull bus messages. Refer to the general communication exchanged be-
tween different components or nodes within the bus service.
— Notification. Notifications provide general information about certain
events, system states, or updates.
* Alert system messages. Messages were sent about monitoring issues and risks
associated with trends detected by the tool.
— Notice. Notices are informational messages that communicate general in-
formation without requiring immediate attention or action.
— Alert. Alerts are specific messages that are used to indicate urgent or
critical situations that require immediate attention.

4.5.1. Synchronization

The MApp-IDEA tool offers a remarkable capability of real-time issue analysis and pri-
oritization. It is essential to download reviews and detect issues in the background to
enable this analysis, considering the substantial amount of data being processed and the
associated computational demands. Given that many operations are conducted in the
background, a communication bus becomes crucial for facilitating the exchange of sta-
tus messages among the involved components. Also, background services are constantly
running with synchronization tasks and alerts.

Once an app is registered in the tool, it is periodically synchronized. The sync
period can be customized, but it is five minutes by default. In the scheduled time interval



for synchronization, the process is called in the background, making a series of checks
to find the last updated review and processing the newly collected reviews. To optimize
the review download and processing time, the system estimates how many reviews will
be downloaded according to the time of the last update and the average of reviews the app
receives per day.

The system performs the following steps in the background on synchronization
illustrated in Figure 31.

Synchronization process and alerts

STEP 4 STEP 4

° ) trigger

. . alerts

Creating Saving the
issue network output data

SYNC-INI SYNC-STEP1 SYNC-STEP2 SYNC-STEP3 SYNC-STEP4 SYNC-STEPS SYNC-DONE
v v v v

RESTFUL BUS De
Figure 31. Synchronization process steps and triggering alerts

Depending on the volume of reviews processed, the synchronization may take a
few minutes, but the user can follow the processing progress.

During the synchronization process, whenever there is a status update, a message
is sent to the RESTful bus to notify about the new status. This enables the view layer to
query the bus and retrieve the updated status information.

4.5.2. Alert Trigger

Once the synchronization process is completed, the system notifies the RESTful bus about
the synchronization status. Subsequently, the RESTful bus forwards this information to
the alert trigger system, which initiates the scanning process to identify and trigger alerts
and notices related to app issues and risks. Similar to the synchronization process, the
alert trigger system operates in real-time.

By utilizing the RESTful bus, we ensure that potential app issues and risks are
promptly detected, and appropriate actions are taken through efficient communication and
real-time availability of status updates, enhancing the overall responsiveness and function-
ality of the application.

As an illustration, Figure 32 displays an Alert message dated May 26, generated
by the Netflix app to inform users about an app update that revised the policy regarding
simultaneous screens in the family plan. Figure 33 exhibits a notice message from the
Facebook application on May 25, 2023.

The MApp-IDEA tool includes a dedicated component for message management,
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ensuring that all sent messages are stored, as shown in Figure 34. When a message is
opened, the system marks it as read to provide users with a clear indication of their mes-
sage status. Even if a user chooses to delete a message (whether it’s an alert or a notice),
the system retains a record of it in the database for traceability purposes. Therefore,
while the message may appear unavailable to the user, it is not permanently deleted from
the system. This approach ensures data integrity and allows tracking and auditing of
message-related activities.
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Figure 34. Component for managing triggered messages related to the detection
and prioritization of issues.

5. Concluding Remarks

We discussed the design and architecture of the MApp-IDEA tool, focusing on key aspects
such as component-based development, technologies schema, patterns, and the graphical
interface.



The design and architecture of the MApp-IDEA tool were carefully crafted to
deliver a powerful and user-friendly data analysis solution. Reusable components were
leveraged through component-based development, enabling modularity, scalability, col-
laboration, and maintainability. Various technologies, such as frameworks, models, and
libraries, were seamlessly integrated to create a cohesive system. Architectural patterns
(e.g., MVC), and design patterns (e.g., Factory, Singleton, Adapter, Strategy, and Ta-
ble Data Gateway), enhanced code structure, flexibility, and extensibility. The graphical
interface, built with Bootstrap, ensured a responsive and visually appealing user experi-
ence. The synchronization process and real-time alerts optimized the processing of app
reviews. In summary, the MApp-IDEA tool embodies industry best practices, resulting in
a powerful and user-friendly solution for analytical data exploration.

Source code files and a video demonstration that support the findings and contri-
butions are available at:

* Source code:https://github.com/vitormesaque/mapp—-idea
e Demonstration: https://youtu.be/VPHZ8Lt joJo
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