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Abstract. Reasoning about multiple interacting agents is iimportant for
many areas of research such as distributed computing, artificial intelli-
gence, game theory, decision theory, cognilive scicnce, economics and
psychology.

J. Y. Halpern and colleagnes [ITM90, 1HF89, 1IT93] have proposed the
use of multiagent epistemic logics to formalise reasoning about multiple
agents. In the present paper we extend their proposal to allow grouping
of agents, and propose a strategy 1o build efficient resolution-based logic
programs for automated reasoning ahout interacting agents,
Keywords: Automated reasoning, Distributed Al, Distributed Systems,
Epistemic Logics.

1 Introduction

Following [[IF89, 1IT93|, a distributed sysiem in the present paper is identified
with a set of possible runs, where a run describes the way Lhe system bchaves
over time. For example, if we think of a system consisting of only one process
executing a sequential program, a run of this system can he seen as an automaton
with a possibly infinite number of infernal states. An aclion is then a function
mapping one staic into another. If sg, 51, 52,... are internal states and ag 1y, a9,
are actions, a run can be represented as a sequence sp = &) = 55 1.

In a more general system with » processes, a global state is defined as a tuple
(54,51, 52,83, ... 5a), in which each s; is the local stalc of process i and s, is the
state of the environment, which is intended to capture everything that is relevant
to the system but cannot be deduced from the local states of individual processes.
A run of one such system is a sequence of global states and joint aclions. A joint
action represcnts the actions performed by each process simultaneously. \We can
view a run as a mapping from time to global states!: r(f) denotes the global
state of the system in run r at instant t. A point in a run is defined as a pair
(r,t), where ris a run and ¢ is an instant. The local state of a process at a point
(r,t) is given by the i-th position of the vector (1) (denoted as r,(f)).

One way Lo reason about a distributed system is by viewing il as a collection
of processes with variable knowledge according to actions being executed. In

1 we consider “time™ as a countable sequence of instants fo, 11,12, ...



order to be “fired” or executed, these actions depend on previous knowledge,
and they may also modify it. In a ccrtain sense, we are identifying local states
of processes with the “knowledge” attained by these processes.

It should be remarked that we are not assuming with this that processes do
reason. Rather, we are afiribuling knowledge to processes, i. e., we are using an
“external” notion of knowledge.

In [HIM90] it is defined that a process knows a fact ¢ at a point z (denoted
Ki) if ¥ holds at every point in which the local state of i is the same as at
point z. One important requirement ([11M90]) is that K — ¥, i. e., if process i
knows a fact ¥ then ¥ is true. This property is known as the “knowledge axiom”
and is used in philosophy to distinguish knowledge from belief.

We may want to reason about the knowledge of a group G of processes, such
that G € {1,2,...,n}. The fact that everyone in G knows v is represented by
EcV = Niec KV

The statement “everyone in G knows that everyone in G knows that ...
everyone in (i knows that ¥ where the expression “cveryone in G knows that...”
appears k times in the sentence is represented by E&3, defined by: Ely = Ecy
and for all k>1, E&y = EcEg™'¥.

A fact ¥ is said to he common knowledge in G (Ca¥) if ELy for all k>1.
Intuitively, this means that the fact ¥ is publicly known among the elements of
group G.

The possibility of using various modal operators that is characteristic of
multimodal logics can be useful to reason about knowledge ([DEL92]). Since
we are considering systems with a finite numher of processes, the muitimodal
systems we need consider only have a finite number of pairs of modal operators
ui =< ©;,0;, >, cach one declared with some “modal type”, and a binary
accessibility relation R; between worlds with the properties corresponding to
the modal type associated.

The main idea of epistemic logics is that we can formalise the expression
“agent i knows that...” using modal operators 0. The modal type to be assigned
depends on the notion of knowledge in use. In [DEL92} it is suggested that the
most common modal types for epistemic logics are KT (reflexive), KT4 (reflexive
and transitive), KD4 (serial and transitive) and KT5 (reflexive and symmetric).
We will see that S5 (reflexive, symmetric and transitive) is a good system to
formalise the intended notion of knowledge in distributed systems.

A multimodal system S = (£, My, Ma, ..., My, <) consists of: a signature -
containing function and predicate symbols, cach one declared to he rigid or
flexible?; for each i € {1,....n} a pair y; =< 0;,0; > of modal operators and
a modal system type M;: and a set of declarations y; < pj for some distinct
i.j € {1,2,....,n}. Terms and formulas are defined in this system in a standard
way. using the connectives V. A, —, the quantifiers 3 and V, the modal operators
O; and O; and a set V of variables.

An interpretation I for this system (a Kripke structure) consists of; a set W

2 4 function or predicate symbol is said to be rigid il its meaning is independent from
the world considered, and flexible otherwise



of worlds; a set of hinary relations {2, R, ..., Bn} on the clements of ', called
accessibilily relations; a set D called the discourse domain: for every function
symbol f of arity n, a function J1.W x D® — Dif [ is flexible, a function f/:
D™ — D if f is rigid; and for every predicate symbol p of arity n, a function
p' : W x D™ —{0,1} if p is flexible, a function p’ : D™ —{0,1} if p is rigid.

Each relation R; is supposed to have the properties associated to the corre-
sponding modal system Lype M;, that is, reflexivity if Af; is KT, reflexivity and
transitivity if Af; is KT4, etc. Also, if we have y; < jij then R; C R;.

A Kripke siructure can be viewed as a labelled directed graph, whose nodes
are the worlds in W and worlds w, and w; are joined by an edge labelled i iff
(wllwi) € R"-

A formula O;p holds in a world w if p holds in every warld w’ such that
wR;w', while O;p holds in w if there exists at least one world w' such that
wR;w', and ¢ holds in w'.

Following [[IM90], it is natural to assume in many systems involving multi-
ple interacting agents (e.g. connected machines in an automated manufacturing
system) that the relations R; characterise equivalence relations among points.
Hence, it is reasonable to assume that the corresponding modal system types for
each modal operator K; are $5. On the other hand, the modal types correspond-
ing to the operators Eg are not S5, since they fail to satisly transitivity. Since
Cg is the transitive closure of Eg, then modal types corresponding to operators
Cg are also S5.

Assume that our agents can he grouped according to some hierarchy. Besides
enabling us to focus our attention on critical subsystems if we wish to, such a
grouping often leads to an improvement upon the performance of automated
reasoning systems for multiple interacting agents, since it imposcs a sort struc-
ture that can be exploited during search and unification([Coh89, AKP91)). This
is the subject we explore in the following sections.

In section 2 we introduce a prototypical problem we shall use throughout
the paper. This is a variation of the well known “cheating husbands” or *muddy
children” problem, described in [IIM90, 1IF89). In scction 3 we show how the lan-
guage used can be “translated” to a first-order, equational, order-sorted theory.
In section 4 we present a natural extcnsion to the language Lo admil groups of
agents, and review our example Lo illustrate the bencfits of grouping the agents.

We close Lhe article with some general discussion and proposals for future
development.

2 An Example

We now introduce a simple problem: the problem of detecting the number of
faulty devices in an automated manufacturing system:

In a totally automated factory, each machine emits a signal when it is not
working well. Each machine receives the signals emitted by Lhe others,
but it cannot perceive ils own signal. Besides the machines, there is in



the factory an “automated supervisot”, i.e., a machine that can tell if
there is a signal but cannat distinguish how many, If the supervisor's
light is on, then there is at least one machine cut of order in the factory.
We want the machines to know exactly how many of them are out of
order, so that help can be called.

It is important to understand the role the supervisor plays. If there is only
one machine out of order, this machine doesn’t receive any signal, so, it will never
know whether there is a machine out of order or not without the supervisor’s
help. Suppose now that there are two machines out of order, m1 and m2. Each
of them receives one signal, but ml considers the possihility that m2 doesn’t
receive any signal, so that it considers that there might be only one machine
out of order (m2). If the supervisor's light is on, both machines know (and they
know that they know) that at least one of them is out of order (in fact, it is
common knowledge that at least one of them is out of order). Since ml knows
that it is impossible that m2 doesn’t receive any signal, ml concludes that it
must be one of the machines out of order.

In {HIM90] we have the result that if k machines are out of order, the “min-
imum degree” of knowledge the machines need to solve the problem is E®. In
our example, we are assuming that all of the machines are sensitive to the su-
pervisor's signal, so that when the supervisor’s light is on, it becomes common
knowledge (and thercfore, E* for every k>1) in the group of the machines that
at least one of them is out of order.

This is what happens: Il the supervisor’s light is not on, there is nothing
to do. If it is on, it is common knowledge that at least one of the machines is
out of order. So, at the first instant, if any machine is not receiving any signal,
it can deduce that it is out of order and the problem is solved. I there is no
such machine, at the following instant all of the machines arc ahle to conclude
that thete must be at least two machines out of order, otherwise the problem
wottld have been solved at the previous instant. If any of the machines receives
only one signal, it can deduce to be out of order and solve the problem. If all of
them receive more than one signal, at the following instant it will be common
knowledge that there arc at least three machines out of order, and so on until
the problem is solved.

\We can describe the rules used to solve the problem using a multimodal
system S consisting of a signature containing the flexible predicate al(num,i),
which has the intended meaning that there are at least num machines out of
order at instant f, the rigid predicate e(num) meaning that there are exactly
num machines out of order, and n + 1 pairs of modal operators of type S5,
where n is the total number of machines in the factory. We will use the modal
operators K; for i € {1.....n} meaning “agent i knows that...” and Cq meaning
“it is common knowledge for group (7 thai..”.

For example, assume that we have 60 machines ml.m2,...,m80. We can
express that “if at instant ¢ there is a machine i that knows that there are at
least & machines that are out of order, and if it is common knowledge at that
instant. that at least & machines are aut of order, then, in the following instant,



it is common knowledge that there are exactly k + 1 machines out of order and
all of the machines know this number™ as follows:

3i: GV k: NK,al(k,t) A Cgal(k.t) — Cgelk + 1) AY; : GRjal{k + 1,1+ 1) n

We can express that “if at instant ¢ it is common knowledge that there are at
least k machines out of order, and all of the machines know there are more than
k machines out of order, then it is common knowledge at the following instant
that there are at least k + | machines out of order™ by:

Vi:GVi k: N=K.al(k, 1) A Cgal(k,t) — Cgol(k + 1,8 + 1} (2)

The fact that the supervisor's light is on aL instant 0 can he expressed by

Cegal(1,0).

3 Translating from multimodal to equational and order
sorted logics

We will now see how to rewrite a set of multimodal formulas as first-order,
equational, order-sorted formulas.

An interpretation for a multimodal logic includes a relational structure <
W, Ry, Ra. ..., Ra > where 1V is a set of worlds and each R, is an accessibility
relation associated to a pair of modal opcrators < ©;,08; > . The constraints on
this structure define the types of the modal systems.

The first key idea for the mcthod deseribed in [DEL92] is fo replace this
relational structure by an algebraic one, < [V, Ay, A, ..., Ap, !>, where IV is, as
before, a set of worlds, each A; is a set of operators and ! is a function from
W x Uy, n)4i to IV, Given an algehraic structure < W, 4y, .., 4,1 > we can
define a relational one by:

- wR;w' iff there is an operator a € A; such that wla = v’

Considering < W, R; > as a graph, let A; be a set of labels such that for
every node w and every @ in A, there is one and only one edge with source
w labelled by a. Thus, w!a is defined as the only world w’ such that (w.w') is
labelled by a.

The second key idea is that the properties of the relations R, can be captured
by equational constraints on the set A, of operators. The relation R, is functional
if the set A; contains only enc operator, it is reflexive if there is a unit clement
1in A; such that w!l = w for all w. it is transitive if there is a composition
operation * dcfined on A; with w!(a « ') = (w!a)la’ and symmectric if there is a
function inv defined on A;such that a « inv(a) = 1 for every a in A;.

Supposing we have a multimodal system S=(F, P, M, Ma, .., My, <) as in
sectionl, we define a signature £(S) = (($.<), F'. P, Dec) for an order-sorted
logic as follows:



- 8§ = {W, A}, Az, ... As, D) is the set of sort symbols, where W is the sort
for worlds, each A, is a sort for operators on worlds and D 15 the sort for
elements of the discourse domain

= Ai < A; il <

- P'= P, F' = FU{e,), s, 1,inv}U{ai/M; = KN F} (the a;’s are [resh symbols)

— Dec contains the following declarations :
for every rigid [unction symbol f of arity n, f : D" — D,
for every rigid predicate symbol p of arity n,p: D" — {0, L},
for every flexible function symbol f of arity n, f: Wx D" — D,
for every flexible predicate symbol p of arity n,p: W x D* — (0,1},

LW x U npdi — W,

»: A; x A; — A;, for every i such that Af; is KD4 or KT4,
€: W, 1: A lor every i such that M, is KT or KT4,

a; : A; for every i such that AM; is KF

inv : A; — A; for every i such that Af; is KT5 or S5.

The language built on Z(S) is called the language of the path theory associ-
ated with S. The only terms built in this language having sort W are the terms
of the general form ela'la?!. .a* where each of the ¢/ has sort A, for some i. A
natueal interpretation for these terms is that they are denoting some world that
can be reached from the world € by following the transitions lahelled o', a2, ..., a*.

Now, we associate a set of equation to every modal type:

E(KT) = {w!l = w}

E(KD4) = {w!ia + a’) = (wla)le’,(ara') s a” = as(a’»a")}
E(KT4) = E(KT) UE(KDA)U {a+ 1 =a,] +a = a}

E(S5) = E(KT4) U {a ¢ inv(a) = 1}

Every a,a’ and a” appearing in E(Af;) has sort A; and w has sort W.

E(S) = U1, »)FE(A) is called the path theory associated to a multimodal
system S.

A Z(S)-F(S)-interpretation is an interpretation for £(S) that satisfies E(S).
A formula v on £(S) is F(S)-satisfiable il it is satisficd in some T(S)-E(S)-
interpretation.

In [DEL92], F. Debart and colleagues suggest the (unction T defined below
that translates a multimodal formula into a path formula, such that if S is a
multimodal system and v is a multimodal formula, ¥ is S-satisfiable iff T'(¢) is
E(S)-satisfiable.

T(¥) = UeW)

and the intermediate lunction { is defined recursively as:

t(x,x) =z il = is a variable with sort D

U, J(r1, 720 e ta)) = S(H(7, 1), 1(X,T2), o (x,70)) O ] s rigid

Wr, f(n.1.... 1)) = (7. (7. 1) U{x, T2), ..., L%, 7a)) il [ is flexible

1z, plry, 72, .. Ta)) = p(H{x. 7)), {7, T2}, .., H(®. 7)) iF pis rigid

1z, p{r). T, ..sTo)) = plr. 1z, 1), H{x.T2), . H(x. 7)) 0T p is Nexible

H{x,~tr) = (7, )



Uz, ¥y V) = t(x, ) VT, o)

tx, % A¥a) = L(x, ¥ )AL, o)

{(xV2y) =Vz: D U(x,¥)

t{x,3xy) = 3z : D (=, )

t(x,0;¢) = Ja: A, U(r'a, ¥) , where a is not in Var{x)

t(x,0;¢) = Va: A, t(rla, ¥), where a is not in Var(x)

Now, let’s go back to our multimodal logic where all of the modal operators
(K1, ... Kn,Cg) are of Lype S5. As the accessibility relation associated to each
one of the R;’s is an equivalence relation, the last line of the translation function
becomes:

t(x, Ki¥) = Vo : W such that ¢ =¢ 7 ({0, ¥)

And for the modal operator Cg we have:

i(x,Coy) = Vo : W such that o =¢ = i(o, ¥)

The expressions 1 and 2 from the example in section 2 can be presented as:

Vi, t: N3i:Gal(s, k) Aal{k, 1) — (G, k+ 1)AVY) : Gal(j,k+ 1, L+ 1) (3)
Yk, t: NVi: Goal(s. k) Aal(k,t) —al(k + 1.0 41) (1)

An input to the problem should he the number of signals received by each
machine and whether the supervisor’s light is on or nol. For example:

al(1,25,1); al(2,25,¢); al(3,25,L); al(4,24,¢); ...; al(60,24,t)
al(1,0) /* supervisor’s light on at instant 0%/

The resolution for the query — e(R’) would require 24 steps and the problem
would be solved after 24 instants.

4 Introducing Agent Grouping

We now introduce a new approach, where the agents are divided in groups, ac-
cording to some hierarchy. One of the natural advantages of the method, besides
the increase in time efliciency, is that it allows us to obtain more descriptive
results.

By dividing the agents into groups, we are dividing the discourse domain
and introducing new sorts in our logic. This can be exploited during resolution,
through order-sorted unification.

The amount of information the agents have can be greatly increased if this
hierarchy is somehow made transparcnt for them, for example, if a group can
access the knowledge of its suhgroups. This fact can be very useflul as we will
show, also in cases where not all of the system is reliable.

Going back once more to our example of finding the number of fanity devices
in an automated factory, we divide now our sixty machines in eleven groups



named A, B, C, ..., K, according to their importance in the factory or their
chance of not working well, each group having its own supervisor. The hierarchy
can be seen as a semi-lattice, where one group is the union of its “children” and
the intersection of its “parents”. \We have at the top a group (K) containing all
of the machines in the factory.

In the end we obtain a more descriptive answer, because the intermediate re-
sults (i.c. the number of out of order machines in each group) are preserved. Also,
becanse of the semi-laltice structure, sometimes we are able to solve the problem
satisfactorily even when the “supervisors™ don’t always detect the problems.

During Lhe resolution, we associate with each group an interval in which the
number of out of order machines must lay. After solving one group, we can refine
the intervals associated with the groups above the solved one, that is, the groups
containing it.

The state of each group can be ignorant, aclive, solved or waifing at each
instant. A group is classificd as ignorant when its supervisor and all the ones
helow it are off, meaning that we have no information about the existence of
faulty machines in it. A group is active when all the others below it are solved or
ignorant with at least one solved, meaning that there is a problem in it. A group
is said to be solved when we know the exact number of oul of order machines in
it, and it is classified as waiting if it is waiting for a group helow it to be solved,
that is, if there is an active group below it.

When a group is active, the machines in it receive the signals of the others
in the group.

We suppose the existence of two predicates child(G,G1) and descend(G, G1)
meaning respectively that group G appears immediately below or below group
G1 in the hierarchy, and a function card(G) that gives the cardinality of group
G.

Our example would be encoded as follows:

A = {ml, m2, m3, .. ml0}

B = {mli.ml2, ..., ml5}

C = {mi6, ..., m50}

D = {ml6, ..., m35)}

E = {m5l, ..., m60)

F = {ml, ..., ml5}

G = {m16, ..., m50}

I = {ml6, ..., m35, m51, ..., m60}

I = {ml.... m50}
3 = {ml6, ..., m35, m3G,..., m50, m51, .... m60}
K = {ml, .... m60}

\When a group is active. cach of its elemenis receives all the signals within
the group, except for its own.

For every group there must be n rules of the following form. where n is the
number of elements in the group:



al(m, g,1) : quantity of signals received by machine m in group g at instant
state(g,t, Ib, ub) : state of group g at instant {.
{Ib..ub] denotes the interval in which the number of faulty machines lay

/*Group A */

al(ml, A, t) = 3 — state( A, t, _, .) = aclive
al(m2, A, t) = 3 — state( A, t, _, .) = active
al(m3, A, t) = 3 — state( A, L, ., .) = active
al(m4, A, t) = 2 — state( A, t, ., .) = active
al(m5, A, t) = 2 — state( A, t, ., ) = active
al(m6, A, t) = 2 — state( A, L, _, .) = active
al(m7, A, t) = 3 — state( A, t, ., .) = active
al(m8, A, t) = 3 — state( A, t, ., ) = active
al(m9, A, t) = 3 — state{ A, t, ., .) = active
al{m10, A, 1) =3 —state( A, t, ., ) = active
(Similarly for groups B, ..., K)

We use a predicate sup{group) to indicate that the light of the supervisor of
group is on.

We can have, for example, sup(A) and sup(Il).

The initial states of the groups are given hy:

V t, g, gl state(g,t,0,card(g)) = ignorant — —sup(g), descend(gl.g), ~ sup(gl)
V g, gl state(g,0.1.card(g)) = waiting — descend(gl.g). sup(gl)
V¥ g, gl state(g,0,1.card(g)) = active — sup(g), descend(gl,g), ~sup(gl)

A group g is waiting if it was already waiting at the previous instant and
there exists at least one subgroup of g that is active:

Yg.t 3gl state(g,t+1,...) = waiting — state(g,t,-..) = waiting, descend(gl.g).
state(gl,t,.,.) = active

The state of a group g turns into active if it was waiting in the previous
instant, none of its subgroups was active and at least one of its “children™ g1 or
g2 is solved, the other heing either solved or ignorant.

The interval associated to g, [[b..ub), is obtained from the intervals associated
to gl and g2, [Ibl..ubl] and [Ib2..ub2], respectively:

vg.t 3gl.g2.1blubl b2,ub2
state(g,t+1.Ib,ub) = active — state(g.t....) = waiting,
child(gl.g). child(g2.g). g1 #g2.



state(gl.tIb1,ubl) = solved,
state(g2,t,1b2,ub2) = {solved; ignorant}

Ib = max(lbl,1b2),

ub = card(g) - max(card(g!)-ubl.card(g2)-ub2)

A group that is already active at instant ¢ goes on being active at instant {41
if all of its members receive more signals than the lower bound (lb) and less than
the upper bound (ub) of the interval associated. The interval can then be refined:

Ym:g, Yg.t
state(g,t+1,lh+1,ub-1) = active — state(g,t,}b,ub) = active,
al(m,g.t)>1b, al(m.g.t)<ub

The problem is solved in a group if the group was active in the previous
instant and there is a member of the group that received a number not grater
than Ib or not less than ub of signals. The associated interval is then refined to
contain only the number of out of order machines in the solved group:

Vg,t 3m:g
state(g,t+1.0b+1,b+1) = solved — state(g,t,Ibub) = active,
a(m.gt) < Ih

Vgt Img
state(g,t+1,ub,ub) = solved — state(g,t,lb,ub) = active,
al(m,g.t) > ub

Comparing the two solutions to the problem, we see that in the case where
we had only one supervisor for the sixty machines, it took them 24 instants to
find out the number of faulty ones. When the machines are divided in groups, it
takes 22 instants for them to solve the problem, a small gain in this particular
case, but something that could be relevant in larger examples.

5 Conclusions

The initial motivation for this research were the observation that order-sorted
and feature logics [BS92, AKP91] were powerful tools for knowledge representa-
tion and infcrence, and the search for sample problems to illustrate this view.
In this paper we focused on the utilization of such logics to perform efficient
reasoning about multiple interacting agents, and we showed - by means of an
example - that order-sorted languages not only can make the computations in-
volved in unification less costly (as presented in [Coh89, AKP91]) but also allow
that additional relevant information about the problem he encoded (the group-
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ing of agents in our example), which also contributes to improving the efficiency
of reasoning about the corresponding systems.

The example presented in this paper was implemented and tested as a PRO-
LOG program.

Immediate future work includes implementing our example using a language
based on order-sorted unification (possibly LIFE [AKP91]), and exploring fur-
ther the relation between this and other examples and feature logics and [eature-
based unification and resolution.
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