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ABSTRACT 

This paper reports on the development of the Electric 
Power and Communication Synchronizing Simulator 
(EPOCHS), a distributed simulation environment. Existing 
electiic power simulation tools accm·ately model power 
systems of the past, which were controUed as large re­
gional power pools without significant communication 
elements. However, as power systems increasingly tum to 
protection and control systems that make use of computer 
networks, these simulators are less and less capable ofpre­
dicting the likely behavior of the resulting power grids . 
Similarly, the tools used to evaluate new communication 
protocols and systems have been developed without atten­
tion to the roles they might play in power scenarios. 
EPOCHS utilizes multiple research and commercial off­
the-shelf (COTS) systems to bridge the gap. EPOCHS is 
also notable for allowing users to transparently encapsulate 
complex system behavior that bridges multiple domains 
th.rough the use o f a simple agent-based framework. 

1 INTRODUCTION 

Tbis paper presents the Elecllic Power and Communica­
tion Synchronizing Simulator (EPOCHS), a combined 
simulation system, or federation, that links the 
PSCAD/EMTDC electromagnetic t:ransient simulator, the 
PSLF electromechanical transient simulation engine, and 
tbe Network Simulator 2 (NS2) communication simulator. 
Each simulator is viewed as best within its class for some 
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category o f uses . For example, PSCAD provides extremely 
detailed simulations of power systems containing up to 
severa! hundred buses, and has been extensively validated 
through experiments comparing the behavior of PSCAD 
simulations with the behavior ofreal power systems. PSLF 
is used by electric utilities to simulate real-world situations 
and has undergone extensive validation. NS2 is the most 
widely used and trusted simulator for the internet, and in­
cludes patticularly good simulations o f standard protocols 
like TCP and o f standard Intemet topologies, such as tran­
sit-stub configurations. On the other hand, none of these 
simulation systems were designed for interoperability, pos­
ing a chaUenge that om- work adciiesses . 

We tive in an increasingly interconnected world where 
multiple domains such as water, power, and network com­
munication can each affect the other. Y et, few stand-alone 
simulators exist that captm-e these inter-domain worlds . 
Constructing a combined simulation engine is potentially 
time-consuming and expensive. This is patticularly true 
when simulations have both continuous and discrete-event 
components. An alternative is to link multiple simulatioris 
into a distributed envi.ronment (federation). Using this ap­
proach to combine multiple simttlators for use in inter­
domain situations is becoming more common, and there 
are even proposals to standardize such architectm-es, ,nota­
bly the Department of Defense' s (DOD 's) High Levei Ar­
chitectme (Kuhl, et al. 1999). Commercial off-the-shelf 
simulation (COTS) systems m·e populm· in many fields due 
to their rich featm·e sets, ease of use, and cost effective­
ness. However, som·ce code is only rarely available, and 
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this stands as an obstacle to federation. ln the scenario 
tackled by EPOCHS, source code was available for NS2 
but not PSCAD or PSLF. 

Ptior research on federating COTS simulation soft­
ware includes work on supply chain manufacturing and 
rnanufacturing sirnulation in tbe GRIDS project (Taylor, et 
ai. 2001), (Tucci and Revetria 200l)'s HLA cornpliance 
project, and Strabburger 's SLX federation (Strabburger 
1999). lu addition, N1ST bas developed the Distributed 
Manufacturing System (DMS) Adapter, a mechanism for 
distributed simu.lation similar to that provided by the HLA, 
but witb a more manageab le levei of complexity tbat is tar­
geted towards the manufacturing comrnunity (McLean and 
Riddick). ln the following year, a supply chain simulation 
was created based on a cornbination o f the HLA and the 
N1ST DMS adapter rnaking use o f tbe Arena, ProModel, 
and VB Application cornmercial software systems 
(Venkateswaran, et ai. ). Despite tbese success stories, tbe 
documented use of cornmercial simulation systerns in fed­
erations is still relatively rare . A common concem is that 
once a group of simulators bas been federated, "casuar· 
modelers may find tbe added complexity of the new simu­
lation platfonn difficult to manage. 

Tbe tecbnology underlying our work illustrates bow 
non-intrusive techniques can be used to federate simulation 
engines using only the built-in Application Prograrnrning 
Interfaces (APls). ln addition, om agent-based frarnework 
bides the complexity invo lved in the cornbined simulation 
system, making it easy for users to design new power sce­
nanos invo lving communication. We believe tbat 
EPOCHS illustrates a style o f federation that could be ap­
plied to many settiugs, such as air traffic control, banking, 
medicai systems, military command and cont:rol systems, 
aud otber fonns o f mixed-mode critica i in fras tructure. 

Tbi s paper is divided into six sections. ln section 2, we 
review backg:round material and present the system's ar­
cbitecture. Tbe methods used to federate tbe commercial 
and bigh quality researcb simulation components are dis­
cussed in section 3. ln section 4, we outline O Lu· agent 
framework. We go on to describe a case study that has 
been developed and run on the EPOCHS platfonn in sec­
tion 5. Tbe paper concludes in section 6. 

2 EPOCHS 

2.1 Motivation 

Tbe restructuring o f the elecnic power system, the creation 
o f competi tive ma:rkets, and the introduction o f new regula­
tmy mecbanisms are now well-established trends. Under­
standing bow the restructured power grid will operate, and 
bow to monitor and control it, are necessruy preconditions to 
acbieving reliability and faimess under the conditions tbat 
rnay arise in the field. Yet, elect:Iic power simulators today 
do not model tbe network communication pattems seen in 
modern protection and control systerns. 
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Traditional protection systems base decisions ou loca l 
rneasurements, and employ conventional control systems 
that opera te o ver ratber slow, predictable cornmunication 
systems . It bas not been necessary to simulate comrnunica­
tion in order to accurately model these electric power sys­
tems. However, ove:r tbe last decade, power systems have 
begun to operate close to tbeir transmission, generation, 
and stability limits. Protection and control systerns are be­
ing placed under a conespondingly greater sn·ain. Power 
engineers bave begun to conclude tbat tbe use o f commu­
nication networks based on lntemet standards is a natural 
cboice to improve botb . 

lt is natural to asSLLme tbat systems with more data, 
and operating over faster communications networks, will 
be more effective than their predecessors. Yet, tbe Internet 
was not designed for safety- and time-criticai apphcations, 
and layeting the needed mecbanisms over lntemet proto­
cols such as TCPIIP is a non-trivial unde1taking. New 
kinds of simulation and eva luation tools are needed tbat 
bridge tbe gap, providing higb-quality sirnulations of elec­
tric power scenarios while simultaneously modeling tbe 
bebavior of computer c01rumrnications protoco ls in rea lis­
tic networks confronted witb rea listic scenrui os, including 
load smges, outages, and otber fo rms of dynamic stress. 
Our work dernonsn·ates that wben this is done, potentially 
setious problems can be identified and reso lved in tbe 
laboratory, avoiding potentially costly or damaging mis­
baps in tbe field. 

2.2 Overview 

EPOCHS links simuiators using a RLrntime Infrasn·uctme 
(RTl) to allow modelers to investigate electlic power sce­
nru·ios that involve network c01rununication. One goal of 
EPOCHS is to minimize the intrusiveness of the simulation 
platfonn for users unfruniliar witb its cornponents. 
EPOCHS does tbis by allowing comp lex bebavior to be 
embedded within agents tbat can read and modify simLúa­
tion va1i ab les by interacting witb a module called the 
Agent Headqua1ters. or AgentHQ, which bides tbe details 
in the other simulation components. ln the case o f elecn·ic 
power systerns invo lving network comrnunication, thi s 
agent framework is natural, since hru·dwru·e supp011 for 
software agents exists in the power system today. 

From a modeler's perspective. EPOCHS seamless ly 
links its three off-the-sbelf simulation systems, enabling 
tbern to investigate power protection and conn·ol scenarios 
wbicb combine comrnunication with real-time sensing of 
the state o f a power grid and real-time response. For exam­
ple, suppose tbat a new protection protocol is deployed in a 
power system, and is known to operate conectly provided 
that the input data used by the conn·ol alg01ithm is accu­
rate. EPOCHS will let us understand how tbat protocol 
migbt bebave over TCP i f otber users move large data files 
througb shared network links and routers - behaviors 
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knowu to trigger delays and congestion control in the TCP 
protocol. Similarly, we are able to use EPOCHS to com­
pare different options for running tbe same protection pro­
toco! (e.g. over TCP, over UDP, over various QoS mecba­
nisms), and to understand bow failures migbt impact power 
systems protection and control. 

Altbougb we bave only just begun to use EPOCHS for 
tbese pmposes, we are finding that the most obvious com­
binations of contro l policies witb TCP could malfunction 
under conditions that are quite likely to occur in a power 
system network. Tbis suggests tbe need for new control al­
goritbms, for consideration of TCP variants tbat provide 
Quality o f Service (QoS) properties guaranteeing sufficient 
bandwidth to criticai applications, and may ultimately ar­
gue against tbe use of standard TCP-based communication 
protocols tbat lack QoS in protection and cont:rol systems. 

2.3 Architecture 

Recent work centering on combining, or federating, simu­
lation systems bas focused on the use of tbe Higb Levei 
Arcbitecture (HLA). HLA is used to combine individual 
simulations, known as federates, together into combined 
simulators known as federations. Tbe "glue" bolding tbese 
combinations together is a central component knowu as a 
RLmtime lnfrastructure (RTI). Tbe RTI routes ali messages 
between simulation components and is responsible for 
making sme tbat simulation time is appropriately syncbro­
nized. HLA's drawback is that it can be difficult to modi fy 
ellisting simulations to conform to its specification. Many 
fields make beavy use of off-tbe-shelf cotmnercial soft­
ware and do not have source code access. Additionally, 
HLA can be an inefficient means of combining federates . 
Tbe system is based ou a publish-subsctibe mechanism 
wbere any federate subscribing to anotber will receive all 
o f its updated information, wbether it is needed or not. 

We created a federated simulation system tbat works 
in tbe spirit oftbe HLA, but that uses our owu interface for 
eas ier implementation. EPOCHS' architectm·e is shown in 
Figure 1. 

Agent 
-

AgentHQ Agent 

Agent 

Figure 1: The Relationsbip Between EPOCHS' s Fi v e 
Components 
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Descriptions ofthe EPOCHS components fo llow. 
PSCAD/EMTDC: PSCAD/EMTDC is used for elec­

tromagnetic transient simulation. EMTDC is a well-knowu 
electric power simulator. One of its maiu strengths is its abil­
ity to accm11tely simulate power system electromagnetic 
transieuts. That is, EMTDC models sbort-dm·ation time­
domain electric power responses . PSCAD is a grapbical in­
terface tbat is used to simpli fy the development o f EMTDC 
scenarios. PSCAD is produced by the Manitoba HVDC Re­
searcb Centre (Manitoba HVDC Researcb Centre 1998). 

EMTDC simulates power system scenarios in con­
tinuous time by solving a se1ies of differential equations in 
a time-stepped manner. lt bas very detailed electrical mod­
els making it well-suited to electromagnetic transient in­
vestigations. 

PSLF: PSLF is used for electromechanical transient 
simulation. PSLF can simulate power systems witb tens of 
thousands of nodes and is widely used by electric utilities 
to model electromecbanical stability scenarios (General 
Electric 2003). lt models large systems in less detail than 
that availab le in PSCAD making it better-suited for long­
running scenarios. It simulates power systems in contiuu­
ous time by solving differential equations in a time-stepped 
manner that is similar to that employed by PSCAD. 

NS2: Network Simulator 2 (NS2) is an event-driven 
communication network simulator created tbrough a joint 
effort between the University of Califomia at Berkeley, 
Lawrence Berkeley Labs, tbe University of Southem Ca li ­
fomia, and Xerox PAR C. NS2 is a high-quality simulator 
that allows the creation o f a wide variety o f communications 
scenarios. Although there are many uetwork and protocol 
simulators, NS2 is the most widely used simulator for evalu­
ating the behavior of TCP, the TCP vruiants that have been 
proposed by researchers, and the bebavior o f routed UDP in 
large networks (Breslau, et a l. 2000). NS2 is ab le to simulate 
the behavior o f these protocols Lmder vruious forms o f stress, 
such as might be caused by competition for network re­
sources when multiple applications share a network and 
communicate over the same routers and communication 
links, the impact of failures including router failmes, link 
failures, or denial of service attacks. lt can also captme the 
normal dynamics resulting from relaying messages with 
real-time data rates through many layers ofrouters. We note 
that the proposed Utility Communications Architectme 
(UCA) is based on TCP (Adamiak and Premetiani 1999). 

AgentHQ: AgentHQ is a module that presents a uni­
fied environment to agents and acts as a proxy when agents 
interact with other EPOCHS components. Through it, tbe 
agents can get and set power system va lues and send and 
receive messages to one another. AgentHQ is a di screte­
event system. Events are processed as they occm aud 
routed to the affected agents. 

RTI: Tbe Runtime lnfrastructure (RTl) acts as tbe 
"glue" between ali other components. It is responsible for 
simulation synchronization and for routing communication 
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between EPOCHS components. A firm requirement placed 
on any simulation system is tbat no event can be processed 
witb a time stamp earlier than one that bas already been 
completed. Tbis is easy to enforce in sequential simu.lators, 
but issues arise wben mak.ing use of distributed simulation 
systems. Many methods exist for dealing with this matter in 
tbe parallel and disn·ibuted simulation research community 
(Fujimoto 2000). We employ a time-stepped model, one the 
simplest techniques for component synchronization, in our 
cunent system wben nmning EPOCHS scenarios. Time 
steps are user-selectab le and can be cbosen depending on the 
granulmity o f a given case. Simulations can use a short time 
between synchronization points to compensate for tbe eiTors 
introduced by the decoupled simulation approach or can use 
larger time steps for faster execution. 

2.4 Component Interaction 

The synchronization between the va1ious simulation com­
ponents follows a simple algorithm. ALI systems are halted 
at time O. At the beginning o f any time step, the RTI waits 
for synch.ronization messages from both the power system 
simulator and NS2. Then, the RTI yields control to the 
AgentHQ. Tbe AgentHQ passes the conn·ol on to the 
agents one by one until all have had a chance to execute. 
Dwing this cycle, the agents m·e capable of sending com­
munication messages and getting/setting power system 
vmi ables. Once ali agents bave completed tbei.r tasks. the 
AgentHQ retums contro l back to the RTI. Finally, the RTl 
notifies both NS2 and the power system simulator that tbe 
CLUTent time step is done. At this point, the two simulation 
engines run for an additional time step. Special attention 
must be paid to NS2. Messages may be received in be­
tween two synchronization points within NS2. If a message 
aiTives, NS2 will immediately pass it along to the RTl 
bound for the AgentHQ. The AgentHQ will, in turn, pass 
the message ou to the appropriate agent. The agent can 
process the message and send another in response. If the 
message requires tbat power system state be read or 
changed then that agent keeps the message in a queue until 
the next synchronization point occurs. 

2.5 Simulation Scripts 

Each agent simulation takes tlu·ee pm1s. The st.ructure of 
the power system and its electrica l parts must be laid out in 
a PSCAD/EMTDC or PSLF compatible file. The layout of 
tbe cmmmmications subsystem and tbe transport protocols 
used needs to be specified in an NS2 file . Finally, agent 
types and locations m·e added to the NS2 simulation script 
fo r use by the agent manager. Note that if the agent com­
ponent were decoupled IJ:om NS2, a tbi.rd simulation fi le 
would be required by EPOCHS. Script file generators are 
used to shield users from the details involved in defining 
these sc1ipts to as large a degree as is practicable. How-
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ever, this remains an inherent d.rawback in combining mul­
tiple federates together dueto the inevitable differences be­
tween individual simulation models. 

2.6 lmplementation and Optimization 

In the cwTent implementation, NS2. the RTl, tbe 
AgentHQ, and its conesponding Agents are all combined 
inside a single executable. Each component is logically 
sepm·ated within the sow·ce code and the RTl is still im­
plemented as a protocol stub inside NS2 . This combination 
boosts the perfo nnance of the simulation federation. 

Although we have used EPOCHS to investigate a 
number of power system situations, none uses PSLF and 
PSCAD/EMTDC simultaneous ly, and we have not encoun­
tered any problems fo r which thi s would be useful. Ac­
cordingly, the system is optirnized under the asswnption 
that only one power systems simulator is in use ata time. 

3 FEDERA TING COTS COMPONENTS 

PSLF and PSCAD/EMTDC are commercial products and 
their source code is not avai lab le. NS2 is a research sys­
tem, and its source code is availab le. However, it would 
require a great deal of eff011 to understand the more than 
150,000 lines o f source code sufficiently well to modi fy it 
to interface witb an RTl. As an altemati ve, we used inter­
nai API 's to federate each of these components . Strab­
burger listed four standard methods for making a simula­
tion compliant with an RTl approach to simulation 
federation in (Sn·abbmger 1999). 

They m·e, from most to least desirab le: 
• Reimplement tbe tool witb the proper extensions 
• Exteud tbe simulation with intennediate code 
• Use an extemal programming interface 
• Couple via a gateway program. 
ln the frrst approacb, simulation developers modify a 

simulator 's intemal sow·ce code so that it can intertàce 
with tbe RTl. lu tbe second approach, if tbe simulator in 
question generates intennediate source code in a higber 
levei language tben the developer cau iuclude source mod­
ules o f her own design to add RTl supp011. Some tools in­
clude the option of ca lling arb in·m·y functions eitber in 
user-speci fied source code or in dynamic link librruies. The 
thiJd option takes advantage of tbi s fac ility to add RTl 
supp011. Finally, i f none of tbe previous options are ava il ­
ab le, but the simulation engine in question includes tàcili ­
ties for extemal commw1ication via fi les , pipes, network 
cornmunication. or some similar means then the developer 
can use that rnethod to communicate with an extemal 
gateway program that will process commands and pass 
their results along to tbe RTl. The federation of the three 
commercial and resem·ch systems serves as an interesting 
case study beca use each o f them used a di fferent technique 
from Strabbugers' list. 
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Our syncbronization approacb allows us to use a con­
venient altemative to modifying the core source code. 
PSCAD/EMTDC, PSLF, and NS2 allow user-defined ex­
tensions. Tbat is, a PSCAD/EMTDC scenruio can include 
user-defined libraries that add equipment definitions using 
the C progrmmning language that were not present in the 
original software. PSLF similarly allows user-defined 
eq uipment models using its proprietary interpreted EPCL 
language. S2 bas well-defined procedures for adding new 
communication protocols in C++ to tbe base simulation 
software. We have created equipment stubs whose sole 
purpose is to interact with EPOCHS's RTI at each syn­
chronization point. Both PSCAD/EMTDC and PSLF use a 
user-modifiable length between each of thei.r time steps. 
Both systems allow users to modify the time step length at 
eacb interaction. however we cbose to keep time steps con­
sistent for easy interaction in mrr first EPOCHS release. 

Tbis process ts simplified by the fact that 
PSCAD/EMTDC, PSLF, and NS2 are all single-tb.readed 
systems, so each system is effectively halted wheneve.r a 
synchronization event takes place. Additional effort would 
be req uired i f that were not the case. 

Tbe federation techniques employed in EPOCHS are 
described below. 

NS2: The network cmmnunication component uses an 
approximation o f the second approach o f component-level 
integration. A new transport protocol was added to NS2 to 
serve as its link to tbe RTI. A periodic call was added to 
the simulation script invoking the new protocol in order to 
halt execution and interact with the RTl once per time step. 
The length ofthe step can take on any va lue as long as it is 
tbe same as that used in the power system simulator. NS2 
nonnally lacks the ability to automatically t:rack message 
contents when using TCP/IP. We use the TCPApp applica­
tion in order to keep track ofthis state on our behalf. UDP, 
by cont:rast, does bave the ability to transmit data and we 
took advantage of it adding ow· own layer of abstraction 
tbrough a module we named UDPApp. These choices give 
us the flexibility to select any communication protocol at 
any time by sending data through NS2 function calls. 

PSCAD/EMTDC: PSCAD/EMTDC uses the third 
federation method. PSCAD/EMTDC generates FORTRAN 
source code based on scenarios created in its graphical en­
vironment. Users can extend its functionality by making 
calls to source code written eitber in tbe C or FORTRAN 
languages and this code is compiled in witb tbe generated 
code. Calls to tbis extended source code can be embedded 
into PSCAD scenarios, but unfortunately tbe stub that in­
tertà ces witb EPOCHS must be customized to each sce­
nm·io since it must access each internai variable by name. 
PSCAD/EMTDC is a continuous-time system. We use a 
library in ow· simulations tbat adds a call to our user­
defined component once per time step. Tbe 
PSCAD/EMTDC component begins by reading in all user­
accessible eqLúpment values tbat might be requested. Next, 
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the electrical component contacts the RTl and notifies it 
that tbe beginning of tbe time step has been reacbed. 
Agents can request equipment values or can set power val­
ues wben they execute. At tbe end of an agent execution 
cycle, a f inish message is sent from the RTI to tbe electri­
cal components and tbe power component set any values 
that have cbanged in their simulations. The components 
relinquish control afterwm·ds and execution continues. 

PSLF: In PSLF, we use an approximation to the 
fourtb federation method. PSLF includes its own native 
language called EPCL that is rougbly similar to C. Using 
this language, we were able to create ow· stub enabling us 
to interact with the RTI using files. The use of files was 
necessm·y because no other method was suppmted by the 
language. It would have been possible to go thro:...gb a 
gateway progrmn to translate tbese files into TCPIIP 
transmissions if we wished to communicate witb modules 
in otber systems, but we cbose to run all simulations on tbe 
same machine making tbis step unnecessary. 

PSLF balts execution periodically and waits for requests 
Ji"om the RTI. lncorning requests to get or set electrical 
simulation values are processed and tbe results are retmned 
to the RTI. When all requests have been fulfilled, a final 
message is sent to PSLF allowing it to continue execution. 

4 AGENT FRAMEWORK 

4.1 Agent Defmition 

"Agents'' are used extensively both in and out o f the artifi­
cial inteUigence research commLmity, but there is no uni­
versally accepted definition for the term. Agents nearly al­
ways have the prope1ties o f autonomy (the ability to take 
independent action) and interaction (the capacity to .3ense 
tbe SLUTOWlding environment and make changes to it) . ln 
addition, an agent may exbibit tbe prope1ties o f mobility, 
intelligence, adaptivity, and communication. ln tbis paper, 
tbe tenn agent will be used to refer to computer programs 
that are autonomous, interacti ve, and bave the ability to 
comrnunicate over a network. Agents may optionally also 
bave any ofthe other attributes defined above. 

4.2 Related W ork 

A wide range of simulations bave made use of agents. 
Tbere m·e two main classes o f agent-based simulators. The 
frrst uses agents to act as a mecbanism for combining 
simulation engines. The flexibility agents provide can be 
used to more efficiently link simulation components to­
gether, such as by using filters to reduce inter-simulation 
traffic. An example of tbis can be found in (Wilson, et ai. 
2000). The second class o f simulations use agents to model 
entities within a simulated world. (Lee, et ai. 200 1) em­
ploys a mix of continuous and discrete-time simulators in 
an air-traffic control simulation using object-oriented 



Hopkinson, Birman, Giovanini, Coury, Wang, and Thorp 

agents to represent, among other things, air-traffic control­
lers, aircraft, and air traffic generators. Our work is similar 
in spuit to Lee's approach. 

4.3 Agents in Electric Power Protection 
and Control Systems 

The electric power grid has tradirionally been made up o f a 
large number o f protecrion and contrai devices that act on 
local information to respond to problems. This method 
works well in some cases, but there are many situarions in 
which intonnation not readily available from local sensors 
or local databases would be needed to plan, to protect the 
gtid, or to contrai it efficiently. Lacking such data, the gtid 
must be operated in a very conservative and potentially in­
efficient manner, and might not be able to support desired 
behaviors. Agents have begun to be recognized as a natural 
way to introduce extensibility into the gt·id without drasti­
cally changing the usual power systems architecture. and 
are therefore gaining acceptance in the electric power re­
searcb community. Theu· autonomous natme, ability to 
share information and coordinate actions, and the potential 
to be easily upgraded or controlled fl:om a remate location 
are appealing to grid operators and protocol designers . 

The protection and contrai scenmios that interest us 
use geogt·aphically distributed agents located in a nwnber 
oflntelligent Electronic Devices (IEDs) as shown in Figure 
2. An IED is a hardware environment that bas tbe neces­
sary computational, cmmnunication, and other lJO capa­
biliries needed to suppo11 a software agent. An IED can be 
loaded with agents that can perform contrai and/or protec­
tion functions. Tbese agent-based IEDs work in an 
autonomous manner, interacting botb with theu· environ­
ment and witb one-other. For example, a digital relay could 
be implemented as an agent witb its own thread of local 
contrai, but that also monitors conditions elsewbere in tbe 
network so as to act in response to tbeu· non-local events. 
Tbis agent would communicate with other agents either via 
Local Area Networks (LANs) or via Wide Area Networks 
(WANs). These IEDs are relatively rare at present, but 
many are already available and we expect tbeu· use to in­
crease over rime. 

Figme 2: Placements of tbe Agent-Based IEDs within the 
Utility Intranet lnfrastructure 
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The agent-based IED's structLu·e is sbown in Figme 3. 
Agents within an IED perceive theu· envu·onrnent through 
local sensors and act upon it througb the IED's actuators. 
Examples of sensor inputs might include local measure­
ments o f cwTent, voltage, and breaker status. Actuator out­
puts might include signals to initiate breaker trips, tJ-ans­
former tap setting adjustrnents. and capacitar bank 
selection. Agents might even interface with legacy systems 
such as Supervisory Contrai and Data Acquisition 
(SCADA) systems. The host computer shown in Figure 2 
could act as a bridge between the old and new systems in 
this type o f situation. lnternally, agents rnight be composed 
o f many layers o f fLmctionality and contrai or may be con­
tained in a single layer depending ou the designer 's speci­
fications and implementation. As shown in Figure 2, agents 
have the ability to cornmLmicate througb a LAN in arder to 
interact with other agents directly located on that same 
LAN, or can pass information along to the Utility WAN. 
i.e. the Utihty Intranet, ultimately communicating witb 
more remate IEDs. 

íTI 
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Environment 

LJ Ur 
Agent 

:i?::: 
l-c_o_m_m_u_ni_ca_ti_on ____ 

1
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Protection 
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Figw·e 3: The Structure of an 
Agent-Based IED 

Tbe increasing use of agents in IEDs makes an agent­
based framework a natw·al choice. Protection and contrai 
engineers can create agents for use in real situations and 
test tbem witb minar modification in the EPOCHS envi­
ronment. O f course, agents can also mimic the behavior o f 
more traditional systems. EPOCHS's early adopters have 
found tbe agent concept to be an intuitive one. 

4.4 The Structure of a UtiJity 
Communication Network 

Networked computing systems have become ubiquitous, and 
we believe that this trend will soou become more wide­
spread within electtic utihty systerns. Technology is con­
stantly changing, but we can make some educated guesses 
about what utility cornmunication systems will look like. 



Hopldnson, Birman, Giovanini, Coury, Wang, and Thorp 

First, the network ystems wi ll almost certainly be built from 
standard commercial off-the-shelf components. To do oth­
erwise would be expensive both in initial cost outlay and in 
system maintenance. Tbis means tbat tbese networks will be 
based ou Internet standards even ifthe systems remained in­
dependent of the g lobal network conglomeration. We can 
already see sign that sucb changes are corning in recent 
standardization efforts sucb as the TCP-based Utility Com­
munications ArcbitectLrre (UCA). 

4.5 Agent-based Simulation Framework 

Om fi:amework i intended to minimize tbe differences 
needed between simulated systems and tbeir real-world 
counterpruts, as well as to ease implementation tor 
EPOCHS ' users . Tbe basic fLmctionality is sbown in Fig­
me 4. Functions have been broken down into two main 
categories. Events occur in tbe AgentHQ subsystem and 
notification is passed ou to tbe appropriate agents. Agents 
interact witb their surroundings by using metbod calls to 
get and set tbe state o f tbeir environment and to excbange 
messages witb otber agents. 

Interface Agent 
{ 
methods : 

double get_round_ c ime () ; 
void send_comm_msg (comm_type , group, 

s r c, dst, pk t _ s ize, 
msg ) ; 

void send_power_msg( ) ; 
voi d r ecv_power_ms g (); 

events : 

} ; 

vo i d r equest(); 
voi d act i on(); 
void r ecv_ comm_m sg(comm_type, g r oup, 

src, dst, pk t _ s ize, 
send_ t ime, r ound_ num, 
msg ) ; 

voi d recv_powe r_ms g (msg); 

Figure 4: Tbe Agent Interface 

AgentHQ is t:riggered at eacb synchronization point 
and acts as a proxy between the agents, the network com­
munications simuJation, and tbe elect:ric power simuJators . 
At that time, the AgentHQ calls each of tbe agent' s r e ­

quest and acc i on methods giving them an opportunity to 
ca lculate tbeir set o f operations for tbe next time step . 

The agents remain dmmant until tbey receive an event 
notification. Power system agents mimic those in real pro­
tection and contTol systems by polling tbe CLUTent envi­
ronment at regular iuterva ls. Wben tbe beginning of an in­
terval is reacbed, eacb agent is given a chance to r e qu e s c 

its power system state informatiou througb tbe use o f tbe 
send_ power_msg method and receive tbe results througb 
tbe r ecv _ power _ msg event notifica ti ou. Ali agents' initial 
requests ru·e sent and the replies ru·e recei ved in one block. 
This is an optimization to belp compensate for tbe use of 
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files to exchange infmmation between tbe AgentHQ and 
the electric power simulation systems. When all agents 
have been given a chance to ruo, the AgentHQ will give 
allow each to react to tbeir CLUTent state in tbe action 

metbod wbere they can send communication messages us­
ing tbe send_comm_msg metbod, or can make additional 
power system get and set requests using tbe 
send_ power_msg metbod. In addition to tbese reguJru· acti­
vation intervals, individual agents may receive communi­
cation messages tbrough tbe recv _c omm_msg event at an y 
time and can take additiona l actions in tbeir response. · 

5 CASE STUDY - A SPEClAL 
PROTECTION SYSTEM 

Power system generators are run synchronously. Wben one 
or more generators lose synchrony, tbe resuJting tran ient 
instability can lead to costly blackout . Stability problems 
are often caused by distmbances sucb as tbe loss o f genera­
tion, loads, or tie !ines. Tbese di stmbances stimulate power 
system e lectromechanical dynamics, resulting in deviations 
in frequencies, voltages, and generator phase angJes. Spe­
cial Protection Schemes (SPS) are devices tbat ru·e most 
commonly designed to counteract instances o f power sys­
tem instab ility. Most SPS scbemes do so by using a com­
bination of generation rej ection and load shedding 
(Anderson and LeReverend 1996). 

Traditional SPS systems are based eitber on pm·ely lo­
cal measmements to detect t:raus iently unstable situations, 
a source of unreliability, or on communicatiou that : too 
slow to allow them to respoud to many types of fault . We 
created an agent-based SPS system tbat used wide-ru·ea 
measLu·emeuts in a nove l fi·equency predictiou and control 
algotitbm . Results sbowed tbat the system was successfully 
able to keep a system transiently stab le and maintain it 
frequency above a preset threshold througb rapid genera­
tion rejection. Tbe p:recise load sbedding required was cal­
culated and acted upon in a single step. This wouJd not be 
possible without the use ofwide-ru·ea measurements. Tbese 
results sbowed tbe accmacy and usefulness o f the method 
wben cmmnunication cbannel were ligbtly loaded . 

Degraded SPS perfonnance was observed wben the 
communications network was subjected to increased com­
munication traffic, as wouJd sure ly arise in a setting wbere 
many kinds of applications sbare tbe utility communication 
in fi·as tructme. Frequency leveis decline as time passes after 
a fa ult, making it impottant tbat meas m·ements fiom close 
to tbe time tbat a fault occLrrs are used in tbe SPS algo­
ritbm. Under beavy network traffíc conditions, Internet 
routers are designed to dwp data packets to signal overload 
to TCP endpoints . Tbe protocol , sensing that congestion 
bas occmTed, will tben slow down. Tbese built-in design 
fea tm·es of tbe network di srupt the SPS aJgorithm. Our 
findings suggest tbat the decision to ba e tbe UCA ou TCP 
is potentially tisky. In futme work, we bope to eva luate 
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vmiants of TCP providing QoS guarantees (a great many 
bave been proposed), wbile also exploring UDP-based 
coinmLmication protocols o f om own design . 

By using tbe EPOCHS agent-based framework, botb 
traditional and agent-based systems were able to run in an 
environment that isolates tbe modeler from the details of 
coordinating tbe various COTS and researcb components. 
EPOCHS 's users could work in om framework, witb few 
reminders tbat these components were present under tbe 
smface. The autbors believe tbat this simplified develop­
ment, yielded a more robust so lution, and reduced model­
ing time relative to other approaches. Tbe use of EPOCHS 
allowed designers to foc us on issues involved in creating 
power protection and contrai systems that take delay, un­
predictable message deli very times, and the possibility of 
message loss due to congested network conditions into ac­
count. Tbis was an eye-opening experience in some cases. 
Tbe experimental results received would bave been diffi­
cult to reproduce using otber tools and helped va lidate tbe 
concepts behind the EPOCHS project. 

The complete set of results for tbe special protection 
system is outlined in greater detail within the cbapter enti­
tled , "Agent Technology Applied to the Protection of 
Power Systems'' in (Tborp, et al. To Appear in 2003). Two 
additional protection systems and their expetimental results 
running on the EPOCHS platform are also included. 

6 CONCLUSION 

ln tbis paper we bave described EPOCHS, a simulation en­
gine tbat combines PSCAD/EMTDC, PSLF, and NS2 
functionalities togetber witb an agent component. Tbe pa­
per has three main contributions. 

• The simulator is the first to combine realistic net­
work cormnunications with electric power com­
ponents. 

• EPOCHS serves as a case study illustrating meth­
ods for b1idging unrelated simu.lation engines 
witbout making use of source-code modification 
to any of tbe systems in question. 

• We make use of a simple yet powerful agent 
framework tbat is easy to use for simulation 
modelers. 

We fee l tbat tecbniques like those used in EPOCHS will 
become more cmnmon over time as commercial/open­
source software continues to improve in terms of cost, 
availability, and feature set. 
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