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Abstract 

In this article we report on the development of a group-communication service from scratch using 
the formal specification language LOTOS and present our experience in using publicly available tools 
for this purpose. The service implements atomic broadcast through a Two-Phase-Commit protocol, 
has at-least-once delivery semantics and does not impose any restriction on message delivery order. 
After validating the formal specification and thus having a certain confidence in its correctness, we 
generated test cases according to well-known methods described in this article and implemented the 
service using the Concert/C distributed programming language. While testing the implementation, 
we found out that most errors were related to unspecified features or bugs in the execution envi­
ronment. From this experience, we draw our conclusions on the usefulness of software development 

· based on formal techniques. 

1 Introduction 

As stronger availability and safety requirements are being placed on software systems, fault-tolerant 
distributed systems are gaining in importance. One way to obtain fault tolerance is to implement 
critical functions or services as replicated servers executing on separate nodes. In order to ensure that 
the replicas' states are kept consistent, a reliable grqup-communication service is required. However, 
because distributed applications have different requirements concerning the level of the replicas' consis­
tency and the flexibility of the membership views, several message-ordering and membership protocols 
may be used. In order to accommodate such flexibility, group-communication services have been de­
signed as a stack of interchangeable modules, each of which embodies one aspect of the service. This 
approach has been adopted in syst.ems like Isis and Horus(3], for the implementation of such protocols. 
The bottom-most layer of such a stack usually implements a reliable broadcast service, which guaran­
tees message delivery with all-or-nothing semantics, but which does not embody any other requirement 
such as delivery order or the support for dynamic group membership. In this article we focus on this 
layer and describe our experience in developing the corresponding service using formal techniques. In 
the remainder of this article we will call this bottom-layer module the Group Communication Seroice 
(GS}, and the replicated instances which implement it the Group Protocol Entitiea (GPE:1). 

Although much work has been done in the design and implementation of group-communication pro­
tocols, only a few works have focused on the development of such a protocol from scratch using formal 
techniques. In particular, we are not aware of any work attempting to use the LOTOS specification lan­
guage and its related tools for validatating, verifying and testing a multi-agent communication protocol. 

"This work was done durinp; her stay at DCC/IME/USP. 
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In this article, we report our experience in using the formal specification language LOTOS for the spec­
ification, validation, implementation and derivation of test cases for the basic Group Communication 
Service. 

Other researchers have also employed formal specification techniques for group communication pro­
tocols, but most of the languages used lack tools that support validation and verification of the specifi­
cations. One of the first works dealing with the specification of fault-tolerant multicast communication 
protocols is that of Ricciardi and Birman[l6], who formalized the notion of view and its dynamic 
changes in a group-membership protocol using temporal logic. The approach of Fekete and Lynch(I0] 
uses two sorts of 1/0 automata (untimed and timed 1/0 automata[l4]) for the specification of safety 
and fault-tolerance properties of a view-synchronous group-communication protocol. Friedman and van 
Renessee[ll] have used event history to define and formalize two forms of virtual synchrony (strong 
and weak virtual synchrony) but these specifications have not been used to prove any properties of the 
protocol. In (6], Dolev et al. concentrate on membership protocols and give a specification for such a 
protocol to handle network partitions. 

Our goal was to take advantage of LOTOS's large suite of available support tools and to use them 
for the development of a reliable group-communication service. 

This work was done in the framework of a wider project aiming at the development of a system 
for supporting the execution and management of fault-tolerant distributed applications and services. 
This project is called Sampa (System for Availability Management of Process-based Applicationa), and 
also comprises other component services, such as monitoring, checkpointing, group membership and 
configuration management, which are used to monitor, control and dynamically configure systems in 
response to the detection of failures. 
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Figure 1: The Sampa Architecture 

The general architecture of Sampa consists of base services, agents executing on every system node 
and a single coordinating ,upervisor, as shown in Figure 1. The agents are responsible for monitoring 
resource utilization and application processes at their node and filtering the monitored data before 
sending it to the supervisor. Besides this, the agents have full control of all application processes and 
servers executing on their node. This control is implemented efficiently through the use of signals and 
local process-communication facilities. Due to the fault-tolerance requirements of the system itself, 
agents use the Group Communication and Membership Services to monitor the availability of agents 
and the supervisor, reporting any events of failure (node failure, communication delay, etc.) to these 
other components. 

At a higher level, a aupervisor process is in charge of performing global management actions for 
each distributed service (or application program) either through user commands or according to an 
availability-specification script provided for each managed service or program. The availability spec­
ification script consists of global monitoring and reconfiguration directives which are interpreted at 
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the supervisor a.nd delegated as simpler commands to the corresponding agents. The supervisor also 
provides a user interface for configuring the distributed programs/services in an ad hoc manner. 

The base services are the Group Communication Service, the monitoring service, a checkpointing 
service and a membership service. These services are used by Sampa's agents (e.g., to maintain a 
coherent view of the system and to recover their state when a node fails), but may also be used by 
application programs. A more detailed description of the Sampa Project can be found in [8]. 

The remainder of the paper is organized as follows: In section 2 we present the informal specification 
of the GS that was produced at an early stage of the project and defined the basic requirements of the 
service. In section 3 we show and comment on the most interesting parts of the corresponding LOTOS 
specification. Section 4 reports our experience in validating the abstract data types (ADTs) and the 
processes. In section 5 we explain the basic theory underlying the methods for test-case generation of 
ADTs and processes and our experience in using these methods for our specific group-communication 
service. In section 6 we then present the implementation architecture and discuss other implementation 

. decisions related to unspecified issues. Finally, in section 7 we report our experience in finding errors 
in the final implementation and draw our conclusions on the usefulness of software development based 
on these particular formal techniques. 

2 The Informal Specification 

What follows is an informal specification of the atomic-broadcast facility as provided by the Group 
Communication Service (GS) composed of a static set of Group Protocol Entities (GPEs). The aim 
of such a service is to provide an abstraction of broadcast communication for a group of application 
processes. The interface between the GS and the application processes consists of the two communication 
channels fromUser and toUser1, which are used to transmit both messages and control data. 

The primitives used to access these channels are 

Gl'E..broadcast(message, members) - a ooo-blocking call by which the broadcast of message to the 
GPEs io members is requested. 

GPE_recei11e(message, members, from, result) - a blocking call that returns ooly when there is a 
message in the channel toUser. When this occurs, the parameters contain values referring to 
the message being delivered. result contains the final status of the message, which is either 
Commit or Abort. 

The basic functionality of GS is the followiog: For every broadcast request from an application 
process, the GS will attempt to deliver the message to all applicatioo processes that are members of the 
group. U any member process is not reachable or is unavailable, the broadcast attempt will have a final 
status of Abort and the message will not be delivered to aoy member. U all of the member processes 
are available, then the message will have a. final status of Commit and will be delivered to all application 
processes. 

The GS does not guarantee any policy for the order of message delivery. For example, two causally­
dependent broadcast messages may arrive in different orders at two different application processes. 

The GS implements message delivery with at-least-once semantics. This means that application 
processes may eventually receive duplicated messages. This problem is not haodled by the GS because 
it is possible for higher protocol layers to detect and discard a duplicated message. 

11n this article, we will use the terma appliCGtion procu• and uaer interchangeably. 
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2,1 Architecture 

The GS will be implemented by a static set of Group Protocol Entities (GPEs), each serving a single 
application process, as shown in figure 2. 

Figure 2: The GS Architecture 

GPEs send messages to each other using the services of a Reliable Network Layer (NL), which 
guarantees message delivery but makes no assumption about message-transmission times. The interface 
between every GPE and the underlying Network Layer consists of the two communication channels 
fromNet and toNet, which are used to send peer-to-peer messages between GPEs. 

Associated with each GPE is a non-volatile storage device that is used to log the status of the 
individual broadcast requests. This allows GPEs that are recovering from a transient failure to resume 
message delivery according to their state immediately before the failure. 

2.2 The Two-Phase-Commit Protocol 

Figure 3: The Two-P~Commit Protocol 

The Two-Phase-Commit Protocol (2PCP), depicted in figure 3, can best be explained in two sce­
narios: 

2.2.1 Normal Processing 

When a GPE receives a message through its fromUser channel, that GPE becomes the coordinator of 
the request. The request is logged with status New and is sent to each of the other GPEs. 

4 



When a GPE receives a message with status New from another GPE, it logs it with status OK 
and responds with an acknowledgment with this status information. For a predetermined time, the 
coordinator collects the replies. AB soon as all have arrived, the message's status is changed to Commit. 
If, however, time runs out and some of the responses still have not been received, a time-out occurs and 
the message's status is changed to Abort. The coordinator logs this as the message's final status and 
sends it to all of the other GPEs. Lastly, the coordinator informs the requesting application process of 
the outcome. Upon arrival of either a Commit or Abort message, every GPE also logs this final status in 
its log. If the final state is Commit, the message is delivered to the application process. Otherwise it is 
not delivered, but remains in the log. 

2.2.2 Recovery 

When a GPE starts up after a failure, it scans its log and does the following: 

• For each message logged with status New, it starts a new 2PCP. This is done in an attempt to 
complete the broadcasts of which it is the coordinator but did not complete because of a system 
failure. Any replies that may have arrived before the failure are discarded. 

• For each message logged with status OK, it sends a Query message to the other GPEs to discover 
the outcome of the request. Since every GPE that survived the second phase of the protocol will 
have logged the result, all active GPEs reply to the Query with the outcome. 

While waiting for answers to its queries, a recovering GPE should resume its processing of messages 
from both user application processes and other GPEs. 

2.3 Failures 

At any moment one or more application processes and their corresponding GPEe may become unavail­
able for an arbitrary period of time. 

Because we assume the Network Layer to be reliable, no failures can occur at message emission, 
message transmission or message delivery. This means that whenever a message is sent to a GPE 
via the toNet channel, this message will eventually be delivered by the NL to its correct destination. 
Moreover, no message corruption may occur in the network layer. Thus, our GS is designed to handle 
only benign failures of the kind fail-stop, which are supposed to be detected by a time-out mechanism. 

We also disregard the possibility of a failure involving the non-volatile media. used to hold the status 
of broadcast requests or involving the access to this media by each GPE. 

We further assume failure atomicity for the following set of actions at every GPE: 
a) between accepting a. broadcast request fromUser and logging of the request 
b) between accepting a message from the network and logging it. 

These failure-atomicity assumptions are necessary to guarantee consistency between the logs and 
the interactioDS of the GS with the application processes. 

2.4 Additional Assumptions 

• Each GPE will have a fixed address (i.e., a GPEaddr), which is known by all other GPEs at 
system initialization. 

• The channels toUser and fromUser are reliable and capable of holding a.n arbitrary number of 
messages, which are consumed in FIFO order. 
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• The logs containing the status of the broadcast requests may be arbitrary long. 

• There is a negligible delay to search and access any entry in the logs. 

The two last assumptions are reasonable since we consider that garbage collection is orthogonal to the 
service's functionality. 

2.5 Desired Properties 

The following properties are expected of the GS described above: 

Uniform consistency If a message is delivered to one application process, it will eventually be de­
livered to all of the remaining application processes. 

Status reachability Every broadcast request will eventually reach either the Commit or Abort state. 

Status correctness(l) If the final state of a broadcast request is Abort, the corresponding message is 
not delivered to any application processes. 

Status correctness(2) If the final state of a broadcast request is Commit, the corresponding message 
will be delivered to all of the application processes. 

Delivery guarantee Hall GPE nodes are available between the request of a broadcast and the delivery 
of its result to its requesting application process, then it ha.s the final state Commit. 

No spontaneous broadcasts If a message is delivered to an application process, then there must 
have been a request for its broadcast 

Recoverability Every recovering GPE/application process will eventually receive all of the messages 
with final status Commit, provided at least one other GPE is active and can receive and respond 
to the Query. 

Note that we concentrat.e only on properties related to the functionality of the GS and disregard prop­
ertie!I related to efficiency. 

3 The Formal Specification 

Specifications in LOTOS describe processes that communicat.e by sending synchronous messages through 
shared, untyped gates. Processes take as parameters both data values and the gates that are to be used 
to communicate with other processes. Data values are described with an algebraic specification lan­
guage. The processes have conditional operators and recursion as control structures, as well as mecha­
nisms for synchronization and parallelism (or rather, a parallel composition operation with interleaving 
semantics). 

The translation of the informal specification into LOTOS waB not direct for several reasons. These 
fall into two categories: limitations of the LOTOS language and limitations of the tools that are available 
for working with LOTOS specifications. 

The major limitation of LOTOS for this work is that it doesn't have a notion of time and there­
fore cannot be used to specify tim&-outs. The informal specification uses time-outs to detect failed 
GPEs. To overcome this shortcoming, we introduced an additional message status NOK which is used 
by "failed" GPEs in response to New messages. That is, in the formal specification, "failed" GPEs 
continue to receive messages from the network and either ignore them or respond with NOK messages. 
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Receiving a NOK vot.e in the specification plays the same role as a broadcast att.empt timing-out in the 
implementation: Both indicat.e that a GPE has failed. 

Since we had created a NOK message that was not to be implemented, messages with this status are 
generated by the process Failllre. 

Ideally, the formal specification would be as declarative as possible and not at all constructive. 
That is, it should describe what the system does and not how it should do it. The tools that exist 
today cannot handle this approach in all cases, so some operations were over-specified with constructive 
descriptions. An example of this is the definition of the Choose operation in the abstract data type 
definition Dietionary. Choose should return an arbitrary index of a nonempty dictionary, so the desired 
behavior is (D eq NIL) xor Isln(D. Choose(D)) = true. We were forced inst.ead to use something like 
Choose(Con(D, k, el) = k, which causes the selection of the last index added to the dictionary. 

As there is no dynamic creation of processes in LOTOS, the specification models a static set of five 
GPEs, their users and the network that connects them. The users and network that are specified are 
only sophisticated enough to satisfy the minimal requirements of the GPEs. For example, a user is only 
capable of receiving a message from its GPE and generating random messages to be broadcast to its 
group. Since this is all that the GPEs need to know about what a users does, it is enough. Only pieces 
of the full specification are presented here. The full specification is described in [13] and is available 
from the authors. 

3.1 The ADT Definitions 

The specification contains three kinds of ADTs: basic types, a message type and containers. The basic 
types describe constants and are KindOfMsgT, VoteT and GPEAddr. The message type is a collection 
of fields used to store the state of a single atomic-broadcast attempt. 

The two types of containers are List and Dietionary. A Dictionary, as specified in figure 4, is an 
associative arTay; that is, it is an array generalized to take any type as indices. It is specified as generic, 
in that it describes the storage and retrieval of elements of formal sorts and is later instantiated with 
actual sorts. 

3.2 The Process Definitions 

The behavior of the system is defined by the interaction of a group of users, their GPEs and the network. 
Each of the five Users has a GPE that is used to coordinate its group activities. All of the Users and GPEs 
run in parallel, and communication between User, and GPE; goes through the fromUser, and toUser; 
gates. The GPEs communicate with each other by sending messages through the Network. Although it 
is possible to specify a dynamically changing number of GPEs and Users, we adopted the simplification 
of a static set of five GPE-User pairs because our main int.erest was in the specification of the core 
two-phase-commit protocol. 

A GPE, shown in Figure 5, is responsible for implementing a reliable two-phase-commit protocol. 
To do this it needs to keep various Jogs, which are implemented as message Files. These files are local 
and private to each GPE and are represent.ed as MessageFik, which is accessed through corresponding 
gates to read from and write to the files. The three files are the Pending file, the Outcome file and the 
Query file. Their purposes are s1llI1JllaI'ized below. 

Pending 
Outcome 
Query 

stores messages whose outcomes are unknown 
stores the final results of messages, either abort.ed or committed 
stores queries that a recovering GPE has made but to which it 
has not received a reply 
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1 1ype Container 11 
~ KeyElement, AttribElement, Boolean , Natura!Number 
3 oorts 
4 Ust, Dictionary 

s -

13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 

" 4S 
,6 
47 
'8 
'9 
50 
51 
52 
53 
54 
55 
56 
57 
5B 
59 
60 
61 
62 
63 
64 
65 
66 
67 
6B 
69 
70 
71 
n 

ED :-> Dlctloruuy 
Con, Mod : Dlctloruuy, KevElement, AttribElement -> Dictionary 
Rem""" : Dictionary, KeyEfement -> Dlcttoruuy 
Fl11 : Dlctloruuy , List, AttrtbElcmcnt -> DlctiolllllY 
Retr : Dictionary, KeyElement -> AttribElement 
Choose : Dlctloruuy -> KeyElement 
Jsln, laNotln : Dictionary, KeyElement -> Boo! 
!&Empt)', lsNotEmpty : Dlctioruuy -> Boo! 
Size : Dlct!oruuy -> Nat 
Count : Dlcttoruuy, AttribElement -> Nat -
ol'lort Dlctloruuy 

lsln(D, kl o Mod(D, k, c) • Con(~(D, kl, k, c), 
laNotlnCD, k> -> Mod(D, k, e) - Con<D, k, e), 

Remove!ED, k) • ED, 
k cq kl•> ~(Con(D, kl, cJ, k) = Rmwve(D, kJ, 
k nc kl=> Removc (Con(D, kl, cJ, kJ • Con( Remove (D, kJ, kl, cJ; 

F1ll(D, NIL, eJ • D: 
F11l(D, Con(L, k), CJ - F111(Mod(D, k, CJ, L, CJ; 

elsort AttribElemcnt 
k cq kl •> Retr(Con(D, kl. e), kl = e; 
k nc kl=> Rdr(Con(D, kl, c), kJ • Rdr(D, kl, 

aNrt KeyElement 
Chooee(Con(D, k, C)) - k, 

o6ort Bool 
lsln (ED, kJ = false; 
k cq kl -> lsln(Con(D, kl, e). kJ • true; 
k ne kl •> lsln(Con(D, kl, e), kl = lsln(D, k); 
laNotln(D, kJ = not(lsln(D, kl l; 
IaEmpty (D) • Slze(Dl eq o, 
laNotEmpty(DJ • not(IaEmpty(DJ); 
~ Nat 

Size!EDJ = 0; 
Sbe(Con(D, k, eJ J • Succ(Slze(DJ J; 
Count(ED, e) = 0; 
c eq el=> Count(Con!D, k, clJ, eJ = Succ(Count(D, eJJ; 
e nc cl => Count(Con(D, k, cl), eJ • Count(D, eJ, 

-type 

Figure 4: The Dictionary Specification 
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In this figure, the parallel-composition opera.tor Ill describes independent concurrent use of these files. 

1 
2 
3 

' 5 
6 
7 
8 
9 

10 
11 
12 
13 

protnl GPE [IDUaar. lrnmUler. mNat, lromNetJ 
(Myaelf:GPEAddr, OtherMembtts:MembershlpLlstJ : aoa11 := 

let emptyMcssageDlcttonary: McssagcDtctlonary a ED la 
lllde reacFenclng, -ending, r-ioutcome . wrllaOulccme, 198d0uOIY, wrtte0uOIY In 

11 
Ma,..FU.[wrtteOulcome , readOutcome J [emptyMeesageDlctlonary) 

[ 

M_.Fu.[wrtlePenclng, readP-ng I lemptyMesaageDlc:l!onaryl 

Mai.,.FU. [wrtleCluery , reedClue,y I (emptyMesaageDictlonary) 

I lwrttePencllng, l98dl'andlng, wrtte0uttome, IINldOulcome , W111eCuery, ...iau"'YJ I 
G,oy~ "'7[IDUler, fromUNr , 101\1111, frlxnNII, readPendlng, -Pen<lng, 

-«lutcome , wrbOutcome, reed0utry. ...tmau.,y] 
(Myself, OtherMemberaJ 

Figure 5: The GPE and its Logs 

The process GroupProtocol, shown in Figure 6, is the centra.l process for atomic broadca.ets, and it 
baa three main parts. The first is initialization tha.t includes rea.ding the log files into memory. The 
second (a.nd by far the largest) pa.rt is the handling of a message received from either a. user or the 
network. The final pa.rt is the (possible) processing of the entries in the Query log and a recursive call 
that simulates a loop construct. 

When the system is starred for the first time, the P,mding, Ouu;o- and <Juery files a.re created 
empty. The recovery process empties the Qrury file each time it is called, and it uses the contents of 
the Pending file to return to the state of the GPE just before it failed. 

In the second part, the protocol baa three options: perform an interna.l action (which is not visible 
to the environment), receive a message from the user, or receive a message from the network. If a 
message is received from the user then it is a. request for a group broadcast. The protocol requires this 
message to be reoorded in the Pmding log before sending it to the other GPEs. 

If the message is from the network then there are several possibilities, depending on the type of the 
message. The possible types are OK, NOK, New, Commit, Abort and Query. When the message received 
is of type New, it is recorded in Pendln,g and the vote OK is sent to its coordinator. When a received 
message is of type OK or N0K, this vot.e is stored in Pending, and when all of the votes have arrived, a 
process called [JCompleteSendRnidt determines the fina.l result. 

Note that when the type is Commit or Abort, the OulcolM, Pending and Qua, logs are updated as 
needed. 

The GroupProtocolWllhFailun process, shown in figure 7, shows that failure can occur at a.ny point 
during the execution of the protocol. No information, except that stored in the log files, is available 
after a Faibue. In reality, when a node fails it does nothing. Since NOK memiages have been included 
in the specification, they must be generated for the specification to be valid. They are only generated 
when a GPE has failed. 

The process Failun, shown in figure 8, is then necessary for the specification to be complete, but it 
will not ( and in fact cannot) be implemented. This processes shows that a failed process may recover 
at any moment. If it does not, it may accept a message that has arrived from the network. If this 
message is New then a NOK must be sent, otherwise the message is discarded. 

4 The Validation of the Specification 

A formal specification is useful for modeling a system in a more abstract way than is possible with a 
programming language, but it is equally as unambiguous. Even 80, a formal specification is even more 
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18 all 
1, 
20 
21 II ~ ? Mag: MsgStatus , 
22 1M .,,,- and c/wci: IO x~ (if all llw -., tur 111 •) 
23 ~ I (GetKlnd (Magi • OKJtl or <GetKlnd <Mae> • NOK.J{) l -> 

37 . ' ii !GetKlnd!Msil = New_KJ -> 

46 11 !GetKlnd<MaC> • Comm!UJ -> 

62 [ J [GetKind <Mae> • Aborl.Kl -> 

75 (I [GetKlnd (Meg) • Query_KJ -> 

82 I 
83 ) 
U. » ~ ? Quatca: MeuageDlcUonary , 
85 ( ,.,,,_.a-,;,, [IDNell <Queries, OthcrMemben> » all 
86 11 -87 ) 
ea» en.-.z1.-. f.omUNr, IONel, -«. NedPanclnu . ~. 
89 .-IQuery, ~ I (Myadf, OtherMemben> 

....a.-, llib0uloame, 

Figure 6: The GPE Specification 

NN_acl<) 

t1llef'ul if it can be shown to model the system that is intended. A LOTOS specification contains two 
distinct parts {the ADTs and the processes), and both of these must be validat.ed. 

4.1 The Validation of the ADTs 

Thi: validation of algebraic specifications is ruaightforward. For this, a liBt of properties that the ADTs 
should possess needs to be created. IT all of the theorems can be proved from the a.xioma, then all of the 
properties hold. In our case, tbeae properties were written as theorema in LOTOS, and the tool Smile 
(5) was med to validate them. 

As Arnold et al. note in (1], it is not a good idea to derive such lists of properties from the spec­
ification, since doing ao would usume the validity of the specification and therefore beg the question. 
We produced a list of properties in two ways. The first W1III suggest.ed by the characteristics of the 
algorithms used by the available tools, which induced a more constructive approach than the one de­
manded by the logic. This approach made it necessary to show tha.t the declarative descriptions of 
certain operations hold (e.g., that (D eq NIL) xor lsln(D. Choosc(DJ) • true holds). 

The other way is to apply the observers to the pseud<M:Onstructors. In the specific case of type 
Didionar, examples of observers are lsln and Size, which return values of basic types, such 88 Boo! 
or Nat. The pseudo-constructors in this example are Mod, Remove and Fill. Observers and pseudo­
constructors are defiued by induction on ED and Con. Hence, & goal when validating ADTs is to 
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Figure 7: The Failure Mechanism 
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Figure 8: The Faillln Specification 

show that the observers behave correctly with respect to pseudo-constructors. For example, part of the 

validation of Mod included showing the following properties: 
Isln(Mod(D, K. E}, IQ = true, 
Imply(lsln(D, Kl), Isln(Add(D, _K. E), Kl)) • true, 
Retr(Mod(D, K. E}, IQ • E, 

Smile Wll8 the tool originally chosen to validate the ADTs, but it was discovered to be unreliable. 

Using Smile to validate MembasltipUst, an instantiation of List, the tool indicated that no solution 

exists for the goal lsln(Con(l, e), cc) • false. That is, after adding any element to a list of GPEs, any 

other GPE is also in the list. The tool also showed that there are exactly five solutions fur the goal 

lsln(Con(l, e), ec) • true. These five solutions correspond to e ,. ~ which indicates that only the last 

GPE added to the M~Llst is in the list. The supporters of the syst.em reported that this is 
a result of a known problem with Smile's resolution procedure. Fbr this reaBOn, Smile was no longer 

considered adequate for nse with ADTs. 
The tool Loft (2] Wll8 the second ~tion chosen. The semantics of the language UBCd by Loft, is 

s.imilai- to that of the ADT definition language of LOTOS. The main difference in this context is that 

LOTOS allowa the definition of generic types, while Loft does not. 
Loft is not a general-purpose theorem prover, even though it is capable of doing IIOlllll kinds of 

proofs. This tool Wll8 developed to help with the generation of t.est cases(2] and to give help only for 
term rewriting and resolution, without any pOSBibility of proofs by induction. Even 110, the majority 

of the proposed properties were shown to hold in the specification. The properties were proven by 

contradiction (i.e., the negation of each of the desired propertiel was shown to have no solution). 
If time permitted, mare powerful tools could have been Ulled for this validation. Even so, the iline 

needed to learn to use another set of tools was considered excessive and impractical within the scope 
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of this work, since proving these last few properties would not greatly increase the degree of confidence 
in the specification. 

4.2 The Validation of the Processes 

The basic idea behind the validation of processes was similar to that of the ADTs. A list of desired 
properties was developed in parallel with the specification (see section 2.5). It was intended for ea.ch of 
these properties to be proven to hold in the specification. 

Verif is the model checker described in the LITE project document.ation [5], which verifies t.emporal­
logic foonuJas against a Basic LOTOS epeciti.cation. We considered the J>088ibility of converting our 
specification into a Basic LOTOS specification and thus abstracting from the values of the messages. 
Such a conversion would preserve some of the properties and would allow us to use the model-checker 
to validate thew. Unfortunately, this tool turned out not to be part of the LITE distribution and is not 
publicly available. 

The Smile tool allows another approach based on the Full LOTOS specification. According to its 
documentation, it ill possible to use it to find traces of a specification that include a given communication 
action. Attempting to use it we were not able to demonstrate that even a single message could eventually 
be delivered to a user. This is probably due to the same error with the resolution procedure mentioned 
earlier. 

Because of the problems encount.ered with the LITE tools, the processes could not be validated 
with tool 888istance. The method actually used WBII a thorough inspection of the specification and a 
'systematic re-exaroiuatinl\ of ita rationale. 

5 Test-Case Generation 

The purpose of Connal t.eet-generation techniques iii the systematic derivation of a set of test case11 from 
a specification for a given forma.1 notion of conformity. Thus, an implementation's successful execution 
of the derived test cases guarantees its conformance to the specification. The desired conformance for 
the protocol is that exactly those messages specified to be sent by the Uiera and the GPEs will be sent in 
the implementation (i.e., no broadcast meBBage can be created or lost by the system) . Other behaviors, 
such as the creation and use of auxiliary files, are ap:eptable. Brillksma notes in [4] that robuameu 
testing, (i.e., teats for the presence of such additional behaviors) cannot be derived methodically from 
the specification since they are not described there, 

Since the structure or the implementation was based on that of the specification, there are three main 
parts that needed to be tested: the behavior of the ADTs, that of the actions, and that of the processes. 
The derivation of test cases for each of these three was distinct. The actions are basic components 
in LOTOS and have an elementary semantics, but implementing those semantics in a programming 
language is non trivial. For this reason, the actions were tested in an implementation-based· way. 

5.1 Test Generation for the ADTs 

A program is correct with mspect to an algebraic specification if it satisfies the axioms. Thus, testing 
code against an algebraic specification consists or showing that each or the axioms in the specification 
holds in the final system. To create test cases for a given axiom, the variables of the axiom are 
instantiated with values and the J'e8Ulting expressions evaluated. H the results satisfy the axiows then 
the test is poued, otherwise it i., /ailt.d. 

In (12], Gaudet discusses the formal basis of testing based on an algebraic specification. Such a 
specification bu two parts: a aignature .E=(S, F), where S is a finite set of ,ort, and F is a finite 
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set of operation names over the sorts in S, and Ax, a finite set of arioma. These axioms are positive 
conditional equations built from E-terms. If SP is a specification and P is a program under test, the 
program P has to provide a way to execute the operations of SP. Let t be a ground E-term and tp its 
computation by P. Given a E-equation T = r' and a program P that provides an implementation for 
each operation of E, a test for this equation is any ground instance t = t' of it. A test experiment of P 
for t = t' consists of evaluating tp and f,i and comparing the resulting values. This comparison is the 
job of a.n oracle, that is, a process that can decide if the computed results a.re equivalent. 

An exhaustive test set for a specification is the set of all the possible well-typed ground instantiations 
of all of the E-axioms. A program's passing all of the tests in the set exhaustivesp does not necessarily 
mean that it satisfies SP, since exhauativesp is exhaustive with regard to the values mentioned in SP, 
but not necessarily to those computable by P. Therefore, P satisfies SP only if all the values computed 
by P can be reached by T1::, the ground terms that can be produced by the operations of E . The success 
of exha'UStivesp ensures that a program P satisfies SP only if P defilles a finitely generated E-a.lgebra. 
This assumption on Pis called the minimal hypothesis Hmin· A program satisfying minimal hypothesis 
is said to be E-testable. 

Often exhaustivesp is too large to be useful. It is possible to assume stronger hypotheses 011 
the behavior of the program a.n.d reduce the 11umber of tests necessary to show that it satisfies the 
specification. These kinds of hypotheses a.re known as selection hypotheses, and the two most commonly 
used are uniformity and regularity hypotheses. A uniformity hypothesis is an. assumptio11 that the 
input space can be divided into subdomains such that if a test set containing a. single element from 
each subdomain is passed, then the test set exhauativesp is also passed. An example for integers is 
"if the function works correctly for a negative value, for a positive value and for zero, then it will work 
correctly for all integers." A regularity hypothesis UBeS a function from E ground terms to N and has 
the form "if a set of tests made up of all the ground terms of size less than or equal to a given limit 
is passed, then exhaustivesp also is." An example of such a hypothesis for-a list would be "if the add 
operation works correctly for all lists of length less than or equal to 4, then it will work correcily for all 
lists." 

A test strategy is defined by the choice of selection hypotheses. Exposing the hypotheses makes 
clear the assumptions made on the program. A test context is a pair (H, T) of a set of hypotheses 
and one of tests. A test context is conaidered valid if H implies that T is passed then exhauativesp 
is as well. A context is considered unbia,ed if H implies that if exha'UStivesp is passed then T is as 
well. Assuming H, validity guarantees that all incorrect programs are rejected, and being unbiased 
guarantees that no correct program is rejected. 

By construction, (Hrmn, exhaustivesp) is both valid and unbiased. Various hypotheses can be 
formulated simultaneously about an implement.ation. Another extreme example that is both valid and 
unbiased is (Hmm I\ P satisfies exhauative5p, 0), which indicates that if the program is assumed to be 
correct then no tests are needed. Interesting test contexts are those that are valid and unbiased, that 
is, those that are passed by all and only correct programs. Weak hypotheses correspond to large test 
sets, and strong hypotheses correspond to small test sets. The goal is to make reasonable hypotheses 
to reduce the set of tests to a tractable size. The selection of such hypotheses can be based on the 
formal specification, on some knowledge of the program, or in some of the characteristics of the system 
environment. 

5.1.1 Application of the Method 

The implementa.tiona of both the simple and me8811ge types were conaidered trivial enough that they 
were not formally tested. Generic types cannot themselves be tested, only their insta.ntiationa can. 
The sm&ller of the two dictionaries UBed in the specification is the VotdJidlolUIT1, which has GPEadtlr 
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88 indices and Vot•T 88 attributes. Since there are only five possible keys, there was no need to make 
a regularity hypothesis on the size of the dictionaries being tested. Even so, the number of possible 
VouDktionarys is large. There are 

5 . 6 51 . 
I:;P(5,i) · 3' = E (5 ~ i)! · 3

1 
= 40,696 

i=O i=O 

(1) 

dictionaries with five or fewer keys. One of the operations, fill, takes as parameters VouDit:tio1Ull'J, a 
list of GPEaddrs and a Votl!'T. An exhaustive test of this operation would require 40,696 · 326 · 3 = 
39,800,688 test experiments. Using a uniformity hypothesis on both the GPEa/J4r and the Votl!'T, the 
number of dictionaries that have to be tested is reduced to six. 'Thsting fill with all the 326 lists would 
require then 1956 test cases. Making a uniformity hypothesis on the GPEa/J4r reduces the number of 
experiments to 36, less than one one-millionth the of the original number. The values stored in the six 
lists and in the six dictionaries were generat.ed randomly, ensuring that there was an example of each 
with each possible size between O and 5. 

Similar hypotheses were used to test the other ADTs. 

5.2 Test Generation for the Processes 

Manna and Pnueli [15] note that there are two kinds of processes: those that are tran,formational and 
those that are reactive. A transformational process produces a result after a finite computation. A 
reactive process, on the other band, does not produce a final result but "maint.ain[s] an ongoing inter­
action with [its] environment." GroupProtocol w reactive, and the other proceaBeS in the specification 
are transformational. 'Thst-case generation for the transformational processes is similar to that for the 
ADTs. GroupProlocol doesn't provide such a mapping, but instead describes the flows of information 
through infinite iterations. 

5.2.1 Generalities of the Method 

While the notion of a correct implementation of an ADT is based on logical satisfaction, that of a 
reactive process is based on containment of behaviors. Only observable behaviors are of interest · for 
testing purposes, and so the implementation relations· used should consider only observable actions, i.e. 
communications via a gate. Observation of processes is more complicated than that for ADTs because • 
of deadlocks and non-determinism. 

Processes are 11Bually tested by observing the execution of their parallel composition with a tester. 
Given a test experiment PIIT, where P is a process and T is a tester, the observations that can be 
made are the occurrence or the non occurrence of sequences of observable actions. More precisely, some 
sequences can be executed, and among them, some lead to a deadlock of the test experiment, that is a 
state after which no action can be observed. 

The conformance relation chosen by Brinksma and his group [4], [17] for studying test derivation 
from LOTOS specifications of reactive processes is based on this kind of observations. Namely, an 
implementation / conforms to a specification S if and only if for all sequences u of observable actions 
which can be execut.ed by / and can lead to a state where all the actions of a set .A of observable actions 
are refused, the same sequence of actions can be performed by Sand may lead to a state where all the 
actions of .A are refused. 

This can be IIUDlllllll"ized more intuitively by: "same traces and same deadlocks as the specification" . 
There are other possible implementation relations for processes. They are discussed and compared 

in the literature (see for instance chapter 3 of [17]). 
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The above relation can be stated in an equivalent way as: For all sequence a of observable actions 
which can be performed by S, for all set A of observable actions, if after a S is always able to execute 
at least one of the actions of A, then u must be executable by J and always leads to a state where at 
least one action of A is executable. 

Starting from this basis, Brinksma describes in [4] a derivation of tests as a transformation from one 
proceBS (the specification) into another, called the canooical tester. The canonical tester is defined for a 
specification with a finite set of observable actions and with finite traces. This condition is satisfied by 
a subset of Basic LOTOS without recursion. The canonical tester is the nondeterministic composition 
of a set of various test cases that are sound. There exists approximately one test case for each complete 
trace in the original process, with the possibility of the introduction of internal actions everywhere. 
The parallel execution of a candidate implementation with the tester produces a positive outcome when 
the trace terminates correctly and a negative verdict if a deadlock occurs. For example, consider the 
process S = b; c; stop D a; stop, whose canonical tester is CT(S) = I; b; c; stop D i; a; stop. By 
construction, executing SIICT(S) always succeeds. Executing IIICT(S) for some implementation I, the 
result is succes,ful if CT(S) always terminates without deadlock and failure otherwise. 

Tretmans [17] describes a generalization of the canonical tester for processes with infinite behavior, 
but still with a finite number of observable actions. The immediate problem with his method of keeping 
the test cases finite is solved by stopping after each action and assigning a successful verdict if the action 
was completed successfully. This produces an infinite set of finite test cases. The complete test set is 
then composed of all of the finite (but arbitrarily long) test cases, which is similar to the notion of the 
exhaustive test set given by Bernot el al. in (2), and the choice of a finite set of test cases generally 
corresponds to the assumption of some sort of regularity hypotheses on the implementation. 

The generalization to an infinite set of observable actions, as it is the case for Full LOTOS, is 
possible only for processes that are image finite. In an image finite process, the number of states may 
be infinite, but the number of states that can be reached for a given trace a is finite. This is similar to 
processes in Full LOTOS, where there is an infinite set of input actions of the form g?x:iyp.. Tretmans 
[17] analyzes the derivation oftests for Bex.,, a small language defined using the following processes: 

stop 
g?x:p; B 

g!v; B 
Bi □ B2 

no further action is taken 
if p then x takes the value present at gate g and continues with B 
otherwise, stop 
present the value v at gate g and continue with B 
nondeterministic choice between B1 and B2 

Tretmans gives a method of deriving test cases which is not based on the concept of a canonical 
tester. The main reason is that such a tester would not be image finite and therefore cannot be 
expressed in BEX•. In his method, the derivation of test cases is recursive and follows the definition of 
the conformance relation (the second form) . First, an initial action of the process is chosen and its free 
w.riables instantiated. Next, the rest of the test is derived from the behavior of the process after this 
action. This is illustrated on our specification in the next section. 

5.2.2 Application of the Method 

In translating the process GroupProtocol from LOTOS to BEX.,, it is convenient to note that any 
communication with the files are actions int.ernal to Gnnq,Protocol and that a sequence of int.ernal 
actions is equivalent to a single internal action. The simplified version of GroupProtocol in BEX., is 
shown in Figure 9, where f and g are functions that change the type of a message. 

'Iretmans's (17] method was used as the basis for generating the test cases, but we decided to leave 
the cases in symbolic form, as suggested by F.ertink [7]. This also allowed the application of the theory 
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l GP " ( l:true; 
l D fnlonlJNr ? msg:true; l:true, -..,,mag> 
3 □ - ? msg:Klnd(msg>=New; l:true, - · ! /(magi 
' □ - ? mag:Klnd(mag)-OK A lslnPendlng(msg)' .{/C~(msg) 
5 □ - ? msg,Klnd(msgt=OK A laNotlnPendlng(mag) 
6 □ - ? msg:Klnd(m&g)=NOK A lslnl'endlng(msg); ~111/Rfflllt(IMg) 
7 □ - ? IMg:Klnd(msgJ=NOK A lsNotlnPendlng(msg) 
8 0 tromlllll ? msg:Klnd(mag)•Commlt A lslnPendlng(msgl, l:true, tou- ! mag; l:true 
9 □ tromNet ? msg:Kind(msg)=Commtt A lsNotlnPending(msg) 

10 D tromlllll ? msg:Klnd(msgl=Abort A Islnl'endlng(IDsg): l:true 
11 D lrm!Ntl ? msg:Klnd(msg)sAbort A lsNotlnPendlng(msg) 
12 0 flalnlMI ? msg:Klnd(msg) =Query A lslnPerullng(msg), laNel ! f(IDsg) 
13 D fnllnNel ? msg:Klnd(msg)=Query A lsNotlnPendlng(msg) 
1' l ; ( 1'1wun(lumu 
15 D l:true 
16 ) ; GI' 

Figure 9: The Specification of GroupProtocol in BeX9 

10 
2 lnlmU.. I msg:true; test(Broadcast(msg)) 
3 tromNel I msg:Klnd(IDsg)=New, IONIII I /(mag) -
, tn,mNot I IMg:Klnd(magJ•OK A lalnPendlng<msgl, testcqc-,,,,.s,114Ralllt(magJ) 
5 fnlmNal I msg:Klnd(msg)..OK A lsNotlnPerullng(mag) 
6 fnlmNat I msg:Klnd(msgt=NOK A lalDPeru:ling(msgl; le8t(~ll4Raa/t(msg) l 
7 fnlmNlt I msg:Klnd<msgl=NOK A IsNotlnPenillng(msg) 
a fn,mNot I msg:IOnd(msg)=Commlt A lalnPendlngCmsg); - I mag; 
9 tromNel I msg,KIDdcmsgJ=Commit A lsNotlnPmdlng<msg> 

10 tromNel I msg:Klnd(msgl=Abort A JslnPmdlng(msg) 
11 frclmNM I mag: Kind ( msg) =Abort • lsNotlnPeDaJng ( mag) 
12 fromNec I msg:Klnd(lllllgl=Query • lslnPendlng(mag) I toNlt l l'(lllllg) 
13 - I mag,Kind(tnag)•Que,y • laNotlnPencltng(tnag) 

Figure 10: The Testers ofGroupProtocol in BEX. 

developed by Gaudel (12). Testers were generated for each of the lines 1-13 in Figure 9, one for each 
line. These are shown in Figure 10. Note that line 1 represents the tester of a process containing only 
internal actions, where no inputs or outputs are expected. 

As mentioned earlier, the processes Broadcast, IJCompkt.S~NlR~111llt and Proc111sQ,,erin were tested 
in a way similar to the ADTs, and it was not necessl!,l"y to produce their testers. The next step was to 
instantiate the messages in lines 2-13 of Figure 10 and send them to the implementation being tested. 
A uniformity hypothesis was formulated on all of the fields of the messages sent, except the field kind 
Since the successful completion of each iteration of GroupProtocol depends on the state of the contents 
of the dictionary files, if it can be shown that the execution of each of the individual tests leaves the 
dictiouaries in the correct states, then the GPE should work for any combination of inputs. This is 
similar to a regularity hypothesis ( of size one) on the size of an ADT. Instead of running only the single 
tests, a weaker hypothesis was made and various combinations of the individual testers were also tried. 

After deriving the sequences of interesting test inputs and expected outputs, drivers were written 
to test the system. 

6 The Implementation 

The system was developed to run on a Sun network under Solaris. The implementation language 
chosen was Concert/C[9]. Concert/C was chosen because it is an extension of ANSI C that provides 
support for distributed programming in the form of primitives for remote process creation, asynchronous 
communication and RPCs. It consists of a language preprocessor and a library of basic functions for 
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communication and data marshalling, and runs under SunOS, Solaris, OS/2 and A.IX. 

6.1 The System Architecture 

As described in the specification, the implemented system consists of user and GPE processes which run 
on top of a reliable network layer. The Concert/C environment provides such a reliable network since 
its communication primitives are based on TCP connections. Each host machine has a u■-r-an: pair. 
The specification mentions neither how the GPE and user processes should be created nor how they 
are to be initi&lly interconnected. To achieve this initial setup, the implemented system 11Ses another 
program, called the laUDCher, which instantiates the ca>D. This 1ami.cher IDl18t be executed before 
any user program tries to 11Se the atomic-broadcast service. 

In CoJJ£ert/C there are several ways to interconnect processes. When a processes creat.es a child 
process, the parent receives an initial port that can be 11Sed to communicate with the child, for ex­
ample to establish bindings with each others' ports. Bindings can be transmited using interprocess 
communication like any other data or they may be stored in shared files. 

(C,S) 
boet~:l -­}M)&t~ ---­~-tiaaaut•l 

aca.iai 

Figure 11: The Initialization Sequence 

The initialization sequence is IIUillIIUU'ized in Figure 11. The launcher reads the file ac:s.iai, 
describing the initial configuration of the system, and creates a Gl'II procet11 on each of the host machines 
listed. Each of these m>D ill consulted to discover the addresses of its inter-an and Uaer-Gn ports. 
After receiving all of these addresses, the GPD are sent the adclress of the other GPEs. 

After ihis interaction with the launcher, each Gl'II is able to receive messages from the uetwork 
and execute the protocol without waiting for its user proceu to register. H any memiages arrive from 
other GIPD before its user registers, a ms records them in a atable queue (i.e., a queue that cau be 
recovered after a system failure). As soon as a user process registers, all of the messages in the queue 
are delivered and the queue .ia destroyed. 

For each user process to register itself with a on, it contacts the l&UDehar through its initial port 
to obtain the addressea of its ma's newllser and fromUser ports. After receiving tbia information, it 
sends a message to its cam's newllser port announcing itself. With this done, a user can initiate group 
broadcasts. The 11Ser interface for the system at the an level consists of the two functions shown in 
Figure 12. 

Given that the system was planned to be robUBt, a ms that fails can be replaced by use of the 
command Gn rec:099r aQPlkllr on the desired machine, where a~r is the full path name of the 
directory that contains the ac:s. ini file for this group. A on: that ill recovering contacts the la'DDClher 
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bool GPE_broodcast<char * sMsg, unsigned ulength, 
GPEaddr_list * members); 

unsigned GPEJeceive(char * 1Msg, GP~dr * from, 
GPEaddr_list ** members, KindOfMsgT * result); 

Figure 12: The User Interface 

to inform it of its port addresses and to discover the addresses of the other QPBs. Users can also be 
substituted at any moment by registering a new user with the desired GH. Not.e that this is a potential 
security fault, since the old user process is not consulted before being disconnected from its an:. We 
plan to address such 1ecurity problems in future development. 

6.2 Stable Containers 

As mentioned earlier, the Dktionaries as specified in LOTOS cannot fail. Implementing such fa.ult-­
tolerance is not as simple. Simple contalneni, which are stored in memory, are lost when a process fails. 
Containers stored on disk are more stable than tboae in memory, and the ADT Fik, which is modeled 
u a sequence of records that can be accessed by index, was created. A data structure can be stored in 
a Fik and read or deleted from it. To read or delete a record, its index must be known. The number 
of records stored in a Fik can be determined, and a Fik can be destroyed. 

Storing a copy of the container on disk is a step in the right direction, but there ilJ alwayw the 
possibility of a process or machine failure during a disk access. To resolve this problem, a second copy 
of the file can be made, along with an indicator of which of the two files is guaranteed to to not have 
been corrupted. This is the idea behind the ADT StabkFik, which uses two instances of type Fik 
called a and b and a temporary auxiliary file. Its interfaoe is identical to that of Ftle with the exception 
that it cannot be corrupted by a process failure. When a StabkFtle is modified, the following steps are 
taken: 

1) the file a is modified 
2) the indicator file is created 
3) the file b is ~ed 
4) the indicator file is deleted 

When a StabkFtk is being opened, if the indicator file exists, then file a is not corrupt. Otherwise, 
b is the 'ffll'Sion to be tllled. In either case, the uncorrupted file is copied on top of the pollSibly corrupt 
other file and the indicator is deleted. The functions that do not modify the state of the data structure 
do not need to access the version on disk, and therefore simply return value11 associated lrith the simple 
Fik a. 

A StabkDktiolflD'1 is built from a File and a simple DictionarJ. When a Stabld)ictlolflD'1 is opened, 
there are two options, it can either be created empty or it can recover from an aborted execution. When 
11 StabkDkliolflD'1 is modified, the modifications are reflected both in the memory and StabkFik copies. 
The observers return the values associated with the Didio_,, in memory. 

6.3 . Actions and Processes 

All aspects of the communication between users and an:s are handled by the communications primitives 
provided by Concert/C. Each of the ports in the specification is one-way, and each is implemented with 
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a pair of functions: one to send messages through a port and another to receive those mell88ges. 
Tbe processes were the simplest pan of the specification to implement, since the data types and the 

communications 'infrastructure were already in place when we started to implement the GPE processes. 
Since the processes were written UBing functions that encapsulate the Concert/C details of the LOTOS 
actions and high-level ADTs, their implementation was an almost literal translation of the specification. 
The only differences between the process specifications and their implementations is due to the fa.ct that 
in the implementation we had to deal with memory allocation. 

7 Lessons Learned 

This work started with the hope that by choosing the well-established specification language LOTOS 
we would be able to use several tools to support the development of a complex group-communication 
protocol. Unfortunately, this turned out to be a dream. The main problem was that most of the publicly 
available tools that we looked at where either for a subset of LOTOS or had aome aerioUB limitation or 
flaw. 

Nevertheless, our experience in using LOTOS was quite positive, and for several reasons: In the first 
place, LOTOS gave us a means for reasoning about high-level design issues and desired properties of 
the protocol at an abstract level. Through thorough reasoning at this level we gained much confidence 
in the correctness of the core part of the protocol. In fact, a.t the implementation phase, much of the C 
source code related to this part could be directly translated from the LOTOS specification. 

As a second positive result, we learned the features and limitations of the LOTOS language. In 
particular, the disabling operator ([ >) of LOTOS was essential for modeling unpredictable failures. On 
the other hand, we had to circumvent LOTOS's lack of a notion of time by introducing an additional 
type of mell88ge (NOK) into the specification which obviously did not appear in the implementation, 
but was implemented through a time-out. We also learned that although LOTOS does not allow for 
dynamic process creation, it was not a problem to stick with a static configuration for the purposes of 
validation and teat generation. 

Finally, we experienced the fact that a specification can never describe all aspects of a piece of 
eoftware, especially the parts that are related to the existing or required execution infrastructure. In 
our case, these were the C and Com:ert/C development environment, the Unix system and the GS­
specific launcher. Although it is certainly neither- desirable nor feasible to model and specify all 
properties of auch infrastructure, in fact this infrastructure is very much related to the specification 
in that it is UBed to implement many of the abstractions found in the specification. In our case, for 
example, we used Conrert./C to implement the bindings of LOTOS processes through their gates and 
the synchronous- and atomic-style communications among them. Tbe major problem is that all such 
development and run-time environments haye many unspecified (and sometimes unknown) side effects 
and even worse, may be prone to errors. On the other hand, they are an essential part of the final 
system in that they will actually determine the system's performance and flexibility. 

Surprisingly enough, no errors were found in the implementations of the ADTs. This is not to say 
that all of the tests gave correct results the first time they were executed. Since the test drivers were 
not formally specified, varioUB errors were found in them. Tbe correctness of the ADTs is probably due 
as much to their simplicity as to the fact that they were formally specified. 

The atomic actions of the specification consist of sending messages between users and GPF.s as well 
as between GPF.s, and they also modify their internal data. structures. Ea.ch of these data structures 
was implement.ed uaing a previoUBly tested ADT. The communication infrastructure was constructed 
and tested step by step, beginning with a minimal system: initially the GPE processes were created 
on various hosts, and they sent messages between themselves to test the inter-GPE connections. Next, 
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pairs of GPEs and U8eI'II were connected to more closely model the final system. A GPE sent all of the 

messages received from the other GP& to its user and sent all of the messages received from its user 

to the other GPEs. 
As was the case with the ADTs, no problems were found with the implementation of the trans­

formational processes. This was not a surprise, since their implementation ill very similar to their 

specification. Testing did show the presence of errors in the implementation of the reactive process 

GroupProtocol, the process whose implementation was the least a direct translation of the specification. 

For example, the first test case lead to the d.iscovery of an error with memory management and in the 

treatment of the time-outs, two areas that were not formally specified. 

The fact that our main problems were with C's memory management, Concert/C's preprocessor 

capabilities and with time-out exceptions reinforces our belief that there ill still an inevitable gap be­

tween formal specification techniques and the implemented system. This problem raises the question 

of whether a specification language should emphasize high-level and system-independent abstractions 

supported by a clear mathematical model or if it should be more syst.em-oriented, enabling an easier 

mapping to some programming language. B1111ed on the experience gained so far, we believe that there 

is no general solution to the specification-to-implementation mapping problem, because even if one uses 

a system-orient.ed specification language, there will always be characteristics of the infrastructure that 

one will not be able or want to specify. On the other hand, a specification method should have a well­

founded, system-independent semantics and should provide support for a high-level description, formal 
reasoning and, if possible, validation of the system. 

In this respect, we think that LOTOS was a reaeonable choice for our project since it has a formal 

aemanti<.11 and some tools that aid in the validation and verification of some parts of the specification. 
However, until now unfortunately there is lack of a single, publicly available environment providing 

suitable and automated support for the development of systems from a Full LOTOS specification. 

8 Future Work 

After the fruitful experiment of implementing a complex, multi-agent protocol using formal techniques, 

there are two areas thai will be explored in future works. 
The first is the development of other modules of the communication stack, specifying and imple­

menting first the layer that handles message ordering and later that for dynamic group membership. AB 
stated in the introduction, there are several ordering possibilities, and the solutioD8 developed will be 
interch&ngeable to offer the greatest level of flexibility. 

The other is the ~implementation in Java. Thia is desirable because one of the goals of the system 

is for it to be as portable as possible, and currently Java is seen as the best means to this end. It also 
provides ample support for developing disiribut.ed systems in an object-orient.ed environment. 
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