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Abstract

How to spot outliers in a large, unlabeled dataset with both numerical and categori-
cal attributes? How to do it in a fast and scalable way? Outlier detection has many
applications; it is covered therefore by an extensive literature. The distance-based
detectors are the most popular ones. However, they still have two major drawbacks:
(a) the intensive neighborhood search that takes hours or even days to complete in
large data, and; (b) the inability to process categorical attributes. This paper tack-
les both problems by presenting HySorTOD: a new, fast and scalable detector for
numerical and categorical data. Our main focus is the analysis of datasets with many
instances, and a low-to-moderate number of attributes. We studied dozens of real,
benchmark datasets with up to one million instances; HySorTOD outperformed
nine competitors from the state of the art in runtime, being up to six orders of
magnitude faster in large data, while maintaining high accuracy. Finally, we also
performed an extensive experimental evaluation that confirms the ability of our
method to obtain high-quality results from both real and synthetic datasets with cat-
egorical attributes.
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1 Introduction

Given a large and unlabeled dataset with instances described by both numerical
and categorical attributes, how to detect the outliers? Can it be performed in a
fast and scalable manner? Outlier detection is a well-studied data mining task; it
is challenging in many aspects, especially because finding an uncommon instance
in a large dataset is informally analogous to finding a needle in a haystack. Never-
theless, when these challenges are overcome, outlier detection proves to be valu-
able in the most diverse areas of human activity, such as in quality control (Jauhri
and McDanel 2015), healthCare (Anbarasi and Dhivya 2017), finance (Tripathi
et al. 2018) and others (Bindu et al. 2017; Jabez and Muthukumar 2015; Shahid
et al. 2015).

A variety of approaches has been developed over the years to meet different appli-
cation needs (Campos et al. 2016; Aggarwal 2017). The first detectors required a pri-
ori knowledge about the data distribution so that statistical tests could be performed
to uncover the outliers (Grubbs 1950). These detectors allowed specialists to spot
outliers with appropriate accuracy as long as the data followed a known distribution.
Unfortunately, most statistical tests are limited to handle only one-dimensional data-
sets, and it turns out to be very difficult to identify the underlying distribution of the
multi-dimensional datasets used in most real-world applications (Aggarwal 2017).

This limitation was overcame with the seminal detector DB-Out (Knorr and Ng
1998). Its authors introduced a distance-based approach that does not require a priori
knowledge about the data distribution. The main idea is to run a range query for each
instance to retrieve and count its neighbors, and then compare the count of neigh-
bors with a predefined threshold value. If the count is lower than the threshold, then
the instance is deemed to be an outlier. DB-Out inspired the development of many
other detectors due to its intuitive interpretation of results and wide applicability in
different domains. Examples are kNN-Out (Ramaswamy et al. 2000), LOF (Breunig
et al. 2000), HilOut (Angiulli and Pizzuti 2002), LOCI (Papadimitriou et al. 2003),
ODIN (Hautamiki et al. 2004), and MRPG (Amagata et al. 2021, 2022).

One major drawback of a distance-based approach is the intensive neighbor-
hood search that commonly makes it unsuitable for real-world applications. Many
researchers recognize this issue, and propose alternatives to mitigate it. For example,
kKNN-Out uses the k nearest neighbor query to control the Cardinality of the sets
of neighbors, and it also avoids unnecessary computation by restricting, via user-
defined parameters, the number of outliers to be reported. Alternatively, one may
use appropriate spatial data structures, such as R-trees and Quad-trees to speed up
the neighborhood search, or employ pruning strategies that are available for dis-
tance-based algorithms (Orair et al. 2010). Approximate search algorithms such as
those proposed in HilOut and aLOCI (Papadimitriou et al. 2003) can also reduce
the cost. Nevertheless, in practice, the existing alternatives are still very expensive
in terms of runtime: state-of-the-art detectors require hours or even days to process
large datasets (Orair et al. 2010; Goldstein and Uchida 2016; Kirner et al. 2017).
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Another relevant drawback is the fact that, to our knowledge, no distance-
based detector can process categorical attributes. It limits the generality of the
existing methods significantly because attributes of this type abound in real appli-
cations (Akoglu et al. 2012; Tang et al. 2013). Of course, one can always apply
one-hot encoding (Harris and Harris 2012) to convert each categorical attribute
into two or more numerical (binary) ones in a pre-processing step; and then,
apply the outlier detection method. However, this approach is impractical in most
scenarios due to the high dimensionality of the resulting datasets. One may also
note that a few non-distance-based detectors can process categorical data. HDout-
liers (Wilkinson 2018), iForest (Liu et al. 2008, 2012), COMPREX (Akoglu et al.
2012), and COD (Tang et al. 2013) are the ones we are aware of. Unfortunately,
they suffer from other relevant issues, such as being unable to process numerical
data, having poor scalability, reporting results that are hard to interpret, or being
restricted to specific scenarios, like the detection of only contextual outliers.

The current situation is therefore summarized as Orair et al. (2010); Goldstein
and Uchida (2016); Kirner et al. (2017): (a) the existing distance-based detectors
struggle to process large numbers of instances, e.g., 100k instances, and; (b) none
of these detectors can leverage the categorical attributes that abound in real-world
data. By considering these limitations, one can easily question the practicality of
such detectors. This paper tackles the problem with the proposal of HySorTOD: a
novel, distance-based detector that can process both numerical and categorical data
in a fast and scalable way. Here, we argue that efficiency and generality of data type
are very desirable aspects to be considered in outlier detection. Our main contribu-
tions are:

C1 - Efficiency: We propose HYSorTOD — a novel algorithm that efficiently
identifies outliers using a new hypercube-ordering-and-searching approach that
speeds up the detection task to work at scale;

C2 - Generality: We present a new pivot-based strategy that allows our method
to tackle both numerical and categorical attributes seamlessly;

C3 - Benchmark Evaluation: We study 24 real-world, benchmark datasets with
up to 1 million instances, and show that our proposal outperforms 9 competitors
of the state of the art in runtime, being up to 6 orders of magnitude faster, while
still presenting very accurate results;

C4 — Case Study: We investigate the ability of our method to take advantage of
categorical attributes, and confirm through an extensive experimental evaluation
that these attributes can greatly improve the accuracy of the detection in both real
and synthetic data.

Figure 1 summarizes the results obtained for 24 benchmark, real datasets that
are popular in the literature. It reports average runtime ranking versus average
accuracy ranking for HySortOD (black circles) and 9 competitors of the state
of the art. Results for all the datasets studied and for those datasets with only
numerical attributes are shown separately on the left side (a) and on the right
side (b) of the figure, respectively. An orange cross (at the origin of the plots)
marks the position of a fictitious ideal detector that would rank first in both
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Fig. 1 HySortOD is fast and accurate, even in categorical data: We report runtime ranking versus accu-
racy ranking for our HySortOD (black circles), and nine state-of-the-art competitors, considering: (a)
all datasets, and; (b) datasets with only numerical attributes. A fictitious ideal detector (orange crosses)
would rank first in accuracy and runtime. As shown, our HySorTOD is clearly the one that is the closest
to the ideal detector in both (a) and (b)

runtime and accuracy. Note that our HYSorTtOD consistently outperformed 9
state-of-the-art competitors, being clearly the one that is the closest to the ideal
detector in both (a) and (b). Also, LOF, aLOCI, kNN-Out, ODIN, ABOD, DB-
Out, and HilOut failed, i.e., could not even be tested, in the datasets with cat-
egorical attributes. These results show a significant advantage of our HySorTOD
over the other detectors. See Sect. 6 for details.

Note Recent and well-known survey papers (Schubert et al. 2014; Campos et al.
2016; Goldstein and Uchida 2016) show that the distance-based detection of out-
liers works best on data with low-to-moderate dimensionality. Our proposal is no
different in this regard, so HySortOD is well suited for datasets with up to nearly
40 attributes. Fortunately, it is well-known that the intrinsic dimensionalities of real
datasets are frequently smaller than 40 (Fraideinberze et al. 2016; Traina Junior et al.
2002; Mo and Huang 2012). Thus, if a dataset has more than 40 or so attributes, one
can perform distance preserving dimensionality reduction, e.g., by applying PCA,
and then detect the outliers with HySorTOD. Each categorical attribute must be con-
verted to a numerical one beforehand, using our pivot-based strategy.

Reproducibility For the purpose of reproducibility, all codes, detailed results,
parameter values tested and datasets studied in our paper are freely available for
download online, at https://github.com/BraulioSanchez/HySortOD.

The rest of this paper is organized as follows. In Sect. 2, we discuss the related
work. Our proposal is then introduced in Sects. 3 and 4. In Sects. 5 and 6, we present
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the experimental setup and discuss our findings, respectively. Finally, we conclude
the paper in Sect. 7.

2 Related work

Detecting outliers in diverse areas of human activity is an important and popu-
lar research topic. Many algorithms and renowned surveys (Schubert et al. 2014;
Campos et al. 2016; Goldstein and Uchida 2016) on this topic exist in the litera-
ture. The distance-based detection of outliers is the most used approach due to its
effectiveness, intuitive interpretation of results, and wide applicability in different
domains and settings. This approach was introduced with the seminal algorithm
DB-Out (Knorr and Ng 1998). DB-Out uses range queries to identify the neigh-
bors of each instance; then, it flags as outliers those instances with few neigh-
bors, that is, fewer than a minimum value defined by the user. Unfortunately, DB-
Out requires multiple neighborhood searches that take a long time to complete in
datasets of large Cardinality. Due to the cost, its authors also presented a faster,
hypercube-based version of the algorithm. A few years latter, LOCI (Papadimi-
triou et al. 2003) introduced a deviation factor to detect outliers by also leverag-
ing the concept of distance. Like DB-Out, LOCI performs costly range queries. A
faster version of LOCI was then presented as an attempt to mitigate the problem,
named aLOCI (Papadimitriou et al. 2003). aLOCI starts by creating shifted cop-
ies of the dataset; then, it indexes the copies in Quad-trees, and uses the trees as
box-counts to estimate the count of neighbors of each instance.

Distance-based detectors may also employ the k-nearest neighbors of each
instance. kNN-Out (Ramaswamy et al. 2000) and LOF (Breunig et al. 2000) are
probably the first algorithms of this category. Their main advantage is to allow the
user to define the number k of neighbors that must be identified per instance, thus
providing a better mechanism to control the cost of the search for the neighbors.
kKNN-Out states that the outlierness of an instance is defined by its distance to the
k™ nearest neighbor. The authors of KNN-Out also suggest to speed up the detection
by reporting only the top-o outliers, instead of a full ranking of the instances. That
is, to only identify and report the o instances with the largest distances to their cor-
responding k" nearest neighbors. LOF introduces a distinct approach. It identifies as
outliers those instances with further neighbors than what is expected from their local
neighborhoods, where the local neighborhood of an instance is given by its k nearest
neighbors. Other algorithms also detect outliers by searching for the k nearest neigh-
bors of each instance. For example, ODIN (Hautaméki et al. 2004) creates a graph of
instances (nodes) connected (by edges) to their corresponding k nearest neighbors;
then, it flags as outliers those instances whose nodes have in-degrees smaller than
a minimum value defined by the user. MRPG (Amagata et al. 2022) also exploits a
proximity graph to detect outliers; distinctly from ODIN, it considers three potential
definitions for the problem, which are either based on k nearest neighbor queries,
or on range queries. Finally, the distance-based detection of outliers have also been
investigated in the context of ensembles with the aim of obtaining diversified results
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(Kirner et al. 2017), as well as in data streams by means of effective approaches to
detect outliers (Tran et al. 2016; Yoon et al. 2018).

The efficiency of a distance-based algorithm typically depends on the use of
appropriate data structures, such as R-trees and Quad-trees. It may also depend
on restricting the number of outliers to be reported. Approximate neighborhood
searches can speed up the detection even further (Orair et al. 2010). For example,
hypercube-based approximations have been employed by DB-Out and aLOCI.
HilOut (Angiulli and Pizzuti 2002) also performs approximations. It detects out-
liers by employing Hilbert space filling curves to identify approximate k near-
est neighbors for each instance. Nevertheless, HilOut requires several data scans
to refine the sets of neighbors, which diminishes the gain of using an approxi-
mate strategy. In spite of the aforementioned efforts to speed up the detection,
the existing distance-based algorithms still have runtime requirements that are
clearly unfeasible for many practical uses. In fact, they commonly require many
hours or even days to process a few hundred thousands of instances (Orair et al.
2010; Goldstein and Uchida 2016; Kirner et al. 2017), which may even be seen
as a ‘light-weight’ task in a real-world scenario.

Another relevant drawback is the fact that, to our knowledge, none of the
existing distance-based algorithms can process categorical attributes by design,
i.e., directly in the way they are defined. Provided that categorical data abound
in real applications (Akoglu et al. 2012; Tang et al. 2013), this fact hurts the
generality of the distance-based approach as a whole. Of course, one can always
employ one-hot encoding (Harris and Harris 2012) to convert categorical attrib-
utes to numerical ones in an independent preprocessing step, and then proceed
with the detection; or, even use another detector that is not based on distances,
like the four ones we are aware of that can handle categorical data: HDoutli-
ers (Wilkinson 2018), iForest (Liu et al. 2008, 2012), COMPREX (Akoglu et al.
2012), and COD (Tang et al. 2013). However, these two approaches have serious
limitations: the former suffers from the increased dimensionality of the resulting
dataset after attribute conversion; the latter is often unable to process numerical
attributes, restricted to specific scenarios (e.g., can only detect contextual outli-
ers), has poor scalability, or reported results that are hard to interpret.

The current situation can therefore be summarized as (Orair et al. 2010; Gold-
stein and Uchida 2016; Kirner et al. 2017): (a) the existing distance-based detec-
tors struggle to process large numbers of instances (e.g., one hundred thousand
instances), and (b) none of these detectors can leverage the categorical attributes
that abound in real-world data.

Our work focuses on tackling both of these limitations with a novel algorithm
named HySorTOD. It uses an efficient hypercube-ordering-and-searching strat-
egy for fast neighborhood search; and, it also takes advantage of one new pivot-
based strategy to obtain high-quality results from any dataset, no matter if it
includes numerical attributes, categorical ones, or both types of attributes.

Finally, it is worth noting that DB-Out and aLOCI are both bases for our
work, as we also employ hypercubes to detect outliers. Our HySorTOD improves
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upon them by being orders of magnitude faster, and considerably more accurate,
as is shown in the experimental evaluation of Sect. 6.

3 Proposed method - basics

This section presents the basic version of our method,! which we call here
HySorTOD,,. It is a distance-based algorithm capable of efficiently and effec-
tively detecting outliers in datasets with only numerical attributes. We start with
HySortOD|, for clarity of description; in later sections, we provide the additional
improvements that lead to our solution for also handling categorical attributes, and
finally to our new proposed method HySorTOD.

3.1 General idea

HySorTODj is based on the well-accepted assumption that instances with few neigh-
bors are likely outlying instances, and their closest instances may also be outliers.
We consider that the dataset is represented in a multi-dimensional space, and that a
distance function is used to distinguish its instances. In this setting, the outlierness
score of an instance indicates the likelihood of it being an outlier. This concept is
formalized in Definitions 1 and 2.

Definition 1 (Range Query) A range query is expressed by a function Range ()
that returns all instances of a dataset X whose distances to a given query center
instance x are within a radius r, according to a distance function f{ ). Formally, it is:

Range(X,x,7r) = {x' ¥ € X A f(x',x) <r}

Definition 2 (Outlierness Score) The outlierness score of an instance x in a dataset
X is given by the number of neighbors of x within radius r normalized by the maxi-
mum number of neighbors existing for any other instance in X. Formally, it is:

| Range(X, x,7) |
Max( {| Range(X,x',r)| : x' € X})

Outlierness(X,x,r) =1

These definitions describe the exact solution for the outlier detection problem that we
investigate. Our proposed method HySorTOD,, provides an efficient and effective, approx-
imate solution for this problem. In a nutshell, HySortOD, has four sequential phases. The
first phase creates an array of bounded regions, known as hypercubes, to store counts of
instances that lie within each region. Next, a novel hypercube-ordering approach is used to
organize the hypercubes linearly in an array such that that neighboring hypercubes in the
feature space are also close to each other in the linear array. Then, our new neighborhood-
search procedure is performed for each hypercube to compute its neighborhood density,
that is, the number of instances that lie within the neighborhood. Once the densities are

! This basic version was called HySortOD in Cabral and Cordeiro (2020), an earlier version of this
work. Here, we use the name HySorTOD|, for clarity.
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calculated, the last phase reports an outlierness score for each hypercube. Every instance
that lies within a hypercube receives the same score — as is common to virtually all hyper-
cube-based algorithms found in the literature. The next sections detail our proposal.

3.2 Creating the hypercubes

The hypercubes are essentially bounded regions of the feature space that con-
tain at least one instance. Without loss of generality, we assume that the data-
set X = {x,x5,...,x,} has m normalized instances, where each instance
Xy =< X, 15X 00 e s Xy g > is within the unit hypercube [0, 1]¢ with d being the data
dimensionality. The bin parameter b € N, represents the number of equi-length
partitions to be considered in each dimension, and dictates the hypercube granular-
ity. The length of a hypercube is given by [ = }—1), which means that the larger the
value of b, the smaller the hypercubes are.

As shown in Algorithm 1, we represent the hypercubes in one array
H=<h,hy,....h, > Each hypercube h; =<h;,h;,...,h; ;> 1is itself an
array that stores d coordinates hi!i € {0,1,...,b—1}. Note that H could also be
understood as a n X d matrix, but we decided to use the aforementioned notation
because it allows us to describe the rest of our proposal in an easier and clearer
manner. We map a dataset instance x, € X to hypercube coordinates as follows
h(x,) =< |x, /1], |x,2/1], .., |x,4/1l] >. Each instance lies within the boundaries
of only one hypercube — see Line 2 of Algorithm 1 — and we denote as c; the count
of instances that lie within a hypercube /; — see Lines 5 and 7. The counts are stored
in an array C =< ¢, ¢,,...,¢, >. The hypercubes are then used as box-counts to
estimate their neighborhood densities, as described later in Sect. 3.4.

Algorithm 1 Create hypercubes( )

Input Dataset X; number of bins b.
Output Hypercubes H; Counts C.

1. for each z, € X do

2: Let h; be the hypercube that z, is within;
3: if h; is an uninitialized hypercube then
4: Create a new hypercube h; in H;

5: C; < 07

6: end if

7: ci ¢+ 1;

8: end for

9: return H, C,

Intuitively, one can see this process as overlaying a grid onto the feature space,
discretizing and grouping instances. Figure 2a illustrates the mapping process of
dataset instances to hypercube coordinates in a 2-dimensional toy dataset; we con-
sider b = 4. The grid has therefore up to 16 cells>. Note that empty hypercubes are

2 We use the word cell to refer to 2-dimensional hypercubes.
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Fig.2 (a) A grid using b =4 and 8 cells with their coordinates. Cells in gray are not stored nor pro-
cessed. (b) The immediate neighbors of cell (2, 2) are highlighted in green

not represented in memory nor processed, so the maximum number of hypercubes is
always limited by the data Cardinality.

3.3 Sorting the hypercubes

Once the array H of hypercubes is created, the hypercubes are sorted con-
sidering their coordinates so that neighboring hypercubes with regard to
the feature space are also close to each other in the array. In practice, it is a
usual lexicographic ordering procedure that considers d-dimensional hyper-
cube coordinates in numerical order. For example, in Fig. 2a, the hypercubes
H = <(0,3), (0,2), (2,2), (3,2), (0,1), (1,1), (0,0), (1,0) > are sorted to
< (0,0), (0,1), (0,2), (0,3), (1,0), (1,1), (2,2), (3,2) >. This is a simple, yet
powerful strategy that can mitigate the costs of a naive neighborhood search by lim-
iting the search space with respect to the neighborhood definition. Our sorting strat-
egy also does not require any advanced indexing structure yet still allows an efficient
approach in terms of space complexity. The following section presents its advan-
tages for neighborhood search.

3.4 Searching the neighborhood

The goal of this phase is to efficiently count the number of instances in the neigh-
borhood of each hypercube as a way to measure its neighborhood density. We per-
form approximate range queries using hypercubes and their coordinates rather than
dataset instances. Therefore, for each hypercube i; € H, we identify its immediate
neighbors based on Definition 3.

Definition 3 (Hypercube Neighborhood) Given the hypercube array H and a hyper-
cube #; of interest, the hypercube neighborhood N(#;) includes all hypercubes with
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coordinates that are at no more than 1 unit of distance away from the coordinates
of h;. Thatis: N(h,) = {hy @ |hy;—h;;|< 1, V1 <j<d;Vh, € H}, where h, ; and
h; ; are respectively the coordinates of hypercubes %, and 4, in dimension j.

In Definition 3, the neighboring hypercubes are always at no more than 1 unit
of distance away from the hypercube of interest because we assume that a suitable
neighborhood radius has been taken into account by the user via parameter b. This
definition can be seen as an approximation of a range query (Definition 1) of radius
r= % (or diameter 3/) with the query center x being the centroid of 4;, but the maxi-
mum distance between instances within the neighborhood of #; is actually 31\/6_1 .
Since [ = %, the relationship between r and b is r = 23_/7 Figure 2b shows the search
region according to Definitions 1 and 3; they are respectively given by the dashed
circle and the green squares.

Definition 4 denotes the neighborhood density w; of a hypercube 4; based on the
number of instances that exist in its immediate neighbors. The densities are stored in
anarray W =< w,w,, ..., w, >

Definition 4 (Neighborhood Density) Given a hypercube /; and its neighbors N(#;),
the neighborhood density w; is the count of instances that lie in #; or in one of its
neighbors. Formally, we have:

w; = Z Cp
hy € N(h;)

Let us call any hypercube h, € H that is not h; and satisfies the condition
| h;y — hyy | < laprospective neighbor of h;. Similarly, we call any prospective
neighbor of #; that satisfies the full condition in Definition 3 an immediate neighbor
of h;. Let us illustrate this idea considering the example of the sorted array H from
Sect. 3.3 and a search operation centered at cell #,; shown in Fig. 2. By sequentially
scanning the sorted hypercubes in H, we find the immediate neighbors hq and hg,
thus, the neighborhood density is the sum of ¢, ¢;, and cg. Note that the neighbor-
hood search and the neighborhood density computation of a hypercube A; are per-
formed simultaneously. Thanks to our sorting strategy, the prospective neighbors are
already clustered together in array H.

Many prospective neighbors could be tested when performing a linear scan
over array H, which would increase the runtime. An ideal solution should mini-
mize such tests and yet find all the immediate neighbors. We observe that it is
expected that a sequential range of hypercubes exists — beginning and ending
position — that share the same coordinate value for the first dimension; then, fix-
ing the first dimension, we expect for the following dimension other sequences
sharing values within the range of the previous dimension, and so on until no
more coordinate values are shared. Based on this observation, we can map the
hypercubes dimension-wise into a tree-based structure, where each level rep-
resents a dimension; the child nodes at each level contain the existing coordi-
nate values for the given dimension as well as the starting and ending positions
where the values are shared. This structure allows our HySortOD, to perform
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the density computation by simply traversing specific branches of the tree instead
of performing a full scan over array H. We describe the construction and search
algorithm in the following sections.

3.4.1 Constructing the dimension-wise tree

Algorithm 2 constructs the dimension-wise tree by recursively scanning array
H. For each recursion call, a parent node P and a dimension j must be speci-
fied. Each node stores three attributes about the mapping: the coordinate value
denoted as P,,,,, besides the beginning and the ending positions in H where the
coordinate value is the same for all hypercubes at dimension j, denoted as P,
and P,,,, respectively. A node cannot map more hypercubes than its parent node
does. The root node encloses all hypercubes and does not map a coordinate value
of any dimension; that is, for the root node we have: P, = @, Ppe, =0 and
P,,; = n. The first recursion call creates a node for each unique coordinate value
at the first dimension, and maps the contiguous interval where each coordinate
value is the same. In the following recursion calls, for each of the nodes created
by the previous calls, the same procedure is performed to map the hypercubes for
the corresponding dimension.

We start by defining the two recursion base cases - see Lines 1 and 2 in Algo-
rithm 2: when the current dimension is larger than the total number of dimen-
sions, and; when the number of hypercubes mapped by a node P is smaller than
a predefined threshold MinSplit. This threshold aims to balance the trade-off
between the number of hypercubes to scan during the neighborhood search and
the granularity of mapping. Depending on the data distribution, scanning hyper-
cubes might be faster than traversing the tree branches or scanning leaf nodes that
map a single hypercube.

Next, we obtain the first position of the mapped sequence, and the coordinate
value of the first hypercube at dimension j — see Line 3. The main loop scans over
the hypercubes in H from the beginning to the ending positions mapped by the
parent node P — see Lines 4 to 13. During the scan, when the coordinate value
changes — see Line 5, a child node is created to map the beginning and ending
positions where the coordinate value is the same for all hypercubes within the
sequence at dimension j — see Lines 6 and 7. Next, we add the created node as a
child of the current parent node P — see Line 8. After that, a recursion is called
passing the child node to map the coordinate values of the next dimension — see
Line 9. Finally, the beginning and the ending positions of the last coordinate
value are added to the parent node aside from the main loop — see Lines 14 to 16.
The root node containing all sub-trees is then returned.
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Algorithm 2 Construct ( )

Input Hypercubes H; Value MinSplit; Parent node P; Dimension j.
Output Root node P containing all sub-trees.

1. if j > d then return;

20 if Pepng — Pregin < MinSplit then return;

3: 1 < Ppegin; value < hy j;

4: while 1 < P,,,4 do

5: if h; ; > value then

6 begin < Ppegin; end <1 —1;

7 Create child node mapping from begin to end;
8 Add child node into P;

9 Construct (H, child node, j + 1);

10: begin < i; value < h; j;
11: end if
12: 141+ 1;

13: end while

14: end + 1 — 1;

15: Add child node mapping from begin to end in P;
16: Construct (H, child node, 7+ 1);

17: return P;

In Fig. 3, we illustrate how our proposed dimension-wise tree would be con-
structed for the 2-dimensional dataset shown in Fig. 2. On the left side, there is the
root node mapping all existing sorted hypercubes in H, i.e., from positions #, to hg.
Note that the root node has no coordinate value associated to it. Then, the dashed
lines point to the child nodes that map the positions for each coordinate value of the
first dimension (i.e., dimension x). For the second dimension (i.e., dimension y), there

X y
’ O <h1rh4> F‘\:—-_ 0 <h1’h1> h1
/ \\\ N
’ . S <h ,h >
o X 1 212 h2
K <h,h.>
; ‘\\ 2 33 h3
& <h1,h8> i\ Nl 3 <h4,h4> h4
L AN
e EIEXE h
\
‘\“ hG
Y
3 2 <h7.h7> h7
AY
3 <h5vh8> h8

Fig. 3 Dimension-wise tree mapping 8 hypercubes with MinSplit=4. The dashed lines indicate the tree
hierarchy
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are four child nodes for coordinate value O from the first dimension because MinSplit
is set to 4, which means that nodes with the interval that is less than 4 are not split
into child nodes — see Line 2 in Algorithm 2. The nodes of the second dimension map
only one hypercube, as well as coordinate values 2 and 3 from the first dimension.

The idea of constructing a dimension-wise tree is sensitive to the ordering of the
dimensions because some dimensions might provide more information gain than
others, and potentially allow one to prune branches during the search step. Thus, this
can directly affect the runtime of the neighborhood search. We shall state that we
used the original dimension ordering for all datasets studied in this paper. Also, we
plan to investigate this point further in future work.

3.4.2 Using the dimension-wise tree

Algorithm 3 shows how to search for all immediate neighbors of a given hypercube,
and return its corresponding neighborhood density. Each level of the dimension-
wise tree represents a dimension; the nodes in each level store the existing coor-
dinate values with respect to that particular dimension, besides the beginning and
ending positions in H. Thus, our strategy is to traverse the branches of the tree, and
only scan over hypercubes mapped by the leaf nodes.

The goal is to return the neighborhood density of a given hypercube A;. Thus,
Algorithm 3 starts by assigning the number of instances of hypercube #; to the total
density — see Line 1. When P is a leaf node — see Line 2, then, it proceeds to scan
over the mapped interval P, to P,,, — see Lines 3 to 5. Within this interval, we
test whether the hypercube is an immediate neighbor and increment the total density
— see Line 4. When P is not a leaf node, the algorithm recursively traverses through
the branches that are 1 unit of distance distant from the given hypercube at each
dimension — see Lines 7 to 9, and update the total density. Finally, the total density
is reported — see Line 11. In cases where no neighboring hypercube exists for 4;, the
total density is c;.

Algorithm 3 Neighborhood density( )

Input Hypercubes H; Counts C'; Position i; Node P; Dimension j.
Output Neighborhood density w;.

1: Wy < G,

2: if P is a leaf then

3 for i’ < Pycgin to P.,q do

4 if h; ; is immediate of hy ; then w; < w; + ¢;/;

5: end for

6: else

7 for each node mapping the coordinates h; ; =1 do

8 w; < w; + Neighborhood density(H, C, node, i, j + 1);

9: end for
10: end if
11: return w;;
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3.5 Computing the outlierness scores

The final step is to use the neighborhood density of the hypercubes to assign an out-
lierness score for every data instance. As it happens in virtually all hypercube-based
algorithms found in the literature, we approximate the score of individual instances
by reporting the same score for instances that share the same hypercube. Our score is
based on Definition 2 and adjusted for the hypercube context, which is the ratio of the
hypercube density and the maximum existing density, as shown in Definition 5.

Definition 5 (Hypercube-based Score) Given a hypercube’s neighborhood density
w; and the maximum neighborhood density w,,,,., the outlierness score is given by:

max?

w

i

Score(w;, w,, ) =1-—

max
max

The neighborhood density of a hypercube #; is w;, so the score measures the out-
lierness of hypercube h; based on how dense its neighborhood is when compared to
the maximum neighborhood density w,,,, = Max(W), where W =< w,w,, ... w, >
is the array with all neighborhood densities. The score values range in the interval
[0, 1). High outlierness means scores close to 1, while low outlierness is represented
by near-zero scores.

3.6 HySortOD,

Algorithm 4 is the full pseudo-code of our proposed HYSorTrOD,. As we
described before, it receives as input the dataset X, an intuitive parameter b that
represents the number of bins to be created per dimension, and the value MinSplit
that sets the minimum number of hypercubes a tree node must map to be split
into subnodes; consequently, b also defines how close any two instances must be
to be considered neighbors. Later, in Sect. 6.3, we analyze the effect of b on the
accuracy and the effect of MinSplit on the runtime of our method. Additionally,
we identify appropriate values for both parameters that allow our proposal to be
automatic and yet report fast high-quality results. Algorithm 4 starts by creat-
ing the hypercubes H and computing their counts of instances C in Line 1. The
hypercubes are then sorted in Line 2 using the procedure described in Sect. 3.3.
In Line 3, the hypercubes are mapped into a dimension-wise tree structure. In
Lines 4 to 9, the neighborhood densities W are calculated, and the largest one
W,.a 1S identified. Finally, a data scan on X is performed in Lines 10 to 15 to
obtain the outlierness scores O, which are later reported to the user in Line 16.

3.6.1 Time complexity

The complexity for HYySorTODjjis the sum of the complexity of its individual phases.
Time complexity of hypercube creation is O(m) because we only process each
instance of dataset X once to output the set of hypercubes of size n, where n < m.
The sorting phase takes O(dn log n) with traditional sorting algorithms. For the
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neighborhood density computation, it is required to make assumptions about the data
distribution because the distribution of hypercubes might differ considerably depend-
ing on the application. Assuming the worst-case scenario where the coordinate values
of H are uniformly distributed, we expect for the first dimension, & distinct values and
'Z’ hypercubes sharing the same coordinate value. Based on that, the tree construction
takes O(h%) for the first dimension, and within each node in the first dimension, the

child nodes of the second dimension take bb—"z, and so on until dimension d. This pro-

cess can be represented by the series Z?:] b&, where its complexity can be expressed

. — 1-d . . . . . .
in closed-form as O(MTbl)) or simply O(39n). Since at least one instance lies within

a hypercube region, the upper bound on the number of immediate neighbors is also
limited by n, besides 34; that is, the maximum number of immediate neighbors is
s = Min( {3%,n}). Thus, searching all immediate neighbors for all hypercubes takes
O(sn). To report the outlierness of each instance, when efficiently implemented, it
takes O(n). Therefore, the final time complexity is O(sn). Note that this analysis relies
on the assumption that all instances are uniformly distributed in space, which is the
worst-case scenario for any outlier detector. Fortunately, this scenario is not expected
to occur in practice, because real data tend to be skewed (Faloutsos and Kamel 1994),
not uniform. In our experiments, the runtime results have a much lower upper bound,
thus further corroborating the fact that the uniform distribution rarely occurs.

The next section provides the additional improvements, that lead to our solu-
tion for also handling categorical attributes, and finally to our proposed algorithm
HySorTOD.

Algorithm 4 HySorTOD,( )

Input Dataset X; Number of bins b; Value MinSplit.
Output Outlierness scores O for instances of X.

H, C < Create_hypercubes (X, b); > Alg. 1
Sort H and adjust C' accordingly;
Construct (H, MinSplit, RootNode, 1 ); > Alg 2
Create empty density array W;
for each h; € H do
w; < Neighborhood density(H,C, RootNode, i,1); > Alg. 3
Insert w; into array W,
end for
Winae — Max(W); > Largest density value
Create empty outlierness array O;
. for each z, € X do
Let h; be the hypercube that z, is within;
op < Score (W, Wmaz); > Definition 5
Insert o, into array O;
15: end for
16: return O;

© ® NS T Wb
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4 Proposed method - HYSorTrOD

Here we show how to handle categorical data, and then finally present the new algo-
rithm HySorTOD. In a nutshell, our proposal is twofold: (a) we begin by defining a
metric space that properly represents the categorical attributes of the input dataset,
and; (b) we then transform this metric space into a nearly equivalent vector space
with approximate preservation of the distances between the instances. It leads to a
novel strategy that allows us to convert categorical attributes into numerical ones
automatically, in a data-driven manner. The new attributes are in turn analyzed fol-
lowing the strategy described previously, in Sect. 3. The details of our proposal are
presented in the following.

4.1 Representing the categorical data in a metric space

Here we define a metric space that properly represents categorical attributes. To
this end, before looking at categorical data itself, we first analyze how Euclidean®
distances in numerical data are computed. For example, let us consider a fictitious,
3-dimensional dataset X = {x,,x,,...,x,,} that includes instances x; =<0, 0, 0 >,
x,=<1,05,0> and x; =<1, 1, 0>, where the three attributes are numeri-
cal. Without loss of generality, we assume that the entire dataset is normalized
within a unit hypercube; thus, we have that X C [0, 113. Note that, when comput-
ing the Euclidean distance f(x;, x,) = /(0 — )2 + (0 — 0.5)2 + (0 — 0)? between
instances x; and x,, the first attribute contributes maximally to the total distance;
the second attribute contributes a medium value to the total distance, and the third
attribute has no contribution to the total distance. Specifically, a numerical attribute
contributes maximally to a distance value between two instances if and only if one
of the instances has value O in this attribute, and the other instance has value 1. The
smaller the difference between attribute values, the lower is the attribute’s contribu-
tion to the total distance. The contribution is null when both instances have the same
value for the attribute.

Now, let us consider the particular scenario in which every attribute has either a
null contribution or a maximal contribution to the distance between two instances.
This is the case for the distance f(x;, x3) = /(0= 1)2+ (0 — 12+ (0 -0 = \/E
between instances x; and x; in our example. In cases like that, computing the dis-
tance is equivalent to counting the attributes in which both instances have distinct
values, and then taking the square root of the count. The instances x,; and x, differ in

2 attributes, and hence the distance between them is \/E . Importantly, this particular
scenario is the basis for our proposal to handle categorical attributes, which is pre-
sented in the following.

3 Note that the reasoning presented in this section is applicable to any LP-norm with trivial adaptation.
Consequently, our proposal is not restricted to the use of Euclidean distances.
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Categorical attributes are known for the absence of order in their values.
It means that any two instances may either have an identical or a distinct value
in any given categorical attribute. The attribute’s contribution to the distance
between the instances is therefore either null or maximal as discussed for the
extreme cases that can occur in normalized numerical data. For instance, let us
consider another fictitious, 3-dimensional dataset Y = {y;,y,,...,y,} that has
instances y; =< ‘a’,‘a’,‘a’ >, y, =< ‘b’, ‘a’, ‘@’ > and y; =< ‘c’, ‘b’, ‘a’ >, where
the three attributes are categorical. We assume that ¥ C V; X V, X V; with
Vi ={%, b, ¢}, V,={%, b} and V5 = {‘a’, ‘b’}. Following the previous dis-
cussion, one may think of computing the distance between any two instances of Y
by counting the attributes in which they differ, and then taking the square root of
the count. For example, y, and y, differ in only 1 attribute; their distance would
therefore be \/T . Similarly, the distance between y, and y, would be \/5

Nevertheless, this strategy is incorrect as it disregards the number of distinct val-
ues that each attribute can assume, i.e., the number of categorical values in each
attribute. Clearly, the smaller the number of categories of an attribute, the larger
the probability that two instances have the same value in that attribute just by
chance. As a consequence, attributes with different numbers of categorical values
must have different weights in the distance computation. This line of thought leads
us to Definition 6. It presents our proposal to compute distances between the
instances of a dataset that has only categorical attributes. Note that there is a prob-

1

ability of VE that any y,,y, € Y share a particular value in the j™ attribute by
J
chance; therefore, the complementary probability 1 — ﬁ is the appropriate weight
j

for the attribute.

Definition 6 (Categorical-only Distance) The distance f.(y,, y,,) between any
two instances y, =<y, |, Vy0s--es Ypg > A0d Y, =<V, 1, Vyoseees Yy a > Of @

d-dimensional datasetY = {y,,¥,,...,y,,} 1s given by:

d : _

Z 0, | if Ypj = Vp'j
1 — —, otherwise

j=1 |V;I?

fc(y 4 yp’) =

where Y C V; XV, X ...V, and each V; is the set of categorical values for the
j™ attribute of Y.

Before moving on to converting categorical attributes into numerical ones, we
demonstrate that f. is a metric.

Lemma 1 The Categorical-only Distance f, is a metric. That is, for any instances
Yps Vs Y Of a datasetY C VXV, X ... V,, we have that:

b fc(ypa yp’) > 0;
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e f0, ) =0ifandonlyif y, =y,
f‘c(yp7 yp’) =.fc(yp’7 yp),
JeOps ¥p) £Le0ps ) +f.(Vpr» ) (triangle inequality).

Proof Function f, can be rewritten as:

fc(y ’ yp/) = Vfw(y s yp’)

where

J .
0, if Vpj =V
FoOps ) = Z 1 — -1, otherwise

j= vk

As a consequence, proving that f, is a metric is equivalent to proving both that: (a)
f,» 1s a metric, and; (b) the square root of a metric is also a metric. To prove the for-
mer,* we must show that:

fw(y ’ yp’) Z 0;

fw®p» ¥y) =0ifand only if y, =y,

fw(y ’ yp’) =fw(yp’7 yp)’ ) ] )
10O o) 1,000 Yp) +£,,0r» ¥,y) (triangle inequality).

il e

#1, #2 and #3 are obvious. To prove #4, let us first write f,, in terms of a distance
function for an individual attribute:

d
fw(ypv yp’) = Zfa(prv yp'J)
j=1

where

0, £y =Yy,

JaOpjp Yy ) = 1 - #, otherwise
J

We first prove #4 for data of dimensionality d = 1:

4 Note that f, resembles the Hamming distance function (Robinson 2003), which is a well-known met-
ric as demonstrated by Brian Marcus (Marcus 2022). Specifically, f,, can be seem as a “weighted ver-
sion” of the Hamming distance. We prove that it is a metric using the demonstration of Marcus as a
basis.

@ Springer



Efficient outlier detection... Page 190f46 18

e Case 1: If y,=yy, then  f,0b,, yy) =0, and  therefore
fw(yp’ yp’) < fw(yps yp”) + fw(yp”’ yp’);
1

e Case2:1fy, #y,,then f,(v,, y,) =1- e and either y, # y, ory,, # yy

is true, or both are true. Therefore, f,,(y,, y,») +/, (v, y,) is at least 1 — #
J

As a consequence, f,,(¥,, ¥y) <[,V ¥pr) + £,y ¥,y). Note that j =1, since
d=1

For general d:
¢ Bythecaseofd = 1, for each j, we can affirm that f,(y,;, v, ;) < £, Y ) +

fa(yp”,i’ yp’,/');

e Asa consequence:

d d
Zfa(ypw yp’J) < Zfa(pr’ yp”J) +fa(yp”zi’ yP'J)
Jj=1 Jj=1

d d d
PRSI ED WA ADI WACRTS )
j=1 j=1 Jj=1

fw(y s yp’) wa(y s yp”) +fw(yp”’ yp’)

It proves that f,, is a metric. Finally, we must demonstrate that the square root of
f,, 1s also a metric, thus:

Lo\ 1Oy yp) 20

2. /1Oy yy) =0ifand only if y, =y,

30 a0 30 = (Rl 3y

4 ARG 3) S B0 3y + A Oy ) (iriangle inequality).

#1, #2 and #3 are obvious and #4 can be easily derived from the triangle inequality
of the metric f,,: f,,(v,» Yp) < S, (Vs Ypr) +£,,(Vprs ¥yy)- Since all values are positive

ltholds that: fw(yp’ yp//) +f;v(yp"’ yp’) wa()’p’ yprr) +fw(yp”’ yp’) + 2 * ‘ Ifw(y Py ypn)‘
VG 30 = WO ) + [ )P i we have £ (3 3p) <
(\/fw(ypv yp”) + \/fw(yp“’ yp’))z ﬁv'(yp’ yp’) < (\/fw(yp’ yp”) + ﬁv(yp’U yp’))z' Since

both sides are non-negative numbers, taking the square root on both sides yields the

triangle inequality: \/ Suwps V) < \/ SO Yor) + AL L s V) O
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As a consequence, space( V,; X V, X ... V,, f.)is metric. It applies to any dataset
Y € V, xV,x...V,having only categorical data. The next step is to capitalize on
this space to convert categorical attributes into numerical ones.

4.2 Converting the metric space into a vector space

Here we show how to transform the metric space ( V|, X V, X ... V,, f. ) into a nearly
equivalent vector space with approximate preservation of the distances between the
instances. It leads to a new strategy that allows us to obtain numerical attributes
from categorical ones automatically, in a data-driven way.

To this end, we leverage ideas introduced with the Omni-family of metric access
methods (Traina Junior et al. 2007), and propose to reuse them with a novel purpose:
attribute conversion. The Omni access methods were originally developed to speed
up the execution of range and kNN queries in a metric dataset. The main idea is to
select a small subset of the instances to be pivots and then represent instances of the
dataset in a nearly equivalent vector space by means of the distances between the
instances and the pivots. Importantly, it is shown that each pivot must be far from all
the other pivots; and, there is a minimum number of pivots required to create a vec-
tor space that preserves the distances between the instances with a negligible error.
The authors demonstrate that this minimum number of pivots is the (correlation)
fractal dimension of the dataset. The queries are later executed by taking advantage
of the vector data (i.e., the distances to the pivots) to find candidate instances for the
result set, which are finally confirmed by computing a few distances in the original
space.
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Algorithm5 Metric to vector( )

Input Dataset Y. > Assumption: Y C I x V; x Vo x ... Vy
Output Dataset X. > Result: X c I x [0, 1]¢
L X<+—{} > Resulting dataset
2 U<+ {}; > Set of pivots
3: if d > 1 then > Two or more attributes: one pivot per attribute
4: Randomly choose an instance y, € Y;
5: Find the instance y,» € Y that maximizes fo(yp, yp);
6: Let y, be the first pivot uy; > Far from a random instance
7 U+~UuU {U]};
8: Find the instance y, € Y that maximizes fc(u1, yp);
o: Let y, be the second pivot uy; > Far from the first pivot
10: U<+ UU{us};
11: Edge < fe.(u1, uz); © Desired distance between every pair of pivots
12: for j <+~ 3 tod do > Find the remaining pivots
13: for each y, € Y\ U do
14: error (y,) <+ Zuj, cuU | Edge — fc(uj’7 Yp) |
15: end for
16: Find the instance y, € Y \ U that minimizes error(y,);
17: Uj — Yp; > jt® pivot; far from the previous pivots
18: U+~UuU {Uj};
19: end for
20: for each y, € Y do > Build z, using distances from y, to the pivots
21: for each u; € U do
22: Ty, < fe(uj, Yp)
23: end for
24: X —XU{ap} : 2p=<id(yp), Tp1, Tp2,--- Tpd >;
25: end for
26: else > Only one attribute: one pivot per infrequent value
27: A+ <ay,...,apy > with ae =<ke, ge> and > Sorted by frequency
k. is the et? least frequent value of the attribute of Y, while
ge is the corresponding frequency;
28: q < Cutoff( < g1,...,9/v,| > ); > Definitions 7 and 8
29: for e < 1 to g do > Find the pivots
30: Randomly choose an instance y, € Y with y, 1 = ke;
31: Ue < Yp; > et? pivot; it represents the infrequent value ke
32: U <+ UU{ue};
33: end for
34: for each y, € Y do > Build z, using distances from y,, to the pivots
35: Ty < <id(Yp), Tp1 >t Tp1 =2, v felte, Yp);
36: X+~ X U{x,};
37: end for
38: end if

39: Normalize X;
40: return X;
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To our knowledge, we are the first ones to leverage these ideas for attribute con-
version. Algorithm 5 is the pseudo-code of our proposal. Note that it considers that
instances have identifiers that were omitted in the previous sections for clarity. The
algorithm receives a dataset ¥ C I X V; XV, X ...V, having d categorical attrib-
utes, such that I is the set of identifiers of instances and V,,V,, ... V, are the cor-
responding sets of categorical values. Then, it returns a nearly equivalent, vector
dataset X C I x [0, 1]¢ with approximate preservation of the distances between the
instances. Except for the case when Y has a single attribute — which is treated later
in this section — we follow the Omni approach and select a small subset of instances
U C Y to be the pivots of the analysis; see Lines 4-19 in Algorithm 5. Note that we
always select d pivots in total; it allows us to generate a new dataset X that has the
same dimensionality as the original dataset Y, and also to have a safely large set of
pivots, that is, to always have | U | larger than or equal to the (correlation) fractal
dimension of Y. Let us emphasize that the (correlation) fractal dimension measures
the number of degrees of freedom of the underlying mechanism that generated the
data (Schroeder 1991; Faloutsos and Kamel 1994), and thus, by definition, it can-
not be larger than the total number of attributes. Additionally, it is guaranteed that
the pivots are far from one another. To this end, the first pivot , is the instance of
Y that maximizes the distance to a randomly selected instance y, € Y; and, each of
the remaining pivots u; is chosen efficiently with the aim of having large distances to
the pivots selected previously. Finally, the new dataset X is built from the distances
between every instance in Y and each pivot in U; see Lines 20-25.

Now we focus on the particular case when Y has only one attribute. The Omni
approach is not suitable in this case because: (a) if we follow the previous ideas and
select d pivots — that is, only one pivot — we would not meet the requirement that the
pivots must be far from one another, and; (b) if we change the procedure to select-
ing two or more pivots we would end up increasing the dimensionality of the origi-
nal data, which is not desirable. Consequently, this case requires a slightly different
approach: we build on the Omni ideas and present a novel procedure that allows
using more than one pivot yet preserves the data dimensionality. Specifically, we
aim at generating a vector dataset X that distinguishes outliers and inliers according
to Y. To this end, we propose to have a set of pivots U C Y in which each pivot is an
instance with one infrequent attribute value from Y. Then, we generate each x, € X
from the sum of the distances between instance y, € ¥ and each pivot u, € U. It
helps us distinguish inliers from outliers because the former tend to be far from all
pivots (i.e., inliers should have frequent values only), while the latter tend to be close
to one of the pivots (i.e., each outlier should have one of the infrequent values).
Therefore, if an instance v, € Y is an inlier, then it should have a larger sum of dis-
tances to the pivots than that of an outlier instance. Note that this reasoning assumes
that the original attribute is relevant to the detection of outliers, that is, we suppose
that the categorical values in Y allow distinguishing outliers from inliers; otherwise,
dataset Y has no useful information, and so does the dataset X generated from it.

To find the infrequent values we create a sorted list A = where each a, = is a pair
containing the e least frequent value k, of the attribute of ¥ and the corresponding
frequency g,. Then, we partition the list of frequencies < g, ..., gy, > to create two
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sub-lists that are as homogeneous as possible. Specifically, as shown in Lines 27-28
of Algorithm 5, we find the Cutoff g that maximizes the homogeneity of the sub-lists
<858y >and <giy,.... 8y, >, 0 as to best separate the small frequencies
81584 from the large frequencies 8a+1s - &y The infrequent values ki, ..., k,
are then found without depending on any input from the user.

To obtain the Cutoff g, based on the principle of Minimum Description Length,
we analyze sub-lists < g,,...,8, > and < g, ..., &y, > for all possible partition-
ing positions e € {1,...,| V, | =1} as shown in Definitions 7 and 8. The idea is to
compress each possible sub-list, representing it by its Cardinality, its average, and
the differences of each of its elements to the average.’ A highly homogeneous sub-
list allows good compression, as the differences to the average are small, and small
numbers need fewer bits to be represented than larger numbers. The Cutoff g is
therefore identified as the partitioning position that minimizes the cost of compress-
ing the corresponding sub-lists.

q

Definition 7 (Cost of Compression) The cost of compression of a sorted, non-empty
list of positive integers < g, ..., g, > is defined as

Cost( < gy,....8 >) =log"(t) + log*< M >

t
# Y (log' (14 | 1e—g 1 |) +102'(2)),
e=1
where é = @, and log* is the universal code length for positive integers®.
Definition 8 (Cutoff) The function Cutoff ( ) is defined as

Cutoff( <8 s 8y, > ) = ee€{l,....,| V; | =1} such that
e minimizes Cost( < g,....8, > ) +

Cost( < gerps---5 8y, > )-

Once the infrequent values are known, we create the set of pivots U in
Lines 29-33 of Algorithm 5. Each pivot is an instance of Y that has one of the infre-
quent values. Then, in Lines 34-37, the new dataset X is built from the sum of the
distances between every instance in Y and each pivot in U. Finally, dataset X is nor-
malized in Line 39, and then it is returned in Line 40.

5 Note in Definition 7 that we add one to each difference to the average whose code length log* is

required. It allows accounting for zeros. The cost of registering if each difference to the average is posi-
tive or negative is given by log*(2).

6 It can be demonstrated that log*(g) ~ logz(g)+log2(log2(g)) + ..., where g €N, and only the
positive terms of the equation are retained (Rissanen 1983; Chakrabarti et al. 2004). This is the optimal
length, if we do not know the range of values for g beforehand.

@ Springer



18 Page 24 of 46 E.F. Cabral etal.

4.3 HySorTOD

Now, we finally present HySorTOD. Distinctly from the basic method of Sect. 3, the

proposed method receives as input a dataset Z = {z,,...,z,,} that may have numer-
ical attributes, categorical attributes, or both types of attributes. In our notation,
every instance Z, is defined as z, = < id(zp), Zp15Zpas e Lpd in which id(zp) is

the identifier of the instance, Zpj is the instance’s value for the j’h attribute and d is
the data dimensionality. For easy of presentation — and also, without loss of general-
ity — we assume an ordering of the attributes where the numerical ones come first;
and each numerical attribute is normalized within [0, 1]. Our working scenario can
therefore be written as: Z C I x [0, 1] x Vi XV, X...V,_y where I is the set of
identifiers of instances, d’ is the number of numerical attributes, and V,, V,, ... V,_,
are the sets of categorical values of each of the d — d’ categorical attributes.

Algorithm 6 is the pseudo-code of HySorTOD. We begin by identifying whether or
not all attributes in Z are numerical. If so, we simply use HySorrODj, to process the data;
see Line 2. Otherwise, we isolate the numerical values into a dataset X’ and the categori-
cal ones into a dataset Y. Then, we convert Y into a nearly equivalent, vector dataset X"'.
Later, we run a join between X’ and X" to match the instances by their identifiers, thus
generating a single dataset X. Afterward, we use HySorTrODj, to process X. See Lines 3-15
for the details. Finally, in Line 16, we return the resulting scores O.

Algorithm 6 HySorTOD ( )

Input Dataset Z; > Assumption: Z C I x [0, 1}(1' xVixVox ... Va_a
Note that d’ is the number of numerical attributes.
Number of bins b;
Value MinSplit.
Output Outlierness scores O for instances of Z.

1: if d = d’' then > All attributes are numerical
2: O < HYSorTODo (X < Z, b, MinSplit); > Detect outliers using Alg. 4
3: else > At least one attribute is categorical
¢ X' {k

5 Ve {}

6: for each 2, € Z do

7: Ty, < id(zp), Zp1, 2p2s--- Zpd > > Numerical values
8: Yp — <1d(2p), Zpdi+1s Zp,di+2s -+ Zpd > > Categorical values
9: X' X Uz}

10: Y+~ YU{y};

11: end for

12: X" <+ Metric_to_vector(Y); > Convert attributes using Alg. 5
13: X(—Xll><]id X”;

14: O < HYSorTODy (X, b, MinSplit); > Detect outliers using Alg. 4
15: end if

16: return O;
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4.3.1 Time complexity

HySorTOD adds an optional, data-conversion step to the method of Sect. 3. If the
dataset Z has one or more categorical attributes, then it takes O(dm) time to: (a) iso-
late the numerical values into a dataset X’ and the categorical ones into a dataset Y
(b) extract a nearly equivalent, vector dataset X"’ from Y, and; (c) generate a new
dataset X by running a join between X’ and X”’. Particularly for (b), note that we con-
sider that| V, | is small. We also consider that the join in (c) is efficiently performed
by leveraging the original order in which the instances of Z are stored. If we main-
tain the same order of instances when storing X’, ¥ and X", we can then join X’ and
X" in O(dm) time by simply matching the instances by their order; no actual match-
ing of identifiers is required. Once the data conversion is complete (or, if it is unnec-
essary), the basic method HYySortOD, is executed in O(sn) time, in which #n is the
number of hypercubes generated from X, such that n < m, and s = Min( {3%,n} ).
Consequently, just like the basic method HySortOD,, the overall complexity of
HySorTOD is O(sn) in the worst case scenario. Note that this analysis relies on the
worst-case assumption that all instances are uniformly distributed in space, which
rarely occurs in practice because real data tends to be skewed (Faloutsos and Kamel
1994). This phenomenon is further confirmed in our experiments, where the runtime
results have a much lower upper bound.

5 Experimental setup

This section presents our experimental setup. HySorTOD was coded in Java. It
was compared with 9 state-of-the-art competitors, i.e., iForest, HDoutliers, kKNN-
Out, DB-Out, LOF, ODIN, HilOut, ABOD, and aLOCI. We implemented iForest
and HDoutliers in Java for a fair evaluation, Carefully replicating and optimizing
the original authors’ codes provided in R. The other competitors are also coded in
Java, under the framework ELKI (Achtert et al. 2011). For the related works’ algo-
rithms that can take advantage of an indexing data structure, we used the default
in-memory hashtable expected to be faster than other alternatives’. We also used the
Euclidean distance for all applicable algorithms.

An exhaustive hyperparameter search was performed to find the configuration
that maximizes the effectiveness of each algorithm in each dataset. We also found
each algorithm’s best-fixed configuration over all datasets. Appendix Appendix A
has all the hyperparameter values tested. Importantly, we report the results of two
versions of each algorithm. The first uses the algorithm’s best-fixed configuration
identified. The second uses the hyperparameter values that maximize the resulting
effectiveness per dataset. The suffixes “(Best-fixed)” and “(Best)” are added to the
algorithms’ names to distinguish these cases whenever needed.

7 https://www.elki-project.github.io/releases/current/javadoc/elki/database/StatiCarrayDatabase.html/
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Table 1 Summary of the datasets

Dataset Instances Numerical Categorical Outliers Outliers (%)
Attributes Attributes
Parkinson 50 22 - 2 4.00
Glass 214 9 - 9 421
Ionosphere 237 33 - 12 5.00
Breastw 467 9 - 23 5.00
Pima 526 8 - 26 4.94
Thyroid 3,772 6 - 93 2.47
Satimage?2 5,803 36 - 71 1.22
Mammography 11,183 6 - 260 2.32
Shuttle 47,984 9 - 2,399 5.00
Http 567,498 3 - 2,211 0.39
Hepatitis 70 6 14 3 4.29
Tae 107 2 3 5 5.00
Lymphography 148 3 15 6 4.05
Heart 158 7 6 8 5.00
Ecoli 336 5 2 9 2.68
Crx 375 6 9 19 5.00
Australian 403 6 8 20 5.00
Anneal 722 6 4 36 5.00
German 736 7 13 37 5.00
Cmc 1,200 5 4 60 5.00
Car 1,671 - 6 77 5.00
Nursery 12,960 - 8 330 2.54
Adult 23,846 6 8 1,192 5.00
Poker hand 1,025,010 - 10 29,383 2.86

We studied 24 real-world benchmark datasets available online®-?-.!° They are
summarized in Table 1. The datasets with only numerical attributes are shown at
the top of the table; those with categorical attributes are presented at the bottom.
Many of these datasets are often used by the outlier detection community to evaluate
the effectiveness and efficiency of the algorithms. It is valid for all the datasets with
only numerical attributes and the datasets hepatitis and ecoli. The remaining
datasets are often used to evaluate classification algorithms. We pre-processed each
of them by under-sampling small classes at random, labeling their instances as outli-
ers, and then labeling the instances of other classes as inliers, which is commonly
performed in the outlier detection literature (Campos et al. 2016). Specifically, 10

8 http://odds.cs.stonybrook.edu
° https://archive.ics.uci.edu/ml/
10" https://www.dbs.ifi.Imu.de/research/outlier-evaluation/DAMI/
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versions of each dataset were created to account for the randomness of this proce-
dure; we consider the average results.

For the effectiveness evaluation, we used the well-accepted AUROC metric. It
ranges between 0 and 1, where a perfect result is scored 1 and a random result is
around 0.5. The non-deterministic algorithms were executed 10 times per data-
set; we consider the average results. For the efficiency evaluation, we conducted
10 independent executions per algorithm and dataset, recording the execution
times and reporting average and standard deviation results. HySortOD, iForest,
and HDoutliers are the only algorithms that can process categorical data; they
were evaluated considering all the 24 datasets studied. Distinctly, the other algo-
rithms were evaluated on the 10 datasets with only numerical attributes because
they cannot handle all the datasets of our study.

All experiments were executed on one single core of a machine with a pro-
cessor Intel® Xeon™ CPU E5 — 2640 v3 @ 2.6GHz, 2 cores and 16GB of RAM,
using the Ubuntu 18.04.2 OS. We implemented a time-out limit of 10 hours by
aborting the execution of every algorithm requiring more time to finish process-
ing a dataset with a particular configuration. Executions exceeding the main-
memory capacity were also aborted. We believe none of the datasets studied is
large enough to justify a need for a larger time or space requirement.

Reproducibility as we mentioned before, all codes, detailed results, parameter val-
ues tested and datasets used in this paper are freely available for download online,
at https://github.com/BraulioSanchez/HySortOD.

6 Results and discussion

This section reports and discusses the results of our experimental evaluation under
the setup of Sect. 5. We aimed to answer the following questions:

Q1. Effectiveness and Efficiency — Compared with 9 state-of-the-art algorithms,
how effective and efficient is our proposed HySorTOD?

Q2. Scalability — How scalable are the evaluated algorithms?

Q3. Parametrization — What are the effects of varying our hyperparameters
b and MinSplit? And, how to identify an appropriate configuration for using
HySorTOD in practice?

Q4. Categorical Data — What is the impact of ignoring the categorical attributes
of a dataset by processing only the numerical ones?

6.1 Effectiveness and efficiency

This section investigates Question Q1 by focusing on the effectiveness and efficiency
of the studied algorithms. We first evaluate the algorithms in their best configura-
tion, using the hyperparameter values that maximize the effectiveness of every algo-
rithm in each dataset. Later, we consider each algorithm’s best-fixed configuration
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Table2 AUROC scores for algorithms that can process categorical data. Best results are shown in bold.
HySortOD is more effective than every competitor

Dataset | HYSORTOD HYSORTOD iForest HDoutliers™

(Best-fixed) (Best) (Best) (Best)
parkinson 0.91 0.98 1.00 0.98
glass 0.73 0.79 0.68 0.50
ionosphere 0.94 0.95 0.93 0.83
breastw 0.97 0.97 0.99 0.90
pima 0.73 0.74 0.74 0.49
thyroid 0.84 0.97 0.98 0.95
satimage2 0.98 0.99 0.99 0.50
mammography 0.74 0.84 0.87 0.50
shuttle 0.97 0.97 0.99 0.55
http 0.99 0.99 0.99 0.98
hepatitis 0.74 0.77 0.70 0.83
tae 0.40 0.62 0.66 0.51
lymphography 0.95 0.98 0.66 0.81
heart 0.77 0.77 0.75 0.51
ecoli 0.89 0.92 0.33 0.60
crx 0.70 0.75 0.66 0.53
australian 0.67 0.77 0.69 0.51
anneal 0.81 0.84 0.77 0.70
german 0.53 0.54 0.62 0.50
cme 0.40 0.50 0.47 0.43
car 0.60 0.65 0.68 0.49
nursery 0.60 0.65 0.83 0.60
adult 0.67 0.67 0.67 0.50
poker hand 0.50 0.52 0.49 ®

Average rank \ 2.50 £0.86 1.41 +0.49 \ 1.95 £1.13 3.52 +£0.77
*The average rank value only considers reported measurements.

® Execution exceeded the time-out limit.

across all datasets. We also compare our proposed method with the competitors that
can process categorical attributes separately from competitors restricted to process-
ing numerical attributes.

Table 2 reports the best AUROC (Area Under the ROC Curve) values obtained
from algorithms that can process categorical data.!! As shown, HySortOD (Best)
is more effective than both iForest (Best) and HDoutliers (Best). Its average rank
of AUROC values is 1.41, while the corresponding results for iForest (Best) and
HDoutliers (Best) are much worse, respectively 1.95 and 3.52. Our proposed algo-
rithm also obtained the largest AUROC values in 14 out of the 24 datasets studied.
Note that HDoutliers could not process the dataset Poker hand using any hyper-
parameter configuration due to the time-out limit specified. Table 3 reports the cor-
responding runtime results. Once again, HySorTOD (Best) largely outperformed its
competitors, obtaining a perfect average ranking of 1.00 with regard to runtime. It
was orders of magnitude faster than the others in many cases, especially on large
datasets such as http, shuttle, and Poker hand.

" For now, we ignore the second columns of Tables 2 and 4. They report the results of our proposal
when using the best-fixed configuration across all datasets, which are discussed later.
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Table 3 Runtime in seconds for algorithms that can process categorical data. Best results are in bold.

Our proposed HySortOD excels in effeciency

Dataset | HYSorRTOD iForest HDoutliers™
(Best) (Best) (Best)
parkinson | 0.01 £0.01 0.01 +£0.01 0.01 +0.01
glass | 0.01 £0.01 0.03 £0.01 0.01 +0.01
ionosphere | 0.01 £0.01 0.04 £0.01 0.01 +0.01
breastw | 0.01 £0.01 0.05 +0.01 0.01 +0.01
pima | 0.01 £0.01 0.01 £0.01 0.01 4+0.01
thyroid | 0.01 £0.01 0.24 +0.01 0.07 £0.01
satimage2 | 0.74 +0.01 1.14 +0.01 1.49 £0.06
mammography | 0.02 +£0.01 0.52 £0.02 0.24 +0.01
shuttle | 0.01 £0.01 3.02 £0.27  30.37 £1.20
http | 0.06 £0.01 7.77 +2.05 3x10% +27.78
hepatitis | 0.01 £0.01 0.01 +£0.01 0.01 +0.01
tae | 0.01 £0.01 0.01 +0.01 0.01 +0.01
lymphography | 0.01 £0.01 0.01 £0.01  0.01 +0.01
heart | 0.01 £0.01 0.01 £0.01 0.01 +0.01
ecoli | 0.01 £0.01 0.01 £0.01 0.01 4+0.01
crx | 0.01 +0.01 0.01 £0.01 0.05 £0.01
australian | 0.01 £0.01 0.09 £0.01 0.07 £0.01
anneal | 0.01 +0.01 0.01 +0.01 0.05 +0.01
german | 0.01 £0.01 0.09 £0.01 0.20 +0.01
cme | 0.01 £0.01 0.21 £0.01 0.14 £0.01
car | 0.01 £0.01 0.02 £0.01 1.47 £0.35
nursery | 0.30 £0.09 0.86 £+0.27 29.00 £0.09
adult | 0.13 £0.01 0.25 £0.02 107.37 £1.95
poker hand | 6.13 £0.56 52.87 +3.84 (0]
Average rank | 1.00 £0.00 1.91 £0.81 1.95 £0.90

*The average rank value only considers reported measurements.

® Execution exceeded the time-out limit.

We also evaluated our proposal against the competitors that cannot process
categorical attributes. Table 4 reports the best AUROC values obtained from the
algorithms in each of the 10 datasets having only numerical attributes''. HySor-
TOD (Best) is again very effective, this time obtaining the second-best average rank
of AUROC values. Its average rank is 2.40, close to the best result of 2.10 obtained
by k-NN-Out (Best). Our algorithm attained the largest AUROC values in 4 out of
the 10 datasets studied. Note that HilOut and aLOCI could not process the dataset
http using any hyperparameter configuration due to the main-memory limit of our
machine. ABOD failed to process the datasets shuttle and http as it exceeded
the specified runtime limit. Table 5 reports the corresponding runtime results.
Once more, HySorTOD (Best) largely outperformed its competitors. Our algorithm
obtained a quasi-perfect average ranking of 1.10 concerning the runtime, while the
second-best result is 2.60. It was orders of magnitude faster than the others in many
cases, especially on the largest datasets mammography, shuttle, and http..
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Table4 AUROC scores for datasets with only numerical attributes. Best results are shown in bold. Our
HySortOD is the runner-up in effectivenses

Dataset HYSORTOD  HYSORTOD | kNN- DB- LOF ODIN HilOut* aLOCI* ABOD*
(Best-fixed) (Best) Out Out (Best) (Best) (Best) (Best) (Best)
(Best) (Best)
parkinson 0.91 0.98 0.94 0.95 0.90 0.75 0.96 0.50 0.84
glass 0.73 0.79 0.78 0.78 0.72 0.67 0.88 0.63 0.75
ionosphere 0.94 0.95 0.97 0.94 0.94 0.93 0.85 0.49 0.85
breastw 0.97 0.97 0.99 0.99 0.89 0.86 0.88 0.83 0.99
pima 0.73 0.74 0.69 0.70 0.67 0.66 0.78 0.62 0.66
thyroid 0.84 0.97 0.97 0.96 0.90 0.85 0.97 0.91 0.95
satimage2 0.98 0.99 0.99 0.99 0.98 0.99 0.99 0.42 0.99
mammography 0.74 0.84 0.86 0.87 0.82 0.85 0.84 0.75 0.88
shuttle 0.97 0.97 0.99 0.69 0.99 0.99 0.99 0.96 ®
http 0.99 0.99 0.99 0.99 0.99 0.98 =] =] ®©
Average rank 5.20 2.40 2.10 3.00 5.10 5.70 2.88 8.33 4.25
+2.48 +1.56 +1.44 +2.00 £2.34 +2.64 +2.51 +1.05 +2.63

*The average rank value only considers reported measurements.
® Execution exceeded the time-out limit.

4 Execution exceeded the main-memory limit.

Table5 Runtime in seconds for datasets with only numerical data. Best results are shown in bold.
HySortOD is more effecient than every competitor.

Dataset | HYSOorrOD  kNN-Out DB-Out LOF ODIN HilOut*  aLOCI* ABOD*
(Best) (Best) (Best) (Best) (Best) (Best) (Best) (Best)
parkinson | 0.014£0.01  0.0140.01 0.0240.01 0.0240.01  0.01£0.01 0.05+0.01 0.01+0.01  0.0340.01
glass | 0.01+0.01 0.02+0.01 0.04+0.01 0.0340.01 0.03+0.01 0.07£0.01 0.0440.01 0.23+0.01
ionosphere | 0.01+0.01  0.02+0.01 0.0740.01 0.05+0.01 0.04+0.01  0.1240.01 0.04+0.01  0.52+0.01
breastw | 0.01+0.01  0.03£0.01 0.1340.01 0.05+0.01 0.05+£0.01  0.16£0.01 0.1740.04  2.75+0.01
pima | 0.014£0.01  0.05+0.01 0.1340.01 0.1440.01 0.084+0.01  0.254+0.01 0.0340.01  1.33+0.01
thyroid | 0.014+0.01 0.19+£0.01 0.63+0.03 0.5940.04 0.46+0.03 0.45+0.07 0.314+0.03 884.18+16.33
satimage2 | 0.7440.01  1.42+40.07 3.1540.20 1.78+0.03 3.2040.03  1.4340.25 0.58+0.08 3x103+70.40
mammog. | 0.02+0.01  5.32+0.14 8.80+0.25 2.75+0.32 7.5740.10  0.6240.07 6.84+0.18 2x10%+652.06
shuttle | 0.0140.01 83.7241.60 269.98+11.41 135.4245.32 217.5447.22 1.66+0.08 8.15+0.16 ®
http | 0.06+£0.01 6x103+£79.75 2x10%+285.06 2x103+49.13 7x103+86.23 © “ ®
Avg. rank | 1.104£0.30  2.6040.91 5.8040.87 4.30+1.34 4.20+1.72  5.2242.14 3.33+1.88  7.87+0.33

*The average rank value only considers reported measurements.
® Execution exceeded the time-out limit.

4 Execution exceeded the main-memory limit.

Now, let us focus again on Fig. 1 from the introductory section. It shows the
big picture regarding both efficiency and effectiveness, hence precisely answering
Question Q1. We summarize in this figure the results obtained for all 24 datasets,
reporting average runtime ranking versus average AUROC ranking for HySorTOD
(black circles) and the 9 competitors in their best configuration. Results for all the
datasets studied and for those datasets with only numerical attributes are shown
separately on the left side (a) and on the right side (b) of the figure, respectively.
An orange cross at the origin of the plots marks the position of a fictitious ideal
detector that would rank first in both runtime and AUROC. Note that our HySor-
TOD consistently outperformed all of the 9 state-of-the-art competitors, being
clearly the one that is the closest to the ideal detector. Additionally, note that LOF,
aLOCI, kNN-Out, ODIN, ABOD, DB-Out, and HilOut failed, i.e., could not even
be tested, in the datasets with categorical attributes. These results reveal a signifi-
cant advantage of our HySorTOD over the other detectors.
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Fig.4 Runtime and AUROC values obtained per dataset using the ‘Best-fixed” versions of algorithms
HySorTOD, iForest, kNN-Out, HilOut, and DB-Out. A fictitious ideal detector (orange crosses) would
always obtain a maximal AUROC score in zero time. As shown, our algorithm (black circles) is clearly
the one that is the closest to the ideal detector for most datasets

At last, we evaluate the algorithms using their best-fixed configuration of hyper-
parameters across all datasets. We consider only the most competitive algorithms in
this analysis for brevity. As shown in Tables 2 and 4, our algorithm attained a better
average AUROC ranking than HDoutliers (Best), ODIN (Best), and aLOCI (Best)
even when using its best-fixed configuration. Evaluating these competitors’ ‘Best-
fixed” versions is, therefore, unnecessary. We also consider evaluating the ‘Best-
fixed’ versions of ABOD and LOF to be unnecessary. The former has a cubic time
complexity concerning the data Cardinality, and the latter is also inefficient com-
pared with our algorithm. LOF also obtained an average AUROC ranking of 5.10
using its best configuration per dataset. It is then unlikely that LOF (Best-fixed)
will outperform our HySorTtOD (Best-fixed)’s result of 5.20. Hence, we evaluate
the ‘Best-fixed’ versions of algorithms HySorTOD, iForest, kNN-Out, HilOut, and
DB-Out.

Figure 4 reports the runtime versus the AUROC value obtained per dataset
from these five algorithms. We plot runtime and AUROC values instead of average
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ranking values to provide the most detailed result possible. An orange cross (this
time, at the top-left of each plot, not at the origin) marks the position of a ficti-
tious ideal detector that would obtain a maximal AUROC score in zero time for any
dataset. Note that HySortOD (Best-fixed) generally outperforms every competitor
by being the one that is the closest to the ideal detector for most datasets. We there-
fore conclude that our algorithm balances effectiveness and efficiency better than its
competitors both when considering the best configuration per dataset and the best-
fixed configuration across datasets.

6.2 Scalability

This section investigates Question Q2 by focusing on the scalability of the algo-
rithms studied. One of the main challenges in outlier detection is the capacity to
process large data in a feasible time. To our knowledge, no labeled dataset for outlier
detection is larger in Cardinality than Poker hand and http. Hence, we dem-
onstrate the scalability of our algorithm by further investigating these datasets. The
former contains only categorical attributes; the latter has only numerical ones. To
this end, we created smaller versions of Poker hand and http with random sam-
ples of increasing sizes up to the entire datasets, i.e., 1%, 2%, 10%, 25%, 50%, 75%
and 100%, and report the corresponding average runtime of each algorithm. Note
that we randomly sampled proportional percentages of inlier and outlier instances
to keep the original data characteristics. Every algorithm was tested with the hyper-
parameter configuration that maximizes its effectiveness in each dataset’s full ver-
sion, i.e., the 100% version, except for HDoutliers in Poker hand and alLOCI in
http because they failed in these datasets due to the time-out or the main-memory
limits. In these cases, we used the default setting recommended in the original pub-
lication. alLOCI was configured with a = 1/16, g = 20, and nmin = 20; HDoutliers
used & = 0.05.

Figure 5 reports the corresponding results. Note that HDoutliers exceeded the
time-out limit regarding Poker hand when the sample size was larger than 2%.
ABOD executed successfully in http with up to 2% sample size but exceeded the
time-out limit with larger sizes. aLOCI exceeded the main-memory capacity in
http with sample sizes larger than 25%. The other related work algorithms required
massive amounts of time to complete — notice that the plots are in log-log scale. In
contrast, HySorTOD obtained much better results. Overall, our algorithm is scalable
and outperformed every competitor by a large margin in both datasets. These find-
ings suggest that the use of our new hypercube-ordering-and-searching strategy to
detect outliers is indeed a powerful scale-up tool.

6.3 Parametrization
This section investigates Question Q3 by focusing on the parametrization

of HySorTOD. Our algorithm has two hyperparameters, b and MinSplit. The
general intuition behind b is that, as it increases, the hypercube length / =%

@ Springer



Efficient outlier detection...

Runtime in seconds (log)

Page330f46 18
1024 y
. . v
o v
g v
i3 v
10! 4 ’ %
o ®
®
v °
1009 v
[
°
°
1071+ T T T T T
1% 2% 10% 25% 50% 100%
Sample size % (log)
HDOutliers ---- Linear (Slope 1.0)
® HySortOD ---- Quadratic (Slope 2.0)
¥V |IForest

(a) Scalability on categorical data from poker hand.

105. .'...-
N
101 A nl
° S A v o
S 103 i y ”
8 1] v '
c 10°1 a
o e ¢ °
o v A4
g 101. l o ¢ v v v
£ g Yy
o 10°41 @& ¥ e
"E' 10-14 ¥ e
- T o« °°
10721 =7 ° .
e
1073 ®
1% 2% 10%  25% 50% 100%
Sample size % (log)
ABOD ¢ Hilout + LOF
v aLoCl ® HySortOD ® ODIN
A DB-Out v IForest ===+ Linear (Slope 1.0)
HDoutliers ™ KkNN-Out =--+ Quadratic (Slope 2.0)

(b) Scalability on numerical data from http.

Fig.5 Runtime on random samples of datasets (a) Poker hand and (b) http. We use the hyperpa-
rameter configurations that maximize the effectiveness of every algorithm in each dataset’s full version,
i.e., 100% version, except for HDoutliers in Poker hand and aLOCI in http because they fail in these
datasets and thus use a default configuration. Overall, HySorTOD is scalable and outperforms every
competitor by a large margin in both (a) and (b). Notice that the plots are in log-log scale
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Fig.6 AUROC versus number of bins b for 24 real datasets. There are three distinct intervals with dif-
ferent patterns: “Unstable”, “Steady” and “Decreasing quality”. The best results are likely to be in the
“Steady quality” interval, so we suggest using b = 5 as the default configuration of HySortOD

decreases, and so does the radius of the neighborhood analyzed when searching
for the outliers. Consequently, b influences the effectiveness of HySortOD. For
large values of b, more instances are expected to be reported as outliers because
they may lie alone in a small neighborhood. By contrast, for small values of b,
it is expected less instances are reported as outliers because the hypercubes are
likely large enough to make nearly every instance a neighbor of many other
instances. We studied the effect of b by varying its value from 2 to 40 for all the
24 datasets. Figure 6 reports our findings; it plots AUROC versus b. Note that the
horizontal axis is shown in log scale to improve the visualization. Overall, there
are three distinct intervals with different patterns in this axis. We name the inter-
vals according to their general trend, that is: “Unstable”, “Steady”, and “Decreas-
ing quality” in the intervals [2, 3], [4, 8], and [9, 40], respectively. Based on these
observations, we understand the “Steady quality” interval as the appropriate one
to obtain high-quality results in a general scenario, which is corroborated by 24
real datasets of distinct domains. Hence, we suggest b = 5 as the default configu-
ration of HySorTtOD.

We also analyzed different variations for our hyperparameter MinSplit. It
only affects runtime, not accuracy. MinSplit balances the number of hyper-
cubes mapped by each node of the dimension-wise tree, thus limiting the num-
ber of hypercubes to scan during the neighborhood searches. In general, small
values create leaf nodes that map only a few hypercubes; large values have the
opposite effect, which tends to degenerate to the sequential scan runtime. With
that in mind, we executed experiments varying the hyperparameter from 10 to
1, 000 in each of the 24 datasets and observe that setting the value 100 generally
reduces the runtime compared to using other values. We therefore suggest setting
MinSplit = 100 as the default configuration of HySorTOD.
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6.4 Categorical data

This section investigates Question Q4. We aim to understand the impact of ignoring
the categorical attributes of a dataset by processing only the numerical ones. To this
end, we first study our real-world benchmark datasets considering practical applica-
tions. Then, we analyze synthetic data to better investigate the use of categorical
attributes in a controlled environment. All experiments of this section employ our
proposed algorithm HySorTOD configured with the default hyperparameter values
b = 5 and MinSplit = 100.

Table 6 provides results of effectiveness for every real dataset having at least
one categorical attribute. For each dataset, we report the AUROC score obtained
when processing only numerical attributes, and the score obtained from both
numerical and categorical attributes; see columns “Numerical” and “Numerical
& Categorical”, respectively. We also report the difference between these two
scores in column “Difference”. The datasets Car, Nursery and Poker hand
have no numerical attribute; Hence, the “Numerical” column shows the expected
AUROC score of a random ranking for these datasets. Gains and losses in the
effectiveness are respectively depicted in green and red. As expected, the cate-
gorical data often provided gains and rarely caused losses. Effectiveness gains
occured in 9 out of the 14 datasets studied and they were expressive in some
cases, as for ecoli, lymphography, Car, and Nursery where the scores
improved up to 0.27. Distinctly, the losses were minor and rare; they occurred for
hepatitis, heart and anneal where the scores reduced no more than 0.06.
Thus, processing the categorical data was generally advantageous.

Table6 AUROC scores with and without considering categorical attributes

Dataset | Numerical Numerical & Categorical | Difference
N NC NC - N
hepatitis 0.80 0.74 -0.06
tae 0.36 0.40 0.05
lymphography 0.75 0.95
heart 0.78 0.77
ecoli 0.62 0.89
crx 0.64 0.70 0.06
australian 0.60 0.67 0.07
anneal 0.84 0.81 -0.03
german 0.53 0.53 0.00
cme 0.37 0.40 0.03
car 0.50%* 0.60 0.10
nursery 0.50%* 0.60 0.10
adult 0.66 0.67 0.01
poker hand 0.50* 0.50 0.00

* Expected AUROC score of a random ranking

Large loss - I I I I I I I I - Large gain
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Fig.7 Scenarios used to study the impact of categorical data. (a): Scenario 1 has 2 classes getting closer p
to one another in the numerical data. Note that some outliers in green/yellow are undetectable in the
Datasets 1 (iii), 1 (iv) and 1 (v). (b): Scenario 2 has 2 classes with complete overlap in the
numerical data. Except for Dataset 2 (vi), every outlier in green is undetectable

Note that any attribute of a dataset may contain relevant or irrelevant informa-
tion regarding the detection of outliers, and it applies to both numerical and cat-
egorical attributes. A relevant attribute should have values for the inliers that are
considerably different from those of the outliers. On the other hand, an attribute
with a randomly selected value for each instance regardless of its type is probably
irrelevant. Importantly, irrelevant attributes may even hurt the effectiveness of the
detection because they dilute the useful information of other attributes with use-
less information. We believe it is the case of the datasets hepatitis, heart
and anneal whose AUROC scores are slightly larger when ignoring their (prob-
ably irrelevant) categorical attributes than the scores obtained with these attrib-
utes. Hence, we leveraged synthetic data to better understand the use of categori-
cal attributes in a controlled environment.

We intended to generate synthetic datasets having similar metadata as the real
datasets of the previous experiment. On average, the real datasets have 18, 758
instances described by 6 numerical attributes and 9 categorical attributes, with
4.6% of outliers. The average number of classes is 2, which is known because the
datasets were originally created for classification. These average values were then
used to guide the generation of the synthetic data.

We considered two synthetic scenarios with 6 numerical attributes that are
not always informative enough to detect every outlier, and then evaluated the
impact of adding 9 relevant categorical attributes to the data. Later, we also
evaluated the impact of adding 9 irrelevant categorical attributes on top of
the relevant ones. Scenario 1 has 2 classes getting closer to one another with
increasing overlap in the numerical data according to six datasets, namely Data-
sets 1 (1), 1(ii), 1(iii),1 (iv),1 (v) and 1 (vi). Each dataset has
18, 758 instances out of which 4.6% are outliers. Both classes follow Gaussian
distributions in every numerical attribute; their mean values are considerably dis-
tinct in the Dataset 1 (i) and get more and more similar in the other datasets,
until they become equal in the Dataset 1  (vi). Figure 7(a) plots two of the
numerical attributes of each dataset. Note that some green and yellow outliers
are close to many inliers of the other class in Datasets 1 (1iii),1 (iv) and 1
(v). They are, therefore, undetectable in the numerical data. Distinctly, each
relevant categorical attribute allows distinguishing the outliers by having values
employed exclusively for them. The irrelevant categorical attributes contain val-
ues selected at random, though.

We also created modified versions of Dataset 1 (i) where we make the problem
harder by replacing some of the numerical attributes with other numerical attributes
that contain random values. Specifically, six modified versions of this dataset where
created with the number of numerical attributes replaced varying from O to 5. No
other modification was performed to the data. Figure 8 plots two of the numerical
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(b) Scenario 2: 2 classes with complete overlap
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attributes of one of these modified datasets. Note that the vertical attribute has ran-
dom values and is, therefore, irrelevant to detect the outliers. Distinctly, the horizon-
tal attribute contains information relevant to the detection. We refer to this particular
variation of the first scenario as “Scenario 1(i) + irrelevant”. The same procedure
could also be applied to the other datasets of this scenario and even to those of the
second scenario that is presented later, but we only consider Dataset 1 (i) of Sce-
nario 1 for brevity.

Now, we move on to our second scenario. It regards a more extreme situation
where a large portion of the outliers cannot be detected in the numerical data because
of a complete overlap of classes. Similar to the previous scenario, our Scenario 2
presents 2 classes that follow Gaussian distributions in each numerical attribute. The
difference is that their mean values are now the same and the standard deviation of
one class increases according to Datasets 2 (1) to 2 (vi) until it matches the
standard deviation of the other class. Once more, every dataset has 18, 758 instances
described by 6 numerical attributes that may not be enough to detect all the 4.6%
of outliers; And, we evaluate the impact of adding 9 relevant categorical attributes
at first, and 9 irrelevant categorical attributes on top of the relevant ones later. Fig-
ure 7(b) plots two numerical attributes of each dataset. Note that every green outlier
in Datasets 2 (1) to2 (v) is close to inliers of the other class. Hence, they can-
not be detected in the numerical data. We therefore depend on the categorical data,
which were generated using the same procedure of the previous scenario.

Figure 9 provides results of effectiveness for the datasets of all scenarios. The
plots on the left side of the figure show the AUROC scores obtained exclusively
from the numerical data. Distinctly, the right-sided plots present the corresponding
scores obtained when analyzing categorical attributes together with the numerical
ones. Figure 9(a) depicts the Scenario 1. As expected, sub-optimal scores of nearly
0.85 were obtained from the numerical data of most datasets of this scenario, except
for Dataset 1 (vi) where better scores were attained because the task is clearly
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(a) Scenario 1: AUROC scores for the datasets of the scenario, considering only
numerical attributes (left) and both numerical and categorical attributes (right).
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(b) Scenario 1(i) + irrelevant: AUROC for Dataset 1(i) with some numerical
attributes that are irrelevant. Left: numerical only; Right: numerical and categorical.
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(c) Scenario 2: AUROC scores for the datasets of the scenario, considering only
numerical attributes (left) and both numerical and categorical attributes (right).

Fig.9 Studying the impact of categorical data. Left: AUROC scores obtained with numerical data only.
Right: The corresponding scores when analyzing relevant and irrelevant categorical attributes together
with the numerical ones

easier. The use of categorical attributes together with the numerical ones also led
to the results we expected. Adding a few relevant categorical attributes to the analy-
sis was already enough to achieve near-perfect scores. And, the irrelevant categori-
cal attributes added on top of the relevant ones indeed deteriorated the effective-
ness of the detection. Interestingly, it seems that each irrelevant categorical attribute
canceled the effects of a relevant one, and, therefore, the scores roughly degraded to
their original values when all the irrelevant attributes were considered.

Figure 9(b) regards “Scenario 1(i) + irrelevant”. Again, the results matched our
expectations. The larger the number of irrelevant numerical attributes, the worse are the
scores obtained when using only the numerical portion of each dataset. A few relevant
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categorical attributes were once more enough to improve the scores to a near-perfect
status, even when there is only one relevant numerical attribute and the score is bel-
low 0.5. Once again, each irrelevant categorical attribute added to the analysis nearly
canceled the effects of a relevant one.

Finally, the results of the Scenario 2 are shown in the Fig. 9(c). They also match our
expectations with increasingly better scores being obtained from the numerical attrib-
utes as we vary the dataset analyzed, from Datasets 2 (i) to 2 (vi). The use of
categorical data also led to the results we expected. The relevant categorical attributes
were again capable of improving the scores to near-perfect scores, and the irrelevant
ones nearly canceled relevant attributes.

In summary, this section investigated the ability of HySorTOD to capitalize on cat-
egorical data. Overall, we confirmed through an extensive experimental evaluation that
relevant categorical attributes can greatly improve the effectiveness of our method in
both real and synthetic data. We also verified that numerical and categorical attributes
containing irrelevant values may deteriorate the results obtained. Irrelevant attributes
should, therefore, be avoided regardless of their type. We believe it can be performed
by leveraging the knowledge of field experts that can identify and use only the most
appropriate attributes to each particular application, which applies to outlier detection
and also so any other analytical task in general.

7 Conclusion

Outlier detection has many applications and is, therefore, covered by an extensive
literature. The distance-based detectors are the most popular ones. Despite this
popularity, these detectors still have two major drawbacks that we identified and
demonstrated through a comprehensive experimental evaluation: (a) the intensive
neighborhood search that takes hours or even days to complete in large data, and;
(b) the inability to process categorical attributes. This paper tackled both prob-
lems with the new method HySorTOD to detect outliers. Here, we argue that effi-
ciency and generality of data type are very desirable aspects to be considered in
any analytical task, including outlier detection.
Our main contributions are:

C1 - Efficiency: We Carefully designed HySorTOD- a novel algorithm that
efficiently identifies outliers using a new hypercube-ordering-and-searching
approach that speeds up the detection task to work at scale. Its main focus is the
analysis of datasets with many instances and a low-to-moderate number of attrib-
utes.

C2 — Generality: We introduced a pivot-based strategy that allows our method to
analyze both numerical and categorical attributes seamlessly.

C3 — Benchmark Evaluation: We studied 24 real-world, benchmark datasets
with up to 1 million instances, and showed that our method outperforms 9 com-
petitors of the state of the art in runtime, being up to 6 orders of magnitude faster,
while still presenting very accurate results.
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C4 — Case Study: We investigated the ability of our method to capitalize on cat-
egorical attributes, and confirmed through an extensive experimental evaluation
that these attributes can greatly improve the accuracy of the detection of outliers
in both real and synthetic datasets.

Finally, let us highlight that a hypercube-ordering-and-searching approach similar to ours
has been used previously, in the distinct context of similarity retrieval (Xia et al. 2004;
Kalashnikov 2013). To our knowledge, we are the first ones to use it for outlier detection.
Hence, we consider the fact that we found one new usage for a tool from a distinct area of
research to be an additional contribution of our work.

Appendix A

Model configurations
Tables 7 and 8 report the hyperparameter values tested to find the configuration that

maximizes the effectiveness of every algorithm in each dataset and the best-fixed
configuration per algorithm across all datasets.
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Table 7 Hyperparameter values used for algorithms working with both categorical and numerical data

Dataset HySorTOD iForest HDoutliers

parkinson be{2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06, ...,0.5}
w € {32,64,...,1024}

glass be{2,3,...,100} h e {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
w € {32,64,...,1024}

ionosphere b e {2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

breastw be{2,3,...,100} h e {100, 150, ...,300}, a € {0.05,0.06, ...,0.5}
w € {32,64,...,1024}

pima be{2,3,...,100} h e {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
w € {32,64,...,1024}

thyroid b e {2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

satimage2 be{2,3,...,100} h e {100,150, ...,300}, a € {0.05,0.06, ...,0.5}
w € {32,64,...,1024}

mammography b e {2,3,...,100} h e {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

shuttle b e {2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

http be{2,3,...,100} h e {100,150, ...,300}, a € {0.05,0.06,...,0.5}
w € {32,64,...,1024}

hepatitis be{2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

tae be{2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06, ...,0.5}
w € {32,64,...,1024}

lymphography b€ {2,3,...,100} h e {100,150, ...,300}, a € {0.05,0.06,...,0.5}
w € {32,64,...,1024}

heart b e {2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

ecoli be{2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06, ...,0.5}
w € {32,64,...,1024}

crx be{2,3,...,100} h e {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
w € {32,64,...,1024}

australian b e {2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

anneal be{2,3,...,100} h € {100,150, ...,300}, a € {0.05,0.06, ...,0.5}
w € {32,64,...,1024}

german be{2,3,...,100} h e {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
w € {32,64,...,1024}

cme b e {2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

Car be{2,3,...,100} h e {100,150, ...,300}, a € {0.05,0.06, ...,0.5}
w € {32,64,...,1024}

Nursery be{2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

Adult b e {2,3,...,100} h € {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
v € {32,64,...,1024}

Poker hand be{2,3,...,100} h e {100, 150, ...,300}, a € {0.05,0.06,...,0.5}
w € {32,64,...,1024}
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