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Abstract

In the present article we focus on the notion of socio-technical sys-
tems and argue that soft institutions can be adopted as a computational
platform to design, implement and manage such systems. socio-technical
systems are characterised as complex networks of heterogeneous interact-
ing peers comprised by humans as well as designed artefacts. The core
notion in soft institutions are interaction protocols, which are collections
of plans for message passing, state management and action taking which
can be used as partial specifications of peer interactions. We revise the
notions of both socio-technical systems and soft institutions, and then
illustrate how they can be blended together.

1 Introduction

In the present article we focus on the notion of socio-technical systems and ar-
gue that soft institutions can be adopted as a computational platform to design,
implement and manage such systems. The concept of socio-technical systems is
not new [10]. Recently it has been applied to a variety of complex systems in
which the social and the technological dimensions inust be considered together
[1, 2]. socio-technical systems are open, asynchronous concurrent systems in
which somne processing units are humans or human centred organisations and
others are as machines. Interactions involving heterogeneous peers are a cen-
tral concept to design, iinplement and analyse socio-technical systewns. In the
present article we introduce a platform to characterise interactions, catering
for the dynamics and evolution of such systems. This platform can be useful
for systems designers, systems engineers and users: (1) Systems designers need
tools and languages to specify systems, to extract properties from design (auto-
matically whenever possible), to perform simulations and to extract properties
from simulations, to collect field data and to extract properties from field data
in similar way as is done with simulations, to feed back the design process and to
incrementally refine socio-technical systems. (2) Systems engineers need tools



and languages to take blueprints from designers and implement them for actual
use, in the form of platforms that mediate interactions among heterogeneous
peers in such way that a socio-technical system can be put to work. (3) Users
can be the human components that participate in a socio-technical system or
external users that expect outputs generated by the system as a whole. Both
types of users need appropriate ways to interact with a socio-technical system,
as well as means to influence the evolution of the system.

In section 2 we detail a characterisation of socio-technical systems and pro-
pose five dimensions which can be used to classify particular systems with re-
spect to design strategies that can be used for them. In section 3 we introduce
the concept of soft institutions, a corresponding computational platform based
on this concept and how it can be used as a platform to design, implement and
manage socio-technical systems. In section 4 we discuss an illustrative example
of socio-technical system that can be build using soft institutions. Finally, in
section 5 we present a brief discussion, conclusions and proposed future work.

2 Socio-technical systems — facets and dimen-
sions

A socio-technical system is an open network of heterogeneous interacting com-
ponents which can exchange messages and, therefore, coordinate their actions.
Some components are engineered and can be programmed to behave accord-
ing to explicitly determined rules, while other components are human centric
and therefore their behaviour can, at best, be incentivised and nudged towards
desired patterns.

In [2] we find a framework that characterises the facets of socio-technical
systems based on six categories of interacting elements. Our goal in the present
work is to introduce a computational platform to support the design, imple-
mentation and management of socio-technical systems. For this reason, we
identify, for each category of elements in these systems, specific entities that
can be characterised and dealt with in the proposed platform: (1) People
correspond to human agents, whose behaviour can be steered towards desired
patterns via appropriate sets of rules, sanctions and rewards which, in turn,
must be permanently monitored and refined to ensure their effectiveness; (2)
Technologies refer to engineered peers as well as communication technologies
for peers to interact with each other and with external system users; (3) Pro-
cesses/procedures refer to (a) sets of rules, sanctions, rewards and planning
resources and capabilities proposed to humans, (b) programming resources and
techniques used in engineered peers, and (c) programming resources and tech-
niques available to build a communications infrastructure for a socio-technical
system; (4) Buildings/infrastructure are generalised as any set of environ-
mental factors that characterise the (evolving and dynamic) context in which
a socio-technical inhabits and operates; (5) Goals characterise global, system
level goals as well as local, agent level goals, which must be aligned by designers



in such way that any action supports and benefits local as well as global goals;
and (6) Culture characterises (defeasible and dynamic) values and priorities
determined for (and by) individuals, groups and the whole system.

Depending on the combination and organisation of components, different
design strategies and techuniques can be appropriate. For this reason, we identify
five dimensions which can characterise different socio-technical systems: (1)
Openness to admit or dismiss agents; (2) Coordination levels among agents;
(3) Heterogeneity of agents in a system; (4) Statefulness; and (5) Context
sensitiveness.

Different combinations of values of these dimensions require different strate-
gies for design, implementation and management of socio-technical systems.
Any proposed platform to deal with socio-technical systems must cater for a
wide set of combinations of these values, even if it is not capable of coping sat-
isfactorily with all of these combinations. In the next section we introduce a
proposed platform, coined soft institutions.

3 Soft institutions

Soft institutions generalise the concept of electronic institutions (3, 4, 9] to
provide means for more natural interactions with human peers [5].

Electronic institutions are a powerful framework to build multi-agent sys-

tems based on the principle that the global behaviour of a complex system can
be managed by the establishment of (1) norms, (2) rewards for agents that abide
by these norms and (3) sanctions for those who challenge them. In order for an
agent to participate in an electronic institution, it must be prepared to respond
to norms, rewards and sanctions, as well as interact with other participating
agents. .
Technological agents can be designed and built to comply with normative
systems and, therefore, participate in electronic institutions. Human agents,
however, may feel uncomfortable to need to learn and then to be submissive
to third party rules to join into a network of peers. Soft institutions, in con-
trast with electronic institutions, allow agents to act freely and adjust their
behaviour in a minimalist way to be able to join into local interaction proto-
cols. Instead of having a centralised control around the normative system (as
is the case with electronic institutions), soft institutions have a decentralised,
possibly asynchronous control, centered on agents which choose to interact ac-
cording to available protocols. This way, the barrier to enter a soft institution is
significantly lower for humans, hence an interaction platform based on soft in-
stitutions can be more appealing to human agents than one based on electronic
institutions, at the cost of only being able to have partial control over design,
operation and management of a system based on soft institutions.

Soft institutions are organised in four layers: (1) The agent controlled
layer: this layer caters for individual capabilities and actions corresponding
to each agent. Agents can be human individuals, technological agents, or or-
ganisations constituted of other agents; (2) The communications layer: this



layer comprises the infrastructure and Processing power to manage message ex-
changes between agents. In principle, messaging is peer-to-peer with unique
addressimg. Additional message control structures can be built using the agent
controlled and the commnunications layer. (3) The coordination layer: this
layer consists of social norms that constrain and regulate interactions among se-
lected peers. (4) The environment: this layer comprises all other phenomena
that can influence the behaviour and state of the soft institution.

We assume a language £ used to describe facts and computational expres-
sions. The language consists of three constructs: (1) Terms: correspond to
constant or atomic expressions of different types; (2) Variables: are uniquely
identified strings to which different values can be assigned; (3) Functions: are
collections of mappings from tuples of terms to terms. Value assignments to
variables are expressed as substitutions o = {z; — €1,--+ ,Tn > ¢n}, which
denote that each construct ¢; is assigned to the variable x;. A substitution
application function & is applied to a construct ¢ as a whole, producing a new
construct in which every variable in ¢ that is present in a substitution ¢ is re-
placed by the corresponding construct. For example, if ¢ = {z; — y,z2 — 5}
and ¢ = (z1 +z2 +x3), then ¢ = (y+5+z3). Using substitutions we can natu-

rally define unification (Z). A substitution application & unifies two constructs
¢, and cz if the application of & to both constructs yields the same result, i.e.
c1 = ¢ iff ey = Geg.

Each agent maintains a personal knowledge base that comprises its beliefs,
opinions, individual goals, actual knowledge, reasoning capabilities, actions etc.
It is assumed, as a design principle, that agents do not have access to each
others’ personal knowledge bases. It is also assumed, however, that each agent
participating in a soft institution maintains a part of its knowledge base stored
as a collection of £ constructs, which we here name institutional knowledge base,
and which are updated and consulted using two operators: (1) A(c): this op-
erator updates a fact c. Depending on specific institutions being designed, an
update may correspond to inserting, actual updating or deleting information
from the institutional knowledge base; (2) K(c,&): this operator consults the
institutional knowledge base. Similar to the A operator, variations on the se-
mantics of the K operator can be used for different soft institutions. Essentially,
K(c¢, &) checks whether the construct ¢ belongs to the institutional knowledge
base of an agent; if it does, then it is retrieved from the knowledge base, and
the substitution & is used to build the construct &c.

The institutional knowledge base contains a set of ground terms R = {Ry,---
R,.} which represent a set of roles available to the agent. It also contains a set
of constructs PROT using the syntax specified in the following paragraphs,
which characterise interaction protocols available to the agent. Roles are the
means for an agent to enter a soft institution: an agent can pick a role from R,
which becomes the institutional role of the agent and grants the agent the right
to engage into interactions using an appropriate protocol available in PROT.
Roles can be retrieved and updated using the A and K operators.

Messages are passed from agent to agent via the communications layer. To



each agent is assigned a unique ID, and messages depend upon roles to be
properly treated. A message M has the format M = (Rsend, 9T, Rrec, ID,her):
Ryena is the role that the sending agent must necessarily hold when the message
is sent; g7 is a ground term which corresponds to the content of the message;
R, is the role that the receiving agent must hold in order for the message to
be received; I Dother is the ID of the “other” ‘agent: it is the ID of the receiver
when a message is being sent and the ID of the sender when a message is being
received.

The institutional knowledge base also contains two constructs that represent
the state of the agent with respect to the soft institution: (1) Comm stores the
communications state. It contains the agent ID and two message queues con-
taining incoming and outgoing messages respectively. (2) Coord stores the co-
ordination state. It contains the list of roles already held by the agent including
the current role as head of the list, the protocol being followed, the stage of exe-
cution of the current protocol and the set of variable assignments/substitutions.

Protocols are defined as a variation and extension of the Lightweight Coor-
dination Calculus (LCC) [7], in which A protocol is a list of clauses. A clause
defines a script to be followed in order for an interaction to take place. Clauses

have the format ci(R, [c1,--- ,¢r]) ::= Def where R € R is arole, ¢3,-+- ,¢r are
optional parameters and Def is the body of the clause:
Def := Closed | Out| Out ¢ [Ing,---,In,] |

Def then Def | Def or Def
In; rec(Msg) | cond{c)
Out := Null|A(e) |

chRole(R’, [¢], - .ci])

Closed is a final state that concludes an interaction. Qut is an output action:
(1) Null is an empty action that does nothing. (2) snd(Msg) sends message
Msg to another agent. (3) chRole(R’, [¢],- -+ ,cl.]) changes the role of the agent
during the execution of a clause. (4) A(c) updates the construct ¢ into the
institutional knowledge base. Out « [In;,---,In,] performs a list of input
actions and then performs an output action. An input action In; is: (1) rec(Msg)
receives a message Msg from another agent. (2) cond{c) checks whether there
is a construct ¢’ in the institutional knowledge base and a substitution & such
that K(c¢’,&) = c. The construct ¢ is a condition which can be satisfied if the
answer is positive. then is a connective that represents sequential and, i.e. it
joins two computational steps in sequence. or is a connective that represents
non-deterministic choice between two computational steps.

Let us consider a socio-technical system built on top of a soft institution. If
an agent decides to interact with other agents in the systemn, it imnust formalise an
institutional knowledge base and then pick from it a protocol and a role. This
formalisation can be performed as a services contract which, once accepted
by the agent and a registration authority in charge of the system, provides
the agent with a baseline institutional knowledge base containing roles and
protocols. After a protocol is selected, the agent can address the messages in
the clauses that comprise the protocol to specified agents whose IDs it selects,

.




or send messages to arbitrary agents by supplying free variables instead of IDs
corresponding to receiving agents, or even broadcast messages to several agents
and wait for the best reply in order to choose an agent to complete a protocol.
The agent can also select protocols in which service requests can be received
and act as a service provider. -

Carefully crafted sets of protocols can implement sophisticated patterns of
interaction, servicing large and complex socio-technical systems. Interaction
protocols work as support services for agents to engage into well regulated and
carefully designed interactions, but they are not mandatory and they do not
necessarily cover all aspects of all interactions that connect agents participating
in the same socio-technical system.

4 An illustrative example

In this section we consider a snippet of a socio-technical system built to support
commercial transactions between human agents. This example is a simplified
version of an example originally used to illustrate the use of LCC for peer-to-
peer knowledge sharing [8]. Let us assume that we have two agents whose IDs
are resp. A and B. Agent A wishes to buy an object C and agent B is willing
to sell the same object C. Let us also assume that both A and B enter the same
soft institution. A acquires an institutional knowledge base which contains an
interaction protocol in which the following clause can be found:
cl(buyer, [C, Price]) ::=
snd({buyer, ask(C), seller, Any)) then
snd({buyer, buy(C, Price), seller, Any))
¢ [rec({buyer, price(C, Price), seller, Any)),
cond(afford(Price))] then
A(own(C))
+ [rec({buyer, sold(C, Price),seller, Any))]

This clause can be read as follows: A can assumne the role of “buyer” of
object C at price Price, and this role will build a successful interaction ifA can
send a message to an arbitrary seller asking for object C; then If the seller
sends a message informing a price Price and this price is affordable to A, then
it sends a second message to the seller informing that it is willing to buy C and
pay Price; then If the seller sends a message informing that the transaction
was successful, then A updates the institutional knowledge based by adding the
information that it now owns C.

Similarly, B can acquire an institutional knowledge base which contains an
interaction protocol containing the following clause:



cl(seller, (C, Price]) ::=
snd((seller, price(C; FTice), buyer, Any))
 [rec({seller, ask(C), buyer, Any)),
cond (in-stock(C) Price))] then
snd({seller, sold(C, Price), buyer, Any))
+ rec({seller, buy(C, Price), buyer, Any)) then
A(sold(C))

This clause can be read as follows: B can assumne the role of “seller” of object
C at price Price, and this role will build a successful interaction given that If
B receives a message from an arbitrary buyer asking for object C and object C
is available in stock and can be sold at price Price, then B sends a message to
the buyer informing availability and price of C; then If B receives a message
from the buyer confirming the acquisition of C, it sends a message to the buyer
informing that the transaction was successful; then B completes the protocol
by updating the institutional knowledge base by adding the information that C
has been sold.

In this particular example, both A and B were not concerned in advance
about connecting specifically to each other: A was interested in finding a seller
and B was interested in finding a buyer. Prototypical implementations of plat-
forms for soft institutions are under development. A fully functioning platform
shall include communication channels that can be used during the execution of
interaction protocols, thus enabling that agents A and B can find each other
and instantiate the Any variables in their messages with each others’ IDs.

5 Conclusion and future work

In the present article we have presented the concept of socio-technical systems
based on six facets and five dbmensions, and then we have argued that soft in-
stitutions can form a computational platform to design, implement and manage
socio-technical systems. People can easily join into a socio-technical system
based on soft institutions — the required effort corresponds to registering into
the soft institution (which can have a low barrier to entry by integrating, for
example, with existing social networks), downloading and installing a baseline
institutional knowledge base, and ensuring that the interactions that are se-
lected to be mediated by the soft institution occur via interaction protocols;
technological agents can also be designed such that interactions are per-
formed using LCC; processes /procedures can be partially formalised using
interaction protocols; environmmental factors can be abstracted as external
variables updated by sensors and inessages incoming from the environment;
goals and culture are implemented internally to agents. Openness can be
managed in the registration procedures for humans as well as for technological
agents; coordination can be achieved by the establishment of joint standards
to be followed in every interaction protocol, e.g. related to security verification
and structured message passing; heterogeneity of agents is indeed one of the
strongest points of soft institutions as means to build socio-technical systems,



as humans and technological agents are treated equally with respect to message
passing and observed behaviour; statefulness is managed by bookkeeping in-
stitutional knowledge bases; context sensitiveness occurs at the agents level,
meaning that an individual agent changes behaviour according to the context
in which it believes to be, thus reproducing what occurs in social systems in
general. -

Implementations of platforms for soft institutions have already been pre-
sented elsewhere [5]. We are expanding that work with formalised semantics
that enable the formal verification of interaction protocols with respect to de-
sired properties, leading to increased levels of trust and transparency [6]. Our
focus, at the moment, is on applying the ideas presented here in three different
domains: (1) safety analysis for complex cyber-physical systems, with particular
focus on air traffic control for scenarios in which pilot controlled vehicles must
interact with autonomous vehicles?; (2) decentralised Local Exchange Trading
Schemata (LETS), which are “local community-based mutual aid networks in
which people exchange all kinds of goods and services with one another, without
the need for money”?2; and (3) mesoscale phenomena related to crowd manage-
ment, following a line of work started by Clegg and colleagues [2]4.

Concrete results about these applications shall be presented in future publi-
cations.
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